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Overview

With the release of RDX QuikStation firmware version v2.9 for both QuikStation 4 and QuikStation 8,
a new level of security is introduced using tighter password controls.

Feature Details

The first time the user logs into the RDX QuikStation, they are required to create a new, uncommon
Administrator’s password. A reset password pop-up screen is displayed when connected via a browser.

Administrator Password Reset

This is your first time logging in. Please enter a new administrator
password

New Password:

Verify New Password:

The password must meet the following requirements:

It must be between 12 to 30 characters in length.

¢ The password can contain only letters (case sensitive), numbers, and any of these special
characters:

- @HES N N&F_“7,

Password is allowed only if it is uncommon and meets certain complexity minimums.

A list of common passwords 12 -30 characters in length are used to check the new password. If
the new password is found on the list, it is blocked and the user must choose a different one.

Result of attempting to set
password = qwerty123456

Set "Admin’ Account Password

The password set here is used to login and manage this system
using the ‘Admin’ account. The minimum password length is 12
characters for the ‘Admin’ account.

Password:

Confirm Password:

Set "Admin’ Account Password

Q Please choose an uncommon password.
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NOTE: If evidence of compromise is ever detected, before you can continue to use the RDX QuikStation, you
are required to change the Administrator’s password using these same rules.

More Information

For information on RDX QuikStation appliances and other Overland-Tandberg products, visit our
Knowledge Base at https://www.overlandtandberg.com/knowledgebase/.
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