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Preface

Audience and Purpose

This guide describes how to install and operate an RDX QuikStor in Fixed-Disk mode to
provide a removable media option for Windows Backup that is not otherwise available.

This eBook covers both RDX QuikStor and RDX QuikStation products. It discusses One
Button Disaster Recovery (OBDR) and Ransomware security options.

Organization

The following chapters are included in this guide:

Overview

e Chapter 1, “Overview,” provides an overview of the benefits and features of using RDX
QuikStor with Windows Backup.

Installation and Setup

e Chapter 2, “Configure Fixed-Disk Mode,” describes information on how to initially
configure the RDX QuikStor in Fixed-Disk mode for use with Windows Backup.

e Chapter 3, “Bootable Recovery Cartridge,” describes how to create a bootable recovery
cartridge in case of a system failure.

e Chapter 4, “Set up Windows Backup,” provides the steps necessary to configure and
schedule Windows Backup to work with RDX QuikStor.

e Chapter 5, “Bare Metal Recovery of a Server,” covers the critical process of recovering
your system in the event of a system failure.

Supplemental Information

* Appendix A, “BitLocker Encryption,” describes Windows BitLocker software and its
usage to encrypt a Windows System Image Backup.

Product Documentation & Software Updates

Product documentation and additional information are available online at our Knowledge
Base website:

https://www.overlandtandberg.com/knowledgebase/
At the Overland-Tandberg Knowledge Base, select:
* Product Type = RDX Solutions

10400943-001 ©2020 Overland-Tandberg >3
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*  Product Family = All or a product name

* Model = All or a product name

Use Document Type to select the document for which you are specifically looking.

To download drivers and software updates, see the Drivers and Downloads page.

Technical Support

For help configuring and using your RDX QuikStor system, email our technical support staff
using the Online Support email addresses for your region.

e Support - Americas
* Support - Asia Pacific and Middle East
*  Support - Europe and Africa

For additional assistance, search the Support section at https://www.tandbergdata.com.

Conventions

This document exercises several alerts and typographical conventions.

Convention

Description & Usage

A WARNING

WARNUNG

ADVERTISSEMENT

A Warning contains information concerning personal safety. Failure to
follow directions in the Warning could result in bodily harm or death.

Eine Warnung enthélt Informationen zur persénlichen Sicherheit. Das
Nichtbeachten der Anweisungen in der Warnung kann zu Verletzungen
oder zum Tod fuhren.

Un avertissement contient des informations relatives a la sécurité
personnelle. Ignorer les instructions dans Il'avertissement peut entrainer
des |ésions corporelles ou la mort.

A CAUTION

A Caution contains information that the user needs to know to avoid
damaging or permanently deleting data or causing physical damage to
the hardware or system.

$ IMPORTANT

An Important note is a type of note that provides information essential to
the completion of a task or that can impact the product and its function.

Item_name

Words in this special boldface font indicate the names of buttons or
pages found in the Web Management Interface.

Ctrl-Alt-r

This type of format details the keys you press simultaneously. In this
example, hold down the Ctrl and Alt keys and press the R key.

NOTE

A Note indicates neutral or positive information that emphasizes or
supplements important points of the main text. A note supplies
information that may apply only in special cases, for example, memory
limitations or details that apply to specific program versions.

Menu Flow
Indicator (>)

Words with a greater than sign between them indicate the flow of actions
to accomplish a task.

For example, Setup > User > Password indicates that you should click the
Setup tab, then the User secondary tab, and finally the Password button
to accomplish a task.

Courier Italic

A variable (for example, “n”) for which you must substitute a value.

10400943-001
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Convention Description & Usage

Courier Bold Commands you enter in a command-line interface (CLI) or a file name.

Information contained in this guide has been reviewed for accuracy, but not for product
warranty because of the various environments, operating systems, or settings involved.
Information and specifications may change without notice.
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Overview

The built-in Windows Backup Utility utility included with current Windows operating
systems does not support removable media. That means, to back up your system or user
data with removable storage products and Windows Backup Utility, you must backup to a
fixed local disk or incorporate third-party backup software that recognizes the removable
storage device.

RDX QuikStor has solved this problem by providing a mode that emulates a fixed disk
which allows removable RDX media to be used with the Windows Backup Utility.

What This eBook Covers

This eBook provides:

¢ Information on the features and benefits of using RDX QuikStor Fixed-Disk mode
with Windows Backup.

e Step-by-step instructions for a Windows Server environment on how to:
¢ Create a bootable RDX media including a system recovery image.
* Set up a backup job including media rotation for full disaster protection.
* Recover from a system crash using RDX QuikStor recovery media.
¢ Additional information regarding the powerful Ransomware security software.

e Setting up deduplication on server volumes to save disk and backup media space.

Advantages of RDX QuikStor

10400943-001

RDX QuikStor removable disk systems fill an important gap and provide the missing
Windows Backup functionality that enables you to use removable RDX media for your
day-to-day backup operations. This means no extra backup software is required thus
reducing operational costs.

The RDX QuikStor is simple to administer and gives you the flexibility of using removable
media to create offsite copies to provide media rotation and offsite vaulting to meet
compliance requirements.

With bootable RDX media and system image backup, full One Button Disaster Recovery
(OBDR) is possible.

You can protect your data against cyber-attacks with the RansomBlock feature of rdxLOCK
software and WORM media.

©2020 Overland-Tandberg »7
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Why Media Rotation Matters

The removability of the RDX media allows implementing data protection best practices by
rotating cartridges to provide multiple layers of protection using the Air Gap security concept.
One media would reside in the drive ready for the backup, one media is located offsite at an
external location, and the third one is on its way either to or from the office. A media rotation
scheme with at least three media cartridges allows you to meet most disaster protection and
compliance requirements.

The Whole Solution

When compared with other possible backup solutions, it is easy to see the superiority of the
RDX QuikStor solution.

RDX QuikStor vs. Backup to External USB Disks

The RDX QuikStor system includes significant removable cartridge features and value
benefits that are lacking in basic external USB disk subsystems. While external USB disks
seem to do the job of RDX QuikStor at a lower price, those USB disks are not built for
professional environments. The RDX QuikStor and RDX media are business grade and
provide a higher level of reliability and durability. This results in a much longer lifetime and
the media ventilation (airflow) ensures cool operation and best write and read performance
whenever you need it.

Other key differences include:

* Drop Resistant — RDX media is incredibly rugged and shock resistant to accommodate
accidental falls from the rack or desk. This also means it can be transported offsite
without concerns regarding the protection of your business data!

¢ Static Protection — The special design of RDX QuikStor eliminates server failures due
to statically charged peripherals.

* Stable Drive Letter — Because the RDX QuikStor stays connected, when an RDX
media is either inserted or removed, the RDX QuikStor drive letter remains the same.

¢ Server Chassis Integration — An RDX QuikStor can be connected to the USB port as
an external drive or as an internal drive directly in a server chassis eliminating the need
to unplug components after each backup. This constant connection simplifies backup
automation and eliminates user-induced problems.

RDX QuikStor vs. Backup to Cloud

10400943-001

Backup to Cloud (Backup as a Service, or BaaS) is becoming more popular, but there are still
concerns about security, bandwidth, and cost. Users question if their data is safe against
spying or manipulation.

Other concerns:

¢ Network Dependency — Recovery from the Cloud might be too slow due to weak
network bandwidth or might even be impossible due to total IT breakdown and loss of a
network connection. Because RDX QuikStor systems are directly connected to the
computer system, a backup is fast and done locally, not over the network/Internet.
Restores can be performed easily even if the system needs to be rebuilt from scratch.
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Cost of Ownership — Many Cloud providers attract with low entry level fees, but if
data is growing, the price increases rapidly. Accessing data usually has high fees
charged by most cloud providers, so this will increase recovery cost dramatically. RDX
QuikStor is an affordable alternative as user cost is manageable and predictable.

Data Security — Many companies are afraid of sending their business critical and
sensitive data into the Cloud. With RDX QuikStor, data is kept locally or at a secure
offsite location that is easily accessed. That means backup data is secure as it resides in
a known and protected environment.

RDX QuikStor vs. Backup to NAS

Using NAS systems as the only backup repository is very common. But, as NAS systems can
be threatened by virus and ransomware attacks, backups are not secure. There must be a
secondary backup implemented to removable media. Also, NAS systems are complex in
deployment and usage. RDX QuikStor provides flexible, economical, and easy to use backup
storage.

Some advantages over NAS:

Virus/Malware Protection — As a removable disk system, RDX QuikStor provides
virus and ransomware protection with offsite storage capabilities. With features like
WORM, RansomBlock ransomware protection, or PowerEncrypt FIPS 140-2 validated
hardware encryption, RDX QuikStor provides powerful and business-grade backup
storage.

Disaster Recovery — In case of a local disaster, backups on NAS systems would also be
lost. By implementing media rotation with RDX QuikStor, at least one copy of backup
data is still available.

Media Spanning — Numerous backup softwares are able to span backups across
multiple media in case the media is full or backup sets exceed the capacity of one media.
With RDX QuikStor, media spanning is fully supported.

RDX QuikStor vs. Backup to Tape

10400943-001

Tape provides advantages like removability and high data-transfer rates. In addition, the tape
write format prevents infection by virus and ransomware attacks. However, in comparison to
RDX media, tape needs special care in handling and use limiting its effectiveness.

RDX QuikStor system advantages:

Environmental Flexibility — Harsh environments with dust and dirt can destroy the
tape surface and with this, the data. Read/write heads require cleaning on a regular
basis due to tape debris. RDX media is imperious to damage in such conditions.

Drop Resistant — Tape cartridges do not withstand drops or shocks. The RDX media is
incredibly rugged and shock resistant to accommodate accidental falls from the rack or
desk.

Durability — Tape insert/eject cycles are limited to 350, where RDX media offers 5000
cycles.

Temperature Range — The archive temperature of a tape cartridge is between 16° C
and 32° C (60° F and 90° F). The archive temperature of an RDX QuikStor is between
-40° C and 65° C (-40° F and 194° F).

Compatibility — With tape, compatibility issues exist when switching to a new
generation of tape. LTO drives are only able to read one or two prior media generations
requiring drives needing to be renewed and existing data being migrated to the new
media. In comparison, an RDX QuikStor system is fully backward and forward
compatible. requiring no data migration when more capacity is needed.

©2020 Overland-Tandberg > 9
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Configure Fixed-Disk Mode

IMPORTANT: The RDX QuikStor must be in Fixed-Disk mode to use Windows Desktop 0S
System Image Backup.

Use the RDX Manager software (version 1.0.1.20 or later) to configure your RDX QuikStor
to a Fixed-Disk mode. The latest software is available on the RDX QuikStor download
section of the Tandberg Data website (Products > Software > RDX Manager). RDX SATA III
drives cannot be used with Windows Backup at this time as they do not have a Fixed-Disk
mode.

Configure Fixed-Disk using RDX Manager

NOTE: If there is RDX media in the drive, eject it.

After installing the RDX Manager software, configure it in Fixed-Disk mode:
1. Start RDX Manager.

2. From the RDX Manager Drive List, select (click) the drive with which you will be
working to open the Management Pop-up Window.

%= RDX Manager Drive List - m} X
File Tools Help
Drive Drive Vendor Drive Type Drive Status Cartridge Vendor  Cartridge Size Cartridge Status Data Access
E TANDBERG SATAIl Good Tandberg Data 1000 GB Good Allowed
F: TANDBERG USB3+ External Good No Media
Scan for RDX Drives Manage RDX Drive

10400943-001 ©2020 Overland-Tandberg » 10
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3. Select the Utility tab.

%% RDX Manager x
Status  Encryption Tes
Update Firmware
Parttion and Format Cartridge
Change Drive Mode
Change SATA Il Mode

Eject Cartridge

0%

4. Click Change Device Mode.

If media is in the drive, you are directed to eject it.

5. Click Fixed Disk.

= Change Drive Mode ot

0 Drive Mode: Removable Disk Mode

Fixed Disk Removable Dick| Cancel

The drive automatically changes modes and updates.

6. When the100% green bar is shown, click the Status tab.

%% RDX Manager x
Encryption  Test  Utiity
Update Firmware
Parttion and Format Cartridge
Change Drive Mode
Change SATA Il Mode

Eject Cartridge

100%

Change Drive Mode Passed

7. Confirm the Drive Mode shows Fixed Disk.

10400943-001 ©2020 Overland-Tandberg > 11
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= RDX Manager ®
Status  Encrypton  Test  Utiity
Drive Data Cartridge Data
Vendor: TANDBERG Vender:
Model: RDX Model:
Serial Number: 7810544062 Serial Number:
Status: Good Status: Mo Media
Load Count: 19 Lead Count:
Firmware Rev: 0278 Firmware Rev:
Product Type: USB3+ External Cartridge Type:
OEM Name:  Tandberg Write Protect:
Born On Date: 11022015 Temperature:
Drive Mode:  Fixed Disk I Capacity:
Power Source: Bus Powered Free Space:
Drive Policy:  Better Performance Bytes Read:
Bytes Written:

8. Close the Management Pop-up Window.

Directly Configure Fixed-Disk Mode

You can change the mode directly at the RDX QuikStor by following these steps:

1. Verify there is no media in the drive.
If media exists, eject it.

2. Press and hold the eject button for five seconds.

The LED on the button flashes alternatively yellow and green.

3. Press the eject button once to set the drive into the Fixed-Disk mode
The LED will now flash continuously yellow—green—green.

4. Press the eject button twice quickly to confirm the change.

10400943-001 ©2020 Overland-Tandberg » 12
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Bootable Recovery Cariridge

In case of a total system crash, in addition to the application and user files, the entire
operating system needs to be recovered. While this could be done by inserting the
Windows startup DVD, a more convenient solution is to create a RDX recovery media
which includes a bootable Windows Recovery Environment and the backup files.

Create a Bootable Recovery Cartridge

1. Download the Microsoft Media Creation Tool.

B® Microsoft  Store « Products - Support Search Microsoftcom

Software Download Office Windows Wind

Download Windows 10

Looking to install Windows 10 on your PC?

To get started, you will first need to have a license to install Windows 10. You can then download and run
the media creation tool. For more information on how to use the tool, see the instructions below.

Download tool now

Privacy

(® Using the tool to upgrade this PC to Windows 10 (click to show more or less information)
(® Using the tool to create installation media (USB flash drive, DVD, or IS0 file) to install Windows 10 on a different PC (dlick to show more or less information)

(® More download options

You might use this link:
https://www.microsoft.com/en-us/software-download/windows10

10400943-001 ©2020 Overland-Tandberg » 13
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2. Start the Media Creation Tool and accept the license terms.

8 Windows 10 Setup

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT MEDIA CREATION TOOL

IF ¥OU LIVE IN (DR ARE A BUSINESS WITH A PRINCIPAL PLACE OF BUSINESS IN) THE UNITED
STATES, PLEASE READ THE "BINDING ARBITRATION AND CLASS ACTION WAIVER" SECTION
BELOW. IT AFFECTS HOW DISPUTES ARE RESOLYED.

3. Select Create installation media for another PC and click Next.

5 Windows 10 Setup E=B(ESH )

©2020 Overland-Tandberg
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4. Select the appropriate options for your system and click Next.

5 Windows 10 Setup

=] &[]

English {(United States) -
Editon

Architecture Ga-hit (x64)

The settings shown on the screenshot might work for most systems.

5. Choose ISO file for the media to use and click Next.

4 Windows 10 Setup E=B(ESH )
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6. Specify a destination on your hard disk to store the Windows ISO file.

%l Recent Places
i Libraries
& Documents
o Music
&) Pictures
B videos
% Computer

€l Network

File pame: Windows

4 Select a path ==
@Uleﬁ » Computer » ~ [ 49 ][ Search Computer 3
Organize = B @

T Favorites 4 Hard Disk Drives (23
B Desktop Lacal Disk (C:) 2TB RDX (E3)
i Downloads ~ ) - — ]| <
%/ 17.6 GE free of 313 GB S LilTE frec ot LALTE

4 Devices with Removable Storage (2)

:fy Floppy Disk Drive (&)

L]
$ DYD Drive (D7)

Save as type: |15O File (iso)

)

# Hide Falders

The ISO file starts downloading and might take a while.

7. As soon as download has finished, click Next.
The ISO file is now stored onto the local disk of the server.

8. Right-click the ISO file and select Mount.

DiscImage T

re View Manage

ools

Local Disk (C:)

_I:I-

[Mount ]

This PC » Local Disk (C:)

~

Name

. inetpub

. Program Files (x86]

d 3.80 GB

Perflogs

Program Files

ProgramData
RDX Util
Users
Windows

windows.iso

8
iJ  Scan with System Center 2012 Endpoint Protection...
Open with...
Restore previous versions
Send to 4
Cut
Copy
Create shortcut
Delete

Rename

Properties

7T ZUTU TZEU PV UTSCTITIagE rie

>
EE

Windows creates a virtual CD drive, which contains the boot files for starting the system
and recovery process with the ISO file.You can now use this ISO file to create RDX boot

media.

9. Copy these files to an RDX media with a capacity of 2.0 TB or less.

10400943-001
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& =l oietos:  DVD Drive (G) J CCSA X64FRE E... = [af]
“ Home Share View Manage v 0
© ~ 1 |8 ) This... » DVD Drive (G)) | CCSA X64FRE EN-... v ¢ | | Search CDDrive (6)).CCSA_.. P |
-~ Name Date modified Type
/% This PC _ o
Desit . boot 7/10/2015 3:32 PM File folder
o esxiop ) efi File folder
'/ Documents )
. sources File folder
# Downloads
i . support File folder
' Music ;
& | autorun.inf Setup Information
= Pictures
. __| bootmgr [ 3 File
g Videos . - -
£, Local Disk (C) __| bootmgr.efi 7 332PM EFI File
15 : =
iy “oca = H setup.exe 7/10/20153:32PM  Application
- RDX1(E)

= RDX fixed Disk 2 (F:)
ey CD Drive (G:) J_CCSA_X64FRE_EN-US_DV5
ca Dedupe Data (Z:)

“ﬁ Network

8 items

Verify the RDX Media

Use Windows Disk Management to verify that the RDX media is ready to be used as Boot
Media.

1. Right-click the Start button and open Disk Management to view the system disk storage
of the RDX media selected.

o Disk Management

Open
File Action View Help Explore
ez m HRI=XPE 06 Mark Partition as Active
Valume | Layout I Type | File System I Status Change Drive Letter and Paths... [
- () Simple Basic MNTFS Healthy (Boot, Page File, Crash Dum... Format...
k O Simple Basic Healthy (Recovery Partition]
Simple Basic MNTFS Healthy (Active, Primary Partition)) Extend Volume...

Shrink Volume...
Add Mirror...

Delete Volumne...

Properties

Help

= Disk 2
Removable Quikstor 2.0TB (F)
1863.01 GB 1863.01 GB NTFS

Online Healthy (Active, Primary Partition)
2207

MW Unallocated W Primary partition

2. Verify the following items:
* The format is NTFS.
* The Status shows that the partition is both Active and a Primary Partition.
* Adrive letter (at the end of the volume name) has been assigned.
e The system BIOS is set to look for a USB Boot disk upon startup.

10400943-001 ©2020 Overland-Tandberg » 17
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3. If needed, repartition the RDX media using the Command Prompt.

New, unused media only needs to be set to Active.

ﬁ CAUTION: ALL your User data will be LOST when the RDX media is repartitioned.

a. From the Command Prompt (as Administrator), type “DISKPART” and press Enter.

B8 Administrator: Command Prompt - O X

2 is now the

recified partition.

r mount

b. Use following commands in the order shown:

DISKPART> list disk This list shows the disk choices

DISKPART> select disk 2 This selects the RDX QuikStor disk target
number 2

DISKPART> clean This erases the disk target

DISKPART> create partition This creates the partition

primary

DISKPART> active The boot sector is now active

DISKPART> format fs=ntfs Quick Formats and labels the disk Volume

label=Quikstor2.0TB quick

DISKPART> assign This assigns the drive letter to the disk Volume

DISKPART> exit This exits the diskpart tool

c. Review the RDX media with Windows Disk Manager to confirm you have an Active
drive with a Primary Partition.

10400943-001 ©2020 Overland-Tandberg > 18
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The RDX media is now ready for the boot files to be created with the Media Creation Tool.

10400943-001 ©2020 Overland-Tandberg » 19



4

Set up Windows Backup

Use Windows Server Backup to configure and schedule backups of your RDX QuikStor.

NOTE: Windows Desktop OS System Image Backup (SIB) solution is deprecated by Microsoft.
Microsoft recommends using third-party backup tools to properly backup the RDX
QuikStor system. For more information, see:

https://docs.microsoft.com/en-us/windows/deployment/planning/windows-10-

1709-removed-features

Server OS Backup Configuration

1. From the Windows Start screen, start Windows Server Backup.

If you did not install Windows Server Backup, install it first. Press Win + R and type
“wbadmin.msc” to open Windows Server Backup. Or, you can click Start, select
Administrative Tools, and click Windows Server Backup.

2. With Local Backup selected, from the Actions area on the right, choose Backup

wbadmin - [Windows Server Backup (Local)}Local Backup] ol

File Action View Help
M Local Backup
i . o
? You can perform a single backup or schedule a regular backup using this application
Messages (Activity from last week, double click on the message to see details)
Time M Message Description
(@ 172/2017 200 AM Backup Successful
@ 1172017 &:00 AM Backup Successful
@ 12/31/2016 8:00 AM Backup Successful
Status
Last Backup Next Backup All
Status: Successful Status:  Scheduled To
Time: 17272017 &:00 AM Timme:  1/7/2017 8:00 AM Lat
B} View details B View detsils ol
E
Scheduled Backup
A regular scheduled backup is configured for this server
<
10400943-001 ©2020 Overland-Tandberg
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b Backup Schedule.
Backup Once...

e Recover
Configure Performance Settings...

View
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3. At the Getting Started window, review the scheduling process and click Next.

;;@ Getting Started

Getting Started You can use this wizard to configure backups to run on a regular schedule.

Sect Bocup Contgurat. To create a backup schedule, you should first decide:

Specify Backup Time - What to back up (Full Server, System State, selected files, folders or volumes)
- When and how often to back up your server

Specify Destination Type - Where to store the backups

Confirmat
entirmatien To continue, click Next.

Summary

<pvios || Net> ][ Enish | [ Concl

4. At Select Backup Configuration, select Custom and click Next.

10400943-001

l .

@ Select Backup Configuration

Getting Started What type of configuration do you want o schedule?
FEETTES Tl O Ful sever (recommended)
Select lters for Backup | want te back up all my server data, applications and system state.

Specify Backup Time BackinsuealiGE

(®) Custom

| want to choose custom volumes, files for backup.

Specify Destination Type

Confirmation

Summary

< Previous H Next > H Finish H Cancel
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5. At Select Items for Backup, click Add Items.

17 Backup Schedule Wizard -
WA
,;;TL", Select Items for Backup

Getting Started Select the items that you want to back up. Selecting bare metal recovery will provide

AT T you with the mest optiens if you need te perform a recovery.
Select ltems for Backup Name
Specify Backup Time
Specify Destination Type

Confirmation

Summary

< ]

Add Items
Advanced Settings

v

< Previous Cancel

6. In the Select Items popup, check the items and drives you want to back up.

17 Backup Schedule Wizard -

i i Select Items for Backup

Select ltems -

Selec{ | Spechy items ta includs in the backup by sslscting or clearing the associated check boxss. The items that you
have included in the curent backup are already selected. E—

lovide

Speci
Bare metal recovery
= System state
Confi 2 System Ressrved
2 Dedups Data (Z)
Sum

RDX ficed Disk 2 (F)
a Local disk (C)

4. Files from source volumes that have been optimized using data deduplication wil be backed up in
A unoptimized form. To aveid this backup the entire volume and ensure there are no exclusions specfied for
this volume

]

< Previous Cancel

In this example, we selected bare metal recovery to be able to set up our server from
scratch in the event of a system crash.

In addition, System State, System Reserved, and Local Disk (C:) is automatically
selected. We also selected the deduplicated volume (Z:).

7. Click OK to accept the selections and click Next to continue.
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8. At Specify Backup Time, select on option and click Next.

17 Backup Schedule Wizard -

4
,31“7_", Specify Backup Time

Getting Started How often and when do you want to run backups?

Select Backup Configurat... Onceaday

Select Items for Backup Selecttime of day: |9,00 P v
Specify Backup Time ©) Morethan once a day

Specify Destination Type Click an available time and then click Add to add it to the backup schedule.

Available time: Scheduled time:
Confirmation

Sy 9:00 PM ~

m|>

9. At Specify Destination Type, select either Back up to a hard disk that is dedicated for
backups or Back up to a volume, and click Next.

17 Backup Schedule Wizard -

4
,31“7_", Specify Destination Type

Getting Started Where do you want to store the backups?
Select Backup Configurat.. ) Back upto a hard disk that i dedicated for backups (recommended]

Choose this option for the safest way to store backups. The hard disk that you use

Sl e e will be formatted and then dedicated to only store backups.

Specify Backup Time

Specify Destination Type

® Back uptoavolume

Choose this option if you cannot dedicate an entire disk for backups. Note that the

Select Destination Volume perfoermance of the volume may be reduced by up to 200 percent while it is used

LI to store backups. We recommend that you do not store other server data on the
same velume.

Summary

") Back up to a shared network folder

Chaose this option if you do not want to store backups locally on the server. Note
that you will only have one backup at a time because when you create a new
backup it overwrites the previous backup.

We recommend Back up to a volume to keep the drive letter and to be able to display the

data.

10400943-001
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10. At Select Destination Volume, choose your volume:

a. At the Add Volumes popup, choose the RDX QuikStor volume as the backup

%@ Select Destination Volume

Getting Started Select ene or more velumes to store your backups. Use multiple velumes in different
Select Backup Configurat.. disks if you want to stare backups offsite.

T e Volume Disk Capacity  Free Space
Specify Backup Time

Specify Destination Type
Confirmation

Summary

[<poviows |[ weas || Ensh [ cancel ]

destination.

%@ Select Destination Volume

Getting Started Select one or more volumes to store your backups. Use multiple volumes in different

Select Backup Configurat.. disks if you want to store backups offsite.

Select ltems for Backup Velume Disk Capacity  Free Space

Specify Backup Time

Specify Destination Type

Confirmatien

Summary
Volume Disk Capacly  Free Space
Dedupe Data (Z) Mware Virual disk SCS1 .. 39.87GE 3176GB

RDXfixed Disk 2 (F) TANDBERG RDX USB D 931.50 GB 839 79GB

b. Click OK.
c. Click Next.

©2020 Overland-Tandberg
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11. At the Confirmation window, click Finish to confirm your settings.

o
*-E'.a 4
b

Backup Schedule Wizard

Confirmation

Getting Started You are about te create the following backup schedule.

Select Backup Configurat... Backup times: 9:00 PM

Select ltems for Backup Files excluded: None

Specify Backup Time Advanced option: VS5 Copy Backup

Specify Destination Type Backup destinations

Select Destination Volume Name St Used Space
Cunﬁm\aliun RDX fixed Disk 2 ()  931.30GB 31.71GE

Surnmary

Backup items

Name
JBare metal recovery
4@ Dedupe Data (Z:)
aalocal disk (C:)
3 5ystem Reserved
{8 System state

< Previous Einish Cancel

The backup schedule is created and the Summary window is displayed acknowledging your

settings.

Using Media Rotation

Backup Schedule Wizard

w4
";‘i’t" Summary

Getting Started Status:  Vou have successfully created the backup schedule.

Select Backup Configurat... Your first scheduled backup will happen at 1/3/2017 8:00 PM.
Select Items for Backup

Specify Backup Time

Specify Destination Type

Select Destination Volume

Confirmation

SUrEr)

< Previous Close

We highly recommend using media rotation to have multiple backup copies and to store at
least one copy off-site. For each cartridge you want to include in the rotation, repeat the above
steps in Server OS Backup Configuration. Be sure you have inserted the appropriate media
into the RDX QuikStor before you start. Also, be aware that there is now an additional step
(Keep or Change Backup Destinations) that must be configured.

10400943-001
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1. While still in the Backup Schedule Wizard, at the Keep or Change Backup Destinations
option, select Modify backup storage destinations and click Next.

17 Backup Schedule Wizard
2 a)
C?:E‘, Keep or Change Backup Destinations

Medify Scheduled Backu...
Select Backup Configurat...

Modify backup storage destinations

Select ltems for Backup

Specify Backup Time
Specify Destination Type

Keep or Change Backup ...

Select Destination Volume
Confirmation

Summary

e

Do you want to change the backup destinations that are being used?

Cancel

2. At Select Destination Volume, choose your RDX QuikStor volume and click Add.

30} Backup Schedule Wizard
V24 P
= i Select Destination Volume

Modify Scheduled Backu...

Select Backup Configurat... disks if you want to store backups offsite.

Select one or more volumes to store your backups. Use multiple volumes in different

Select Items for Backup Volume Disk Capacity  Free Space
Specify Backup Time \\\Volume{cffbba16-8... Offline 0KB 0KB
2TB RDX (F:) TANDBERGRDX .. 1.82TB 1.82T8B I
Specify Destination Type
Keep or Change Backup ...
Select Destination Volume

Confirmation

Summary

=

3. Proceed through the remaining screens accepting defaults until finished.

10400943-001
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Running a Backup Outside the Schedule

Use BitLocker to Encrypt Your RDX QuikStor

BitLocker is a full volume encryption feature included with Microsoft Windows versions

10400943-001

You can manually run an unscheduled backup by issuing a “wbadmin start backup”

command in the command line interface.

[¥]1 Yes [H]1 NHo v

ELELLTY
hackup
hackup
hackup
hackup
hackup
of vol

Administrator: Command Prompt - wbadmin start backup

icrosoft Windows [Version 6.3.96881]
c> 2813 Microsoft Corporation. All rights reserved.

copy of the volumes

of
of
of
of
of
ume

vo lume
vo lume
vo lume
vo lume
vo lume
System

.\Ugers\ﬂdmlnlgtrator)uhadmln gtart hackup
whadmin 1.8 — Backup cv
{C> Copyright 2813 Microsoft Corporation. All rights reserved.

e TS

hem in the non—optimized form.

Do you want to create a backup using the same configuration that you use for

1f youtue §elected only some of your optim@zed filessfolders Pes@ding on a

operation_to Scheduled backup target is starting.
specified for backup...
System Reserved (358.88 MB).
System Reserved (358.88 MB).
System Reserved (358.88 MB).
System Reserved (358.88 MB).
System Reserved (358.88 MB)>.

copied (Bx)>.
copied (23x>.
copied (45>,
copied (68x>.
copied (91x>.

Reserved (358.88 MB> completed successfully.

hackup of
hackup of
hackup of
hackup of
hackup of

). copied (Bx)>.
). copied (25x>.
>, copied (52x>.
). copied (75x
:». copied {188x).

vo lume
vo lume
vo lume
vo lume
vo lume

of vol
hackup
hackup
hackup
hackup
hackup

hackup operat
hackup of wvol
hackup of wvol
hackup of wvol

ume
of
of
of
of
of

ion
ume
ume
ume

{C:> completed successfully.

vo lume
vo lume
vo lume
vo lume
vo lume

successfully completed.

Dedupe DatafZ:>.
Dedupe DatafZ:>.
Dedupe DatafZ:
Dedupe DatafZ:
Dedupe DatadZ:

the backup operation:

copied
copied
copied
copied
copied

(B,
€23x).
(53xr.
CB3x>.
<188:x>.

System Reserved (358.88 MB> completed successfully.
{C:> completed successfully.
Dedupe Data<Z:> completed successfully.

sUserssAdministrator >

og of files successfully bhacked up:
.\u1ndoug\Logg\u1ndDUQSeruerBackup\Backup B7-81-2817_15-32-52.loyg

starting with Windows Vista. It is designed to protect data by providing encryption for entire
volumes. By default, it uses the AES encryption algorithm in cipher block chaining or XTS
mode with a 128-bit or 256-bit key. CBC is not used over the whole disk; it is applied to each

individual sector.

When using BitLocker with System Image Backup, it is only necessary to know the

key/passphrase. It is recommended that BitLocker be set to auto unlock.

See Appendix A, “BitLocker Encryption,” for more information.
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A full server recovery can be done using Bare Metal Recovery (BMR) and Windows
Backup.

Server Restoration

CAUTION: Verify that the Bare Metal Recovery (BMR) RDX media has the write-protect
switch in the On position to prevent infection from the network or server.

1.

Attach a Fixed-Disk Mode RDX QuikStor to the failed server and load the
appropriate BMR cartridge with the previously-created system image and the
backup files.

2. Power on your server.

3. Choose your keyboard layout from the ISO file options.

Choose your keyboard layout

= Us * Armenian Phonetic

* Albanian * Armenian Typewriter

« Arabic (101) * Armenian Western (Legacy)
* Arabic (102) * Assamese - INSCRIPT

* Arabic (102) AZERTY = Azeri Cyrillic

* Armenian Eastern (Legacy) * Azeri Latin

See more keyboard layouts

4. After the failed server has booted, choose Troubleshoot.

10400943-001

Choose an option

ntin

->

Troubleshoot
Rese

Turn off your PC

b
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5. At the Troubleshoot options, choose Advanced options.

© Troubleshoot

Advanced options

6. At Advanced options, choose System Image Recovery.

®© Advanced options

System Restore Command Prompt
e Us v

System Image Go back to the
Recovery previous build

Reco

7. At System Image Recovery, choose the target operating system.

Windows 10

For example, for a server you might choose Windows Server 2019, and for a desktop
you might choose Windows 10.

8. Once the BMR procedure finds the system images on the RDX QuikStor volume,
choose the appropriate image and click Next.

4 Re-image your computer [
Select a system image backup

This computer will be restared using the system image.
Everything on this computer wil be replaced with the
information in the system image.

Troubleshooting information for BMR:
http://go.microsoft. com/flinkfp/?Linkld=225039

(®) Use the |atest available system image(recommended)

Location: RDX (O:)

Datte and time: 1/11/2017 12:00:11 PM (GMT-8:00)
Computer: W1064-JuSc

() Select a system image
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If you need to recover from a virus or ransomware attack, select a system image
which was created before the attack happened.

Otherwise, choose Use the latest available system image.

9. At the Choose additional restore options screen, if you want to install additional
drives such as a RAID driver, click Install Drivers and follow the instructions.

fi. Re-image your computer [
Choose additional restore options &
‘L
1

Format and repartition disks

Select this to delete any existing partitions and reformat alldisks | Exclude diske...
on this computer to match the layout of the system image.

If youlre unable to select an option abave, instaling the drivers Install drivers
for the disks you are restoring to might salve the problem.

Advanced...

10. Click Next to complete the restore.

11. At the summary window, click Finish.

. Re-image your computer [

Your computer wil be restored from the following system
image:

Date and time:
Computer: W1064-JuSc
Drives to restore: \\PWolume {270a3b4b-b06c-1124-

As the data is restored to the system, a progress bar is displayed.

Re-image your computer

Windows is restoring your computer from the system image. This might take
from a few minutes to a few hours,

Preparing to restore your disks...
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12. Once the system is restored, it can be restarted by clicking Restart Now.

Re-image Your Computer
Do you want to restart your computer now?

Your computer has been restored and will automatically restart in 38 seconds.

]
| Restart now | Don't restart

Close

After the restart, your system is up and running. Additional tasks may be performed to
complete the recovery.
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BitLocker Encryption

NOTE: The chapter only applies to systems running a version of Windows server OS.

Data on a lost or stolen computer is vulnerable to unauthorized access, either by running
a software-attack tool against it or by transferring the computer's hard disk to a different
computer. BitLocker helps mitigate unauthorized data access by enhancing file and
system protections. BitLocker also helps render data inaccessible when computers
protected by BitLocker are decommissioned or recycled.

There are two additional tools in the Remote Server Administration Tools, which you can
use to manage BitLocker.

¢ BitLocker Recovery Password Viewer — This tool enables you to locate and view
BitLocker Drive Encryption recovery passwords that have been backed up to Active
Directory Domain Services (ADDS). You can use this tool to help recover data that is
stored on a drive that has been encrypted by using BitLocker.

¢ BitLocker Drive Encryption Tools — These tools include the command-line tools,
manage-bde and repair-bde, and the BitLocker cmdlets for Windows PowerShell.

Both manage-bde and the BitLocker cmdlets can be used to perform any task that
can be accomplished through the BitLocker control panel, and they are appropriate
to use for automated deployments and other scripting scenarios. Repair-bde is
provided for disaster recovery scenarios in which a BitLocker protected drive cannot
be unlocked normally or by using the recovery console.

CAUTION: Because an installed version of Windows is needed to access and decrypt
a BitLocker encrypted media, that media cannot be used to do a Bare Metal Restore.

System Requirements

Enabling BitLocker requires that you save a startup key on a removable device, such as a
USB flash drive.

The hard disk must be partitioned with at least two drives:

¢ The operating system drive (or boot drive) contains the operating system and its
support files. It must be formatted with the NTFS file system.

¢ The system drive contains the files that are needed to load Windows after the
firmware has prepared the system hardware. BitLocker is not enabled on this drive.
For BitLocker to work, the system drive must not be encrypted, must differ from the
operating system drive and must be formatted with either the FAT32 file system on
computers that use UEFI-based firmware or with the NTFS file system on
computers that use BIOS firmware. We recommend that system drive be at least
350 MB in size. After BitLocker is turned on, it should have around 250 MB of free
space.
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When installing the BitLocker optional component on a server, you will also need to install
the Enhanced Storage feature, which is used to support hardware encrypted drives.

Using BitLocker to Encrypt Volumes

BitLocker provides full volume encryption (FVE) for removable data volumes. To support
fully encrypted operating system volumes, BitLocker uses an unencrypted system volume
for the files required to boot, decrypt, and load the operating system. This volume is
automatically created during a new installation of both client and server operating
systems.

Encrypting Volumes using the BitLocker Control Panel

Encrypting volumes with the BitLocker control panel is how many users will utilize
BitLocker.

1. Click Start.
2. Type bitlocker in the search box.
3. Click the Manage BitLocker option when it is displayed.

The name of the BitLocker control panel is BitLocker Drive Encryption. Only formatted
volumes with assigned drive letters will appear properly in the BitLocker control panel
applet.

To start encryption for a volume, select Turn on BitLocker for the appropriate drive to
initialize the BitLocker Drive Encryption Wizard. BitLocker Drive Encryption Wizard
options vary based on volume type (operating system volume or data volume).

Data Volume Encryption

10400943-001

1. Select Turn on BitLocker within the control panel to begin the BitLocker Drive
Encryption wizard.

2. Select the desired authentication method and click Next.
e Password
*  Smart card
* Automatically unlock this drive

Disabled by default, this option unlocks the data volume without user input
when the operating system volume is unlocked.

3. Choose the storage option for the automatically generated recovery key and click
Next.

You should store the recovery key by one of the following ways:
* Printing it.
* Saving it on removable media.

e Saving it as a file in a network folder, on your OneDrive, or on another drive of
your computer that you are not encrypting.

You cannot save the recovery key to the root directory of a non-removable drive
and cannot be stored on the encrypted volume. You cannot save the recovery key
for a removable data drive (such as a USB flash drive) on removable media.
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Ideally, you should store the recovery key separate from your computer. After
you create a recovery key, you can use the BitLocker control panel to make

additional copies.

4. Select an option for encryption (used disk space only encryption or full drive
encryption).
If the volume being encrypted is new or empty, it is recommended that used space
only encryption is selected.

5. At the final confirmation screen, select Start encrypting to begin the encryption.

Encryption status displays in the notification area or within the BitLocker control panel.

NOTE: For complete details about using BitLocker to encrypt volumes, refer to
https://docs.microsoft.com/en-us/windows/security/information-
protection/bitlocker/bitlocker-basic-deployment.
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