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Integrating RDX® QuikStor™ into INTEGRATION BRIEF
NetJapan Activelmage™ Protector

Backup is the life insurance of a company as it protects its crown jewels. Backup ensures
data availability and business continuity after data loss. It is important to know, that data
loss could result in loss of business and loss of business might result in closing the
business. Backup simply gives a peace of mind.

The 3-2-1 Backup Strategy for full disaster protection
Data loss can be caused by many reasons:

+ Employees are pushing the wrong button or delete files by accident

» Software problems might corrupt data

» Hardware failures cause total data loss

« Virus and ransomware attacks destroy data or make them inaccessible
» Fire or natural disasters could damage the IT-equipment

« Sabotage or theft

Because of these different incidents, multiple backup copies should be created and stored at diffe-
rent sites. For full disaster protection, the 3-2-1 backup strategy should be implemented: One media
for primary backup and another one as a secondary backup target. If one media fails, the other
media is still available for recovery tasks. In addition, a third copy should be stored on a removable
media to place this copy off-site. This ensures being capable to accomplish a full data recovery in
case of a disaster at the business site. In addition, the off-site copy cannot be affected by a virus or
ransomware attack.

RDX® QuikStor™ - ruggedized, removable and simple

Overland-Tandberg's RDX QuikStor is a removable disk system which simply attaches via USB. It
consists of a drive and a media. The drive is constantly connected to the Server system. The remo-
vable media has a rugged design, it’s reliable, fast, easy-to-use, and tough enough to cope in busy
and harsh environments. RDX can be implemented as the secondary backup target with the ability
to store offsite.

Media Rotation

Especially for smaller environments with single server infra-
structure, laptop users or single NAS implementations, me-
dia rotation is an ideal method to be fully protected against
data loss due to a disaster. In this case, a single backup tar-
get with removable media, like RDX, should be implemented.
Using multiple media enables you to alternate the media after
the backup has finished.

X QUIKSTOR

RDX QuikStor combines the
benefits of Disk and Tape
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This guide shows a step-by-step instruction of a media rotation scenario with RDX QuikStor as well
as the integration of RDX in a 3-2-1 backup scenario including bare metal recovery.

Configure RDX QuikStor in fixed disk mode

To boot from a RDX cartride, the RDX drive needs to be switched to fixed disk mode. Use the RDX
utility software (version 1.54 or later) to configure RDX QuikStor in fixed disk mode. The software
is available on the RDX QuikStor download section of the Tandberg Data website. In addition, the
latest firmware should be downloaded and installed. (2.27 or later).

= TAMDBERG DATA - RDX Utility - a x

Ele Tools_tids Download the RDX utility from

e e the Tandberg Data website (www.
tandbergdata.com). Start the RDX
Utility and click on “Diagnostic.”
If there is media inside the drive,
eject it.

‘endor
TAMDBERG

ReScan the system for supported devicss

Diagnestic Select the highlighted device for diagnostic

TANDBERG DATA ==

Securing your Information

TANDBERG DATA - RDX Utility > SeleCt the “Utility,, tab
05| Test | Lty |
Device Data Cartridge Data
Wendor: TANDBERG Vendor:
Model: RDX Model:
Serial Number: 7780514513 Serial Number:
Status: Good Status: No Media
Cartridge Loads: 534 Cartridge Loads:
Firmware: 0227 Firmware:
Product Type: USE 3+ Extemnal (56) Cartridge Type:
QEM Name: Tandberg Write Protect:
Interface: USB Temperature:
Bom On Date: 26092014 Capacity:
Device Mode: Removable Disk Free Space:
Power Source: Bus Powersd Used Space:
TANDBERG DATA - RDX Utility *

The “Change Firmware” but-
ton can be used to update the
firmware if necessary. Click on

Change Fimware | “Change Device Mode.”
Change Device Mode |

Status | Test | Lk
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Change Device Mode x
Device Mode
{% Fixed Disk - For use with Windows Backupi
" Removable Disk - Default
OK I Cancel
TANDBERG DATA - RDX Utility
Status | Test  LHiity I
Change Firrmware |
Change Device Mode
Mode is now: Fied Disk
TANDBERG DATA - RDX Utility
Test | Utiity |
Device Data Cartridge Data
Vendor: TAMDBERG Vendor:
Model: RDX Model:
Serial Number: 7780514513 Serial Number:
Status: Good Status: Mo Media
Cartridge Loads: 534 Cartridge Loads:
Firmware: 0227 Firmware:
Product Type: USE 3+ Edemal (56) Cartridge Type:
OEM Name: Tandberg White Protect:
Interface: USE Temperature:
Bom On Date: 26092014 Capacity:
Device Mode: Fixed Disk Free Space:
Power Source: Bus Powered Used Space:
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Choose “Fixed Disk” and click
“OK.!l

Check the status message in the
lower part of the window. Click
“Exit” and close the RDX utility
window.

RDX is now in Fixed Disk Mode.
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Creating a bootable RDX recovery cartridge

réX QUIKSTOR

In case of a total system crash, the whole operating system needs to be recovered in addition to the
application and user files. This could be done by inserting the Windows startup DVD. A more conve-
nient solution is to create a RDX recovery cartridge which includes a bootable Windows Recovery

Environment and the backup files.

B¥ Microsoft  Technologies ~  Documentation © Resources
Sownloads Samples  Support  Program:

Hardware Dev Center

Download the Windows ADK

Get the Windows Assessment and Deployment Kit (Windows ADK)! It has the tools you need to customize Windows images for large-scale.
deployment, and to test the quality and p the system, the added ts, and the on the system.

The Windows ADK is also available to Windows Insiders. Join the Windows Insider Program to get the Windows ADK Insider Preview.

Windows ADK for Windows 10, version 1703

Customize, assess, and deploy Windows on your hardware

1607 with this version of the Window

Download the Windows ADK for Windows 10 to get the new and improved deployment and
provisioning tools used to automate a large-scale deployment. The Windows ADK includes:

d the Windows Performance Toolkit to assess the quality and

Select the features you want to install

Click a feature name for mare information.

[ Application Compatibility Toolict (ACT) Windows Preinstallation Environment
Deployment Tools (Windows PE)
[ Windows Preinstallaticn Enviranment (Windaws PE) ‘ Size: 3.2 G8

[Jimaging And Configuration Designer (ICD) Minimal operating system designed to prepare a computer
for installation and servicing of Windows.
(] user State Migration Tool (USMT)
Includes:
[ volume Activation Management Tol (VAMT)
[Clwincows performance Toolkit * Windows PE (x80)
+ Windows PE (AMD&4)
[ windows Assessment Services
uires the following features:
[ Micresoft SQL Server 2012 Express Rea "9

* Deployment Tools

Estimated disk space required: 33GB
Disk space available: 559 GB

BE Builder (Linux) pffy_BE Builder (Windows PE)

Download the “Windows Assess-
ment and Deployment” (Windows
ADK).

You might use these links:
Windows 8.1:

https://www.microsoft.com/en-US/
download/details.aspx?id=39982

Windows 10 (please use version
1607):
https://developer.microsoft.com/en-
us/windows/hardware/windows-as-
sessment-deployment-kit

Start “adksetup” to install the
Windows ADK. This will create

a subdirectory called “Windows
Kits”. Open this subdirectory and
start “adksetup”.

Please select “Deployment Tools”
and “Windows Preinstallation
Environment” to install. Deselect
all other options.

Start the Activelmage Protector
Software.

Choose “Utilities” and select “BE
Builder (Windows PE)”.
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A Activelmage Protector Windows PE Builder — O g

The Boot Environment Builder
application is started.

Welcome to Boot Environment Builder

a Windows PE ISO image that can be used on

[ Welcome
Build an Acti ge Protector Wind PE i . “ "
Windows PE kit Click “Next
Add drivers Welcome to the Activelmage Protector Windows PE builder program.
To create the recovery environment, the Microsoft PE tool is required.
Environment

Destination

Summary

[ Don't show this page next time

[ Activelmage Protector Windows PE Builder — m] b4

Choose a Windows PE kit The application recognizes the

s installed ADK and the operating
system version. You might change
the version if necessary.

Welcome

[ Windows PE kit

Add drivers

Environment CliCk “Next”-

Destination Details of the specifed Windews PE Took:

Tool Nam ows Assessment and Deployment Kit (ADK) for Windows 10
Summary PE Versi ows PE for Windows 10
Base Windows 0S: Windows 10

[0 Activelmage Protector Windows PE Builder - O x

The Boot Environment Builder
allows you to install device drivers
needed for your environment.

Sl pm— Network and storage device driv-

Windows PE kit Manufacturer Device Name Manufacturer Device Name

S— — ers included in the current system

Add device drivers

Specify any network and/or storage device driver(s) with a driver's media to include in the image.

Welcome

Add drivers Intel Corporation  Intel(R) 82574L ... -
( T | <o % o are detected and listed on the
it % - s el left pane. Select the driver(s) and
: click on “==>" to embed them into
ummary .
the boot environment.
To add additional drivers, click

on “Load INF file” and browse
canca [ e through your system.

Click “Next”.
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Welcome

Windows PE kit

Set environment

Spedfy language, keyboard type, timezone and display resolution for the Winclows PE ervironment.

Specify settings for creating a Windows PE environment

réX QUIKSTOR

Set your environment.

Hint:
For a higher compatibility, you can
skip the video driver installation at

a2 [ = this time. You should keep default
[ Ermvirenment |@ [ ‘ screen resolution at 1024*768.
Destination 101 Key .S, English -
Summary @ Time zone C“Ck “NeXt”.

| (UTC+01:00) Amsterdarn, Berlin, Bem, Rome, Stockl | % ‘

[ [E——

|1024*‘7ES 1 XGA (Recoampmended) v ‘

D tristal video drivers

Caneel < Prew

Select “ISO Image” to create an ISO
image file in a specified location on
your hard disk.

Specify a Boot environment

Select to build a PreBoot environment,an 1SO image file or a bootable removable media device,

Welcome
@ FreBoot erironment
Selectto create a seif booting Windows PE environment far this system,

Windaows PE kit
@ 150 image

Create a Bootable Environment 150 inage for burning to optical media

Add drivers

Click “Next".

e hE et 150 Image Name: | Ci\Usersladministrater|Desktoplyecovery.150 ' Browse

@ ovo Hedia
Destination
Burn the Boatable Erironment SO image directly to optical media,

Surnrmary

@ USE device boot ernironment
Create and bumn the AIP Boot Enviranment directly to a USE memoty device.

Select target device: -

Cancel < Prev Hext >

Please check your configuration
at the “Summary Screen”.

Click on “Build Windows PE envi-
ronment’, if you are satisfied with
your settings, otherwise click

“< Prev” to make changes.

pestnion e Click on “OK" to confirm to start

Summary

To create a PreBoot environment, removable media device, or IS0 file, dick [Build Windows PE
enviranment].

Welcome

PE Taol Kit: Windows Assessment and Deployment Kit (DK for Windows 10
PE Wersion: 10.0.26624 Based: Windows 10
Destination: 150 Image (C:\U DesktopirecovenyISO)
s Time zone: (UTC +01:00) Amsterdarn, Berlin, Bern, Rome, Stockholm, Vienna
Language: English
Keyboard type: 101 Key L5, English

Windeows PE kit

Environment

( Summary building Windows PE environ-
ment.
( 0% J
e . ] Click “Close” if download has

finished.
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& Rufus 2151117 - X
Device €$'
| RDX QuikStor 3 TB (DY) [3T8] v

Partition scheme and target system type

{GPT partition scheme for UEF] o]
File system
| MTFS [Default] w |
Cluster size
4096 bytes [Default] ~|

Mesy walume label

| Boot_Environment |

I Format Options [ I

Check device for bad blocks |‘I Pass v|
[ Quick format
Createahootahle disk using |ISOImage v| | "é |

|| Create extended label and icon files
Advanced Option
List USB Hard Drives
Rod Tixes tor ofd B0 es [extra partition, align, etc)]
se Rufus MEBR with BICS ID | CxE0 [Default) ~
| READY
| About. | log| stat | | Close
Using irmage: AIPBE_PET0 x84 h3965_DE.[S0O #
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The ISO file is now stored onto the
local disk of the server.

To create a bootable RDX media,
we use a third party tool called
“Rufus” which is downloadable
from

https://rufus.akeo.ie/?locale=en
US.

Please extend the format options
and check the “List USB Hard
Drives” box is your RDX drive is
not listed.

According to your system, choose
the right option for MBR or GPT:

RDX media up to 2 TB = MBR
partition scheme for BIOS

RDX media over 2 TB = GPT disk
partition scheme for UEFI

Check the “Create a bootable disk
using” box and select “ISO image”
from the listbox. Browse your previ-
ous created I1SO file.

Please double check your partition
scheme and file system settings!!!

Press “Start”.

The RDX media is now a boota-
ble media.

As we have chosen to create a
GPT partition scheme for UEFI
in our example, Rufus added a
small FAT32 boot partition.
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Scenario | - Backup to RDX QuikStor with Media Rotation

Attach your RDX drive to your computer system. We recommend using at least three RDX media for
media rotation implementation. One media is in the office, ready for the next backup job, one media
is off-site at a safe location and the third one in in transit to or from the off-site location.

The media rotation scheme:

The first media is in the office, rea-
dy for the next backup job

The second media is off-site at a

RDX MEDIA N safe location

ROTATION The third Media in in transit to or

from the off-site location.

Launch Activelmage Protector.

Click on “Backup”.

Create Backup Schedule

—
i The backup task will un accordingly based on the configured
schedule,

Choose “Create Backup
Bl o Schedule”.

,—‘} Run backup task now.

Choose the source disk you
e - : - want to backup. We recommend
_Some Destination Schedule Summary . “ . . »

to choosing “Entire Disk” and

selecting all existing volumes.

isk 0
== System Reserved () NTFS 5000 MB 3186 MB. Disk 0
5 Local Disk (C) NTFS 232068 222168 Disk 0

Schedule Backup

Click on “Next”.

\ =4 Basic 2 Dynamicdisk s Volume == Dynamic volume

(D\;kn
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& Utilities

o v selectrolder.. |

File Name: (@)

This s the Backup of my entire PC Strengthi Strong
Enable Encryption
AES 256 bit

VB fils IE Verty backup image upon completion
] Use network throte

[ Spiitimage nto 0
Ignor
[ Create an MD5 file for image

0 (Max KB/Second)

7] Use netwerk write caching
ekt e ettt <

Backup_My_PC Effective Date/Time: [ 2017/05/18 1003 ~| ~ | 2018/05/18 1003 Not Specified

Base @ Incremental @
Weekly -y X ® Weekly - X ®

[on [ e [ [l [ o Jrom | [ e [ o R == |
© m

Erecute Time: 1900 2]

Add New Base

Event Backup:
Shutdown/Reboot

réX QUIKSTOR

In the “Destination” section, choose a task name
to specify your backup job.

Then select the destination you want to store
your backup. Here, drive “D:” has been chosen,
as this is the connected RDX drive.

The backup filename is automatically created
according to date and time. You might overwrite
this name with your own suggestion.

On the right side of this window, choose com-
pression / deduplication if applicable and secure
your backup file to protect off-site

backup against unauthorized use with password
and AES 256 bit encryption.

Select “Advanced Options”.

We highly recommend integrating
a post processing script to eject
the RDX media after each backup
as a visual reminder to rotate the
media.

A freeware tool is available under
http://lwww.freeeject.com/

Click on “Done”.

Then click “Next”.

Define your backup schedule. In
this scenario, we define a daily
backup on workdays at 7:00 PM,
starting with a full backup on
Mondays followed by incremental
backups from Tuesday through
Friday.

Click “OK”.
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http://www.freeeject.com/

Schedule Backup

1 Source

Effective From:
Base (Full):

Incremental:

2 Destination 3 Schedule 4 summary

18.05.201710:03
Weekly: Mon,, 18:00

Weekly: Tue.-Fri, 19:00

Options:
[C] Enable Reconcile Image @)
Enable

Edit Schedule

Execution Priority @
Full (Base):
Lowest Low Medium High

Incremental
Lowest Low Medium High

1 source

Rbrabp O

Temporary File Folder:

Ignore bad sectors:

Script (After image file cres

Deduplication: Compression

Backup disk meta-data:

~

Entire Disk
0

Backup_My_PC_d00.aiv
121268
D:

This is the Backup of my entire PC

Backup_My_PC
Deduplication Compression (Level 2)
Enabled (AES 256 bit)

tion) C\FreeEject\Freefject D:, 30 minutes. (Base and Incremental)

Continue backup process with [Standard Compression.
Auto-Detect alternative storage location

Gwindows\temp
Enabled
Enabled

.f Rece

Name Task
Backup_My_PC Backup

hl Image Manager

© Vir

W Utilities

2
[ = Schedule N

Valid From Last Run Date/Time | Next Run Date/Time
18052017 10:0300  N/A 18.05.2017 19:00:00

réX QUIKSTOR

You might want to set a retention
policy to keep a certain number
of backup sets (full backups with
their corresponding incremental
backups).

This will delete older backup sets
to free up disk space on your RDX
media. The number of sets applies
according to your requirements.

In this example, we keep 8 weeks
(because of a weekly full-backup).

Click “Next".

A summary screen is displayed.
Please check your setting.

If you are satisfied with your
settings, click “Done”, otherwise
click on “Back’”.

After clicking “Done”, you can
decide whether you want to start
your backup right now.

The created backup job is
displayed in the dashboard
screen and ready to run at the
specified time.
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Scenario Il - Backup to NAS and Replication to RDX QuikStor

Backup to NAS is not sufficient for data protection. As already mentioned at the beginning of this do-
cument, a second backup copy to another backup target should be created. Furthermore, one copy
should be stored off-site to be protected against local incidents or virus and ransomware attacks.

In conjunction with ImageCenter LE, Active Image Protector is able to perform a primary backup to
a NAS System and secondary backup to RDX QuikStor including off-site protection.

Step 1: Backup to NAS

Backup To NAS To RDX

Destination folder: (@

4 summary

| selectiomer. |

(¥) Credentials

File Name: (@)
Backup To NAS _d00aiv
[

B- fa] Local Name | Date Medified Image File Type Size F -

[ Desktep [ Data Folder

- O Documen e i Windows Folder
&8 Local Disk (C)

8 RDX2TB (D)
@ Network

2 10011

i Data

[ Windows

& SALE

Folder:  \\10.0.1.1\Data

Directory only

Schedule Backup

Tack Name:

Backup To NAS To RDX

Destination folder: (@

4 summary

Options:

7 ¥ Compre:
© D

W10.0.1.1\Data <[ selectfolder.. |

() Credentials

Windows — esssses I
File Name:

Backup_To_NAS _d00aiv

This is a 2 tier backup to NAS to RDX

Launch Activelmage Protector
and choose the source disk for
backup as described in scenario I.

Click on “Next”.

Assign a Task name for the
backup job. Then click on “Select
Folder” and choose your NAS
System. If it does not appear in
the selection menu, type in the

IP address. If desired, select a
subfolder on this NAS as the
backup target. In our case, “Data”
has been selected.

Click on “Select Folder”.

You might need to provide a
username and password for your
backup destination.

Click on “Next”.
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W Utilities

Backup To NAS To RDX Effective Date/Time: | 2017/05/1520:03 v | ~ | 2018/05/1520:03 Not Specified

Base @ Incremental @
Weekly X ® Weekly

(=~ i R - | | =~ el

@ m

Exccute Time: 2003 [2]

Add New Base

Event Backup:
Shutdown/Reboot

Dashboard

Name Task Valid From Last Run Date/Time | Next Run Date/Time
Backup To NAS To DX Backup. 2052017134300 N/A 22.05.2017 14:00:00

6) Refresh

réX QUIKSTOR

In this example, we perform
daily full backups and additional
incremental backups on every
hour.

These settings might vary
according to your business needs.

Click “OK”.

Please refer to scenario | for addi-
tional settings.

The created backup job is displayed
in the dashboard screen and ready
to run at the specified time.
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Step 2: Replication to RDX
Replication to RDX can be performed with the ImageCenter LE software, which is part of the backup

software package.

imageCen

Image List Image View v

£ || Add Image Image Files: 0
o
S # imageCenter [ Create Replication Task | & Create Consoiidation Task
P
S| Ocurent®ek | [ TaskLog
5 Task ID | Task Type D Result Started Ended Detail
¥
]
o
o
£
Olast 30 days @ From 22052017  to 22.05.2017 [N Fiter: | Replication Storted  +|
@ | Date Event Detai
L}
X Pags 1004 4 b bl
Folder
£ || Add Image Image Files: 0
< | 8 ImageCent
T Profile Name: Enter the profile name
T || O Current Task
':':' Image Info Disk Map =) Disk List
o Task ID
¥
]
o
el
£
Olast 30 3] lication Started %
@ | Date
L]
~ Pags 1014 4 b Fl
Foldel
4 8 Computer Name Type | Size Date modified
I Desktop A Folder 28.12.2015 143218
" 1D0<U»|g o-sale-O4it@backup_to_nas_d00.00001.aiv  Base  208.63MB  22.05.201713:50:27 |
> € o-sale-Odt@backup_to_nas_d00 00002.aiv  Base  299.63MB  22.05.201715:02:33
> )
-
5[ Add| | 4 GNetwork nage Files 0
oD o {10011
<
5 &I
£/ of Ji Windows
] b {8 DEDO-SALE-04LT
]
]
o
]
£ | Total!
= | pro
Rema
®L d ~
a@
-
X

Page 1/0 14 4 » )i

réX QUIKSTOR

Start ImageCenter LE.

Select “Create Replication Task”.

Click on “Browse” to select you
primary backup target (the NAS
system in our case).

You might need to type in a user-
name and password.

Click on “Next”.

Select the image file you want to
replicate.

Notice, that only the image file of
the initial backup can be selected.

Click “OK”.
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Souree: \110.0,1.1\Data\ dedo-sale-04it@backup_to_nas_d00_00001.; | Browse...

o
€ ;
§ |[ Addimage Select Profile Image Files: 1
< || 8 Image! Profile Name: gedo-sale-04ft_backup_to_RDX
=
k) =
£ | O curen Image Info DiskMap | (=) DiskList
T
‘2 || comput
D|| Opestingsy 1/10.0.1.1/Data OlLaiv
£ & dedo-sale-041t@backup_to_nas_d00_00001.aiv
Z || Memory:
Hard diek 4763965 (208)
dedo-sale-04it
Microsoft Windows 10 Enterprise Edition (build 10586), 64-bit
4
@ Last 30 TA4GB n Started <
@ | Dat

Page1/004 4 P 2l

Create a Replication Profile

Folder
) w01

ﬁ Offsite Replication Target

£
T || Add Image . Image Fies:
é,, Target: 1 @ ®
5 8 Image( Replicate only the last generation
£ | O curren [JReplicate only incremental files
]
\d Computer n Keep target items same with source
2| operingsy Protocol: [LOCAL(DAS) - D1.aiv
g o
= || Memory: Target: Di\Replication E
Hard disk: Create Sub Folder
@Last 30| 2 Started
@ | Date Add New Target

Page:1/0 14 4 b Ml

Create a Replication Profile

m Replication Schedule

Add Imag O lmmediste Image Files: 1
2 Imagel OAftereach 2 = new increments file(s)
©EE]
Osun  [Mon [ Tue MThe [Fi  [Jsat

ImageCenter Agent
<
o

OMPUEErNZ L Time zone: (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockhelm, Vienna
?:S"“”g » Observe Daylight Saving Time (if applicable) -
Memory:
Hard disk:

®Last 30 n Started -

e I e B

Page 1/0 14 4 b M
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You might want to change the
default profile name.

Click “Next”.

Select the target for replication.
Here, we choose “LOCAL(DAS)”
and select drive letter “D:” as this
is our RDX drive. In addition, we
created a dedicated subfolder for
replication.

You can choose some replication-
options, in this example, we
selected “Replicate only the last
generation” to replicate the latest
backup only.

Click “Next”.

Specify the schedule according

to your requirements. In this
example, we choose a replication
on workdays at 11PM after our full
backup.

Click “Next”.
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ImageCenter Agent

ImageCenter Agent

ImageCenter Agent

[ wioo1

Target: Schedule Time: Option

Task Succeeded and Failed ~

/0 performance

Summary

= .
:;_] Option
Add Image [ Sending Email
8 Image(
Wil Performance
@ Curren Execution Priority
Computer nz
Operatin
(:u‘ 9] Lowest  Low
Memory:
Hard disk:
@ Last 30 |
@ | Date

Create a Replication Profile

Folder

Medium  High  Light

[ Use network throttling

Bandwidth Limit 0 3| KB/Sec.

Concel | [ Bock

Image Files: 1
o Dl.aiv
Fast

n Started -
] e ]

9

Torget Schedule Time: Option

Ji WI00.1.1
Summary
Add Image
B source

8 Image(

@ Curren K Target:
Computer ne

Operating sy, [ Schedule Time:
CPU:

Memory:

Hard disk: F£ Option

@ Last 30|

@  Date

Image List Image View v

Folder Image File

Page1/004 4 P 2l

Summary

Concel | [ Back

Imag Files:
® 01.aiv
n Started v
| [ rnien |

® source Comp... | Task Status

Page 04 4 b bl

[ ) Wi00.1.1\Deta [0 dedo-sale-04.. £ dedo-sale-D4it

(L7 Replication

Add Image

8 ImageCenter Create Replication Task

& Create Cansolidation Task

@ Current Task | [#] Tasklog | W8 Source | [ Replication

Profile Name: dedo-sale-041t_backup_to_RDX

A Replication Target
Target 1: D:\Replication
Replicate only incremental files: No.

Replicate only the last generation: Yes

[ Edit

17 Replication Schedule
At23:00
Mon, Tue, Wed, Thy, Fri
(UTC+01:00) Amsterdam, Berlin, Bern, Rome, ..

[# Edit @ Disable = Run Now

@Last 30 [3] days OFrom 22042017  to 22.05.2017 [

@ | Date Event

Detail

Image Files: 1

=) Export Profile. X Delete Profile

& Replication Options
Sending Email: No
Priority: Medium
1/Q Performance: 100

(& Edt

Filter: | Replication Started -

Page 1/0 14 4 b M
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You might want to adjust some
performance settings.

Click “Next”.

The summary window enables
you to review your settings. If you
need to change some settings
click on “Back”, otherwise select
“Finish”.

The replication has been created
and will start according to the
specified schedule.
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Performing a restore

You can perform a single file/directory restore or a full system restore with bare metal
recovery.

Single file/directory restore

« v P e » RDX2TB(D:) v O “RDX 2TB ()" durchsuchen b
o8 e Select your backup target on
* dedo-sale-0dlt@backup_to_nas_d0d_00001.aiv 30052017 16:31 AV File 185.654.528 ... .
e-04it@test_d00_00003.aiv 22.05.2017 19:01 AWV File 302.784 KB elther your NAS System or RDX
sale-04it@test_d00_00002.aiv 18.05.2017 1%:01 AW File 302.784 KB .
G lo-sale-04lt@test_d0_00001.aiv 16.05.2017 18:01 AW File 302.784 KB medla
Choose the appropriate backup
file and double-click on it.
5w RDX2TB (D)
.
5Elemente 1 Element ausgewahlt (177 GB) EI
Zwischenablage Organisieren Neu Offnen Auswihlen
« v > RDX.. > dedo-sale-04it@backup_to_nas d0... > v O | "dedo-sale-04it@backup_to_nas_d00_00001.aiv" durchsuchen P S | t th | d t
L Der name. . Datum der anderung Art GroBe e ec e Vo ume you nee 0
koo restore your files/directories.
Browse your directory
structure until you reached the
directory/files you need to restore.
= RDX2TB (D)
.
1Element 1 Element ausgewahit EI
&« v 4 < jschelbert » Pictures » Screenshots Netlapan v O “"Screenshots Netlapan” durchsuchen P . . .
T Dt by e Select the appropriate directories/
Bck_NAS_RDX_13.png 2017-05-22 21:05:12 PNG-Datei .
8] Bek MediaRotation_07.png 2017-05-18 09:04:45. PNG-Datei ﬁ|eS your need tO restore nght
Bck_NAS_RDX_08.png 2017-05-22 13:18:10 PNG-Datei . « ”
Bck_NAS_RDX_10.png 2017-05-22 13:45:58 PNG-Datei | k d | t C py
Bck_NAS_RDX_09a.png 2017-05-24 21:04:57 PNG-Datei C IC an Se ec 0 :
Bck_MediaRotation_05.png 2017-05-18 08:00:04. PNG-Datei
Bck_NAS_RDX_12.png 2017-05-22 13:55:41 PNG-Datei
Bck_MediaRotation_06.png 2017-05-18 08:34:20 PNG-Datei
Bck_NAS_RDX_11.png 2017-05-22 13:54:04 PNG-Datei
Bck_NAS_RDX_06.png 2017-05-22 12:18:59 PNG-Datei
Bck_MediaRotation_08.png 2017-05-18 09:22:04 PNG-Datei
Bck_NAS_RDX_07.png 2017-05-22 13:05:15 PNG-Datei
Bck_NAS_RDX_08.png 2017-05-22 13:23:48 PNG-Datei
Bck_NAS_RDX_05.png 2017-05-22 12:14:56. PNG-Datei
2017-05-17 09:40:52 PNG-Datei
RDX 2TB (D) 2017-05-17 09:54:57 PNG-Datei
= 2017-05-17 10:10:08. PNG-Datei
2017-05-17 14:27:36. PNG-Datei v
22 Elemente 4 Elemente ausgewsahlt EI
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« “ A ||« Bilder > Screenshots Netlapan » Restore v & | "Restore” durchsuchen »

Select the destination folder for re-
IE | B | B store right click and select “Paste”

B:k;nM:?\aRotat\ E:ksnMggwaRman E:k,Nzi,;{Dx,oa Bck,Nﬁ,;{Dx,w to resto re th em .

L 01.png 1 06.png

[ Dieser PC

= RDX2TB (D)

System Restore using BMR (bare metal recovery)

The RDX must be in fixed disk mode for this procedure!

If necessary, you might perform this setting from another computer. Please refer to the section
“Configure RDX QuikStor in fixed disk mode” at the beginning of this guide.

In case, you don’t have another system available, you can change the mode directly at the RDX
drive by following these steps:

Press and hold the eject button for five seconds

The LED on the button will now flash alternatively yellow and green
Press the eject button once to set the drive into the Fixed-Disk-Mode
The LED will now flash continuously yellow, green, green

Press the eject twice in rapid succession to confirm

o wON -~

Attach the RDX-drive and load the appropriate cartridge with the system image previously created
and the backup files. Power on your system.

After the recovery environment
has booted, the Active Image
Protector application is started
automatically. You can check the
local disks in the overview. If a
disk is missing, you can click on
“Utilities” and next “Driver loader”
to load missing RAID or storage
controller driver.
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Prr—— From the menu pane, click “Re-
2 s covery”.

Select Image File:

i Click on “Select Restore Source

W Utilities Disk Map In The Image |mage”.

1 Unolicated | Prmary | Logical [ Logical votume I Simple [ Miror ) Spon [ Stripe | RAID-S | mdraid

Tocibant o
Open image file x
A oo . Choose a full base backup or an
- &} Local Name - Date Modified Image File Type Size . t | . fl f t
4 Deskiop (24 Transfer 28122015 15:32 Folder Incrementa Image lie Tor restore.
& '? Decuments dedo-sale-041t@... 22.05.2017 13:50 Base 2986 MB
= Local Disk () [ dedo-sale-041t@... 22.05.201714:51 Inc 256.0 KB
. ® ;;::::' Diske (D) B dedo-sale-041@... 22.05201714:53 Inc 256.0 KB . . . “ "
& 1001 dedo-sale-04it@... 22.05.2017 1502 Base 298.6 MB nghllght and C||Ck Open
=8 D Data dedo-sale-041t@... 22.05.2017 16:40 Base 298.6 MB
G- O Transfer dede-sale-0AD... 22.05.2017 16:52 Base 298.6 MB
i Windows
File Name:  dedo-ssle-04it@bsckup to_nas_d00_00001.siv Cancel
AIP image file (*.aiv *.abx .aii) - T
The image has been selected for
Dashboard Restore Image

it 2 St Fyp— restore.
S e Check the box in the Disk Map

PR e oo St o0 01 01 e to select the volume or disk to be

Add Image...

restored.
Utilities Disk Map In The Image C“Ck “NeXt”.

Disk0.
Basic (GPT)
2500GB

2194 GENTES

% Used: 11.9GB

1) Unaliocated | Primary l Logical [l Logical volume [ Simpte I Miror I Span [ Stripe I RAID-5 | mdraid

" Local Host

Cancel
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Restore Image

71 Select Image 2 Restore Settings 3 Summan y

Source Objects: @ o to Select

W uiilities

Target Settings: @ Houw ts Configure.. M) [7] Post Restore Operation Rebootsystem v

101,068
% Used : 0.0 Bytes

Restore Image

7 Selectimage 2 Restore Settings 3 Summary

Source Objects: @ How to Seiect.

=

FI Imag

© Virtu

Target Settings: @ row to Configure. M) [T Post Restore Operation  Reboot system

Disk0

101.0GB
% Used: 0.0 By...

Restore Image

T Select image 2 Restore Settings 3 Summary

Source Objects: @ How ioSelect

l

Disk 0

sasc(6PD
2500
& biea: 198 | e

[ 81 | Disk0-Basic(GPD V| ca | Volume 2990MB
&= utilities I s | SysTEM (C) 60068
&8 | Unaliocated 40.8 GB

Target Settings: @) o to Configure. MR [ Post Restore Operation Run ALR

is
Basic (GPT)

101068
£ Used: 11668 ©
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The disk selected is now displayed
under “Source Objects:”.

Right-click on the restore source (a
disk or a volume).

We have now a few options:

1. We just want to restore the
entire disk from the backup to new
disk with the same size.

In this case just right click to the
disk on top under “Source Objects:”
and choose your new target disk
and press “ok’.

2. You want to restore single
volume to an existing disk

Right click on top under “Source
Objects:” and choose your target
volume and press “ok”.
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1 Select Image 2 Restore Settings 3 Summary

Source Objects: @ How to Select.

sk
2500GB. 7
% Used: 11.9G8 Z

5 | Disk0-Basic(GPT) P | s | Unalocated 101.0GB ‘

Utilities

Target Settings: @) How to Configure. WP [T Post Restore Operation Reboot system =

Disk0
Basic (GPT)

1010GB 4
£ Used : 0.0 Bytes

Restore Image

1 Selectimage 2 Restore Settings 3 Summary

Source Objects: @) How to Select..

isk O
Basic (GPT)

Di
250068 2
% Used: 11968 “

Restore as uEFI system? restore system volume with EFl volume
4.

together. In [Yes], data on target disk will be deletec

Tar, Operation Rebost system v

Basic (GPT)
101068
2 Used : 0.0 Bytes
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Right click to the system volume
(Windows C: drive) on top under
“Source Objects:” and choose your
new target disk and press “ok”.

When the restore target destination
is specified, the following message
is displayed. Click on “Yes”.

If the restore target destination
volume or available space is smal-
ler than the source, but the above
conditions are satisfied, the volume
is added to “Target Settings:”.

If you want to further reduce the
volume, right-click on the volume
to select “Resize Volume” or place
the mouse cursor on the right-end
of the volume and drag it to the left.

You can repeat this for the other
remaining data volumes, to change
the volume size.

Afterwards click on “Next >”.
Review the settings and click on
“Done” to start the restore task.

After the restart, the system is up and running. Additional tasks may be performed to complete the
recovery.

Sales and support for Overland-Tandberg products and solutions are available in over 90 countries.

Contact us today at salesemea@overlandtandberg.com
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