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Integrating RDX® QuikStor™ into INTEGRATION BRIEF
SnapServer® NAS Backup

SnapServer NAS Systems provide an OS-built in utility to enable scheduled backups

on direct attached RDX QuikStor device to secure business critical data. With this
integration, users can implement a full disaster recovery solution with media rotation.

Even all SnapServer NAS storage systems offer data redundancy via RAID technology, data should
be backed up to an external device to be protected against hardware failures or human errors. An
easy to use built in utility allows scheduled backups to USB attached RDX QuikStor devices.

The RDX QuikStor removable storage system is a media based rugged, reliable and convenient
backup system which fits perfectly into a professional backup strategy. With its USB3+ technology,
RDX QuikStor easily attaches to SnapServer NAS system's USB3.0 port and is ready to go.

After the backup job has completed, the RDX QuikStor media can be ejected to be placed into a
secure location. Another media should then be inserted for the next backup job. This media rotation
scenario provides the best protection against data loss and unpredictable failures and disasters as
well as virus and ransomware attacks.

The following guide explains how to integrate a RDX QuikStor drive directly to a SnapServer NAS
system and how to schedule a backup job.
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RDX QuikStor combines the SnapServer NAS Systems provide

benefits if Disk and Tape a direct backup to RDX QuikStor
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Create a backup job

@ CC-XSD40 [Login]

(@ @ 192.168.4.28/sadmin/GetSwitchUser event

B G CC-XSD40 - Login

Login

User Name [
Passvord I

‘.‘ .

snapserver (ool ChlEE LTI

Name: CC-XSD40 [8 pisk: 0K
Model: XSD 40 = Ethernet: OK
05 Version: 7.7.218 ¥ Power Supply: OK
Uptime: 20h 17m BB Fan: OK
IP Address: 192.168.4.28 (Ethernet 1) [I] Temperature: OK
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Make sure that your SnapServer
is at latest OS level.

Connect your RDX QuikStor drive
to the USB3.0 port, insert an RDX
media.

Start the SnapServer manage-
ment application and login.

The system has been configured
with 2 shares. These shares

Click on “Administration”.

The main menu is displayed.

Click on “Storage”.
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B EEREY CC-XSD40 - Storage Settings

Server Network Storage Security Monitor Maintenance

Storage Pools  Volumes  Snapshots  ISCSI  Snap ECR  Disks

| Storage Pools Create and manage Storage Poois.
Volumes Use volumes to partition a Storage Pool into one or more distinct storage areas.

Snapshots  Use snapshots to back up a Storage Pool and ACL settings as part of your disaster recover strategy and give
users the ability to restore files from mounted snapshot shares.

iscsl Create and manage iSCS! disks.

Snap ECR Schedule encrypted continuous replication of data from this SnapServer to other SnapServers, SnapCLOUDs and
SnapScale clusters.

Disks. View all disk drives.

RDX QuikStor Manage RDX® QuikStor™ docks and cartridges; copy data and schedule backups between RDX QuikStor and this
server.

LR NEN CC-XSD40 - RDX QuikStor

Server Network Storage Security Monitor Maintenance

StoragePools  Volumes  Snapshots  ISCSI SnapECR  Disks  RDX QuikStor

2 RDX docks connected. 2 RDX cartridges. Click an RDX cartridge to view or edit properties, copy data, format and eject.
RDX Dock RDX Cartridge Status

[reix] 6980280436 | [E] :c::;mmmnm 28% MM ]| 661.84GB| 931.51GB

[rcix] 7780514523 ﬂ;’:x”,:;s’;””““ ELDY  — 560.8763‘ 931,05 GB

snapserver felel s RE ) § =B TR EL T Y

Server Network Storage Security Monitor Maintenance

StoragePools  Volumes  Snapshots  ISCSI  SnapECR  Disks  RDX QuikStor

There are no backup schedules.

tandbergdata.com

réX QUIKSTOR

The storage menu is now displayed.

Select “RDX QuikStor”.

Our SnapServer has already 2
RDX QuikStor drives connected.
This would enable us to perform
mutiple backup jobs on different
media.

Click on “RDX Backup
Schedules”.

Initially, there are no backup jobs
scheduled.

Click “Create Schedule”.
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T For our backup job, we created
(© - [l » Network » 192168428 » sharel » Documents v & | [ Search Documents th bd t “D t "
I Desktop A Name h Date modified Type Size € subairec Ory ocuments: on
s Downloads
O Pt bl DS-QuadPAK_EMEA web.pdf 10/28/20154:36PM  PDF File 364 KB Sha re1 as the backu p source.
DS-Quiktation EMEA web pdf 5/19/2016 128PM  POF File 1210 k8
TR DS-QuikStationd_EMEA web.pdf 8/17/2016343PM  PDF File 320 kB
DS-QuikStation8_EMEA _web.pdf 7/25/2016 3:25 PM POF File 816 KB
% 3 Dt DS-RDX_EMEA_P2_web pdf 7/25/2016 3:59 PM PDF File 225K8
» B Documents DS-RDX-Media_EMEA_web. pdf 7/26/2016 1:29 PM PDF File 321K8B
b Jg Downloads I
b 1 Music
b & Pictures
b j§ Videos
> & Local Disk (C9)
b < RDX 1 (E)
b 4 ROX fixed Disk 2 (F)
P« Dedupe Data (Z)
4 @ Network
b i 192.1684.28 =
Gitems =

L EEEN CC-XSD40 - Create RDX Backup Schedule

The following steps are required

‘ B ————— to create a backup schedule:
Create  backup scheide fo regary backup data o i sever o ROX cartge + Assign a name
————— ) +  Select the backup type
‘ o st i e ey +  Select the volume and the
el e subdirectory which should be
e backed up

F——— +  Select the appropriate RDX

Frequency  Daily

lim [@LFwE] drive as the backup target
‘Backup options. ,, - . Deflne a SCthUle

[ Delete all existing data associated with this schedule from the target before running backup. .
[) Create a new folder for each backup (folder name will include job start date and time). . Choose the backup Opt|ons
[] Preserve full source path at target.

[ Verify data (may take up to twice as long).

[ Eject target cartridge when backup job completes.

Click “Create Schedule”.

Useful hints

We highly recommend to perfom backups to multiple RDX media using media rotation for full
disaster protection. Select “By Dock” as the backup type to be able to run the backup job on multiple
RDX media. We recommend rotating the RDX media every morning after entering the office.

The backup job should be scheduled at after-office hours.

If you need to keep mutliple recovery points, choose “Create a new folder for each backup”. In this
case you could restore your data from a previous backup in case of a virus or ransomware attack.

Choose “Eject target cartridge when backup completes” to get a visual confirmation of the backup
and a reminder to rotate your media.
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Download and install the backup software Hyper Backup

BN CC-XSD40 - Create RDX Backup Schedule

If you have chosen backup option

R —————— 1 from the previous screen, you
‘Warning: Existing data on any cartridge inserted into target RDX dock 6980289436 may be deleted when this backup schedule runs. Shou Id be awa re’ that eXiSti ng
Are you sure you want to create backup schedule Daily Backup to RDX? data may be deleted befo re ru n-
ning the backup job.

Click on “Create Schedule”.

Lt EENEl CC-XSD40 - RDX Backup Schedules

The creation of the backup
job is complete. If will start to
run according to the specified
] schedule.

No backup .
Next backup: Today 20:00

You could run the backup on any

time by clicking the blue arrow.
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Run the backup job

L EEElY CC-XSD40 - RDX Backup Schedules

Server Network Storage

Security Monitor Maintenance

Storage Pools  Volumes  Snapshots  ISCSI  SnapECR  Disks  RDX QuikStor

Are you sure you want to start a backup now for schedule Daily Backup to RDX?

L EENEY CC-XSD40 - RDX Backup Schedules

Network Storage

Security Monitor Maintenance

StoragePools  Volumes  Snapshots  ISCSI  SnapECR  Disks  RDX QuikStor

Schedule Status Frequency RDX Cartridge
Schedule Active/Backup Running 3
Copying: 0 bytes of 3.185 M8
[@)]oaity Backup to Rox Elopsed tine: <1 min 1TB RDX
Remaining time: {0% complete)

Create Schedule Suspend All Schedules Resume All Schedules Close

L Rl CC-XSD40 - RDX Backup Schedules

Server Network Storage

Security Monitor Maintenance

Storage Pools  Velumes  Snapshots ISCSI  Snap ECR  Disks  RDX QukStor

Action

Schedule Status 3 Frequency  RDX Cartridge
2 Schedule Active
y Backup completed successfully.
n-nysaumpwm:x When: 2 minutes ago.
Elapsed time: <1 min
Next backup: Today 20:00

Action

hedule Suspend All Schedule: Resume All Schedules
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This screen appears, if you have
started the backup job manually.

Click “Start Backup”.

The backup has been started.

The Backup job is finished. A brief
status of the job is displayed.

To get detailed information click
the “page sign”.
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Performing a restore

L EEElY CC-XSDA40 - RDX QuikStor

[——
Server Network Storage Security Monitor Maintenance

Storage Pools  Volumes  Snapshots ISCSI  SnapECR  Disks [[RDX Qukstor]

2 RDX docks connected. 2 RDX cartridges. Click an RDX cartridge to view or edit properties. copy data, format and eject.
RDX Dock 1 RDX Cartridge Status

[rcx]eseozecass | [E)IEQ e 66163GB| 93151GB

Click to view or edit i i
[rex] 7780514523 | [E] B fum s 56087GB| 93105GB

EENEEVEN cC-XSD40 - RDX Cartridge Properties

Network Storage Security Monitor

Maintenance

StoragePools  Volumes  Snapshots  ISCSI  SnapECR  Disks  RDX QuikStor

RDX Dock RDX Cartridge Status Used % Free Size

‘@smzws& [ legiaati oK 26% MM || 66163GB 931.51GB

| Filesystem: NTFS Model: RDX Serial Number: 858601339980

B EENEN CC-XSD40 - Copy RDX Cartridge Data

Server Network Storage Security Monitor Maintenance

Storage Pools  Volumes  Snapshots  ISCSI  SnapECR  Disks  RDX QuikStor

Copy a file or folder between a volume on this server and RDX cartridge 858601339980 (1TB RDX) in RDX dock 6380289436.

Volume on this server: | Vokmet [+ [P ROX Cartridge 858601339980 (1TB RDX):

Path /Documents Path /Documents/DS-QuadPAK_EMEA_web.pdf
=/ & 5 A
@ Documents & Documents
DS-QuikStationd_EMEA_web. pdf
DS-QuikStations_EMEA_web.pdf DS-QuikStationd_EMEA_web.pdf
DS-QuikStation_EMEA_web. pdf DS-QuikStation8_EMEA_web.pdf
DS-RDX-Media_EMEA_web.pdf DS-QuikStation_EMEA_web.pdf
DS-RDX_EMEA_P2_web.pdf Click to copy from RDX cartridge 858601339980 (1B RDX) to this server |
<l Testrestor DS-RDX_EMEA_P2_web.pdf
- Vesam. Cert_Testing_DA
-I Veeam_Cert_Testing_SMB
Large5.tmp
max_size.xxx

Test.file
test file
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To perform a restore, choose
“Storage” from the main menu
and click “RDX QuikStor”.

Choose the appropriate RDX
QuikStor drive you want to

perform a restore by selecting its
serial number.

Select “Copy Data”.

Select the directory or file you
want to restore in the right hand
window.

Select the destination in the left
hand window.

Click the appropriate copy button.
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Performing a restore

B EERVE CC-XSD40 - Copy RDX Cartridge Data

You have chosen to copy data from RDX cartridge 858601339980 (1T8 RDX) in RDX dock
6980289436 to this server:

Source File (RDX Cartridge)
Copy a file or fokdery /Documents/DS-QuadPAK_EMEA_web.pdf

o Target Folder (This Server):
Volume on this serv{ volume1/Documents

Path /Documents | Are you sure you want to copy this file?

4/
&

DS-QuIkS
DS-QuikSt
DS-Quikst
DS-RDX-M
DS-RDX_E

4 Testrestor

4 Veeam_Gert |

 Veeam_Cert |

LargeS.tmp
max_size.xxx|
Test file
test.file

L BNl CC-XSD40 - Copy RDX Cartridge Data

Server Network Storage Security Monitor Maintenance

Storage Pools  Volumes ~ Snapshots  ISCSI  SnapECR  Disks  RDX QuikStor

Copy a file or folder between a volume on this server and RDX cartridge 858601339980 (1TB RDX) in RDX dock 6980289436

Volume on this server: Volume1 [+ RDX Cartridge 858601339980 (1TB RDX):

Path | /Documents/DS-QuadPAK_EMEA_web,pdf

=]
& Documents

DS-QuikStationd_EMEA_web.pdf DS-Quikstationa_EMEA_web. pdf
DS-Quikstation_EMEA_web.pdf DS-QuikStation8_EMEA_web. pdf
DS-Quikstation_EMEA_web.pdf DS-QuikStation_EMEA_web, pdf
DS-RDX-Media_EMEA_web.pdf DS-RDX-Media_EMEA_web.pdf
DS-RDX_EMEA_P2_web. pdf DS-RDX_EMEA_P2_web.pdf

4 Testrestor

| Veeam_Cert_Testing_DA

I Veeam_Cert_Testing_SMB

LargeS.tmp
max_size.xxx
Test file

test file

L EENEl CC-XSD40 - RDX Cartridge Properties

Server Network Storage Security Monitor Maintenance

Storage Pools  Volumes ~ Snapshots ISCSI SnapECR  Disks RDX QuikStor

RDX Dock RDX Cartridge Status Used % Free

[rexeseozeosas | YRGS, oK

Size

<1%[ ] 93141GB 931.51GB

Filesystem: NTFS [ Model: RDX [ Serial Number: 858601339980

%:W Status:

1 ‘Completed successfully on 2017-01-13 16:47:38.

Source: (This RDX Cartridge): /Documents/DS-QuadPAK_EMEA_web.pdf
Target: (This Server): Volume1/Documents

| Files/folders copied: 10f 1 (363.917 KB of 363.917 KB)

| Elapsed time: Less than 1 second
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A confirmation window pops up.

Click “Begin Copying”.

The missing file has been
restored.

Click “Close”.

A brief status of the restore is
displayed.

To get detailed information click
the “page sign”.

Sales and support for Overland/Tandberg products and solutions are available in over 90 countries.
Contact us today at sales@overlandstorage.com or sales@tandbergdata.com
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