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INTEGRATION BRIEF

Integrating NEO® Tape Libraries with MICRDO
Micro Focus Data Protector 10

Micro Focus Data Protector 10.4 (formerly from HP) supports many Overland-Tandberg
tape libraries including NEOs StoragelLoader (1U), NEOs T24 (2U), NEOxI 40 (3U), and
NEOxI 80 (6U).

This guide explains how to configure a NEOXxI 40 to work with Data Protector in a Windows-centric
environment. How to configure tape drive encryption is also covered. These processes are the same
for the other supported NEO tape libraries (NEO StorageLoader, NEOs T24, and NEOxI 80).
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Integrate NEOxI 40 with Data Protector 10.4

1. Open Windows Device Manager and verify all devices are displayed.

@ Device Manager = [m] X
File Action View Help
= @ E HmR B XS

5§ Intel(R) ICH10 Family USE Univer: sal Host Controller - 3A37 ~
> i Intel(R) ICH10 Family USB Universal Host Controller - 3A38
> i Intel(R) ICH10 Family USB Universal Host Controller - 3A39
{2 10 Hub to ESI Port Bridge
5 i LPC Controller
= Memory Controller
> m PCl-to-PCl Bridge
5 @ PCl-to-PCI Bridge
5 = PCl-to-PCl Bridge
~ @ PCl-to-PCI Bridge
Ei Mass Storage Controller
~ i@ PCl-to-PCl Bridge
v i LS| Adapter, SAS2 2008 Falcon
5 BOT Storage GmbH MultiStak Media Changer (x4 based)
2 |BM ULTRIUM-HHS SCS| Sequential Device
=2 IBM ULTRIUM-HHBS SCS5I Sequential Device

fo-PLTBridge
5 Em PClto-PCl Bridge
= Registers

In this example, a NEOxI 40 and two LTO-8 drives are shown. The NEO and IBM tape device drivers must be installed
for the Medium Changer and Tape Drives in order for Data Protector to use it.
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2. In Data Protector Manager navigate to Devices & Media.

a. Right-click Devices by host and select Autoconfigure Devices.

% 10.20.32.128 - Remote Desktop Connection
Lo} P

[ Devices & Media v @eoa|w-

foadwgs s

-7 Environment
Automated Operations
@ Device Policies

=i Media i Add Device...

Autoconfigure Devices...

.2 Default AIT
& Default DDS
g% Default DLT

{EEl Medaale NTE

b. Once the discovery process completes, use the Device Autoconfiguration Wizard verify the NEO and its tape drives
are discovered by enabling the check boxes next to each of the NEO devices, and then click Next.

[BIS AULDLUTIIGUIE EVILES - IVILIU FULUS Udld FIULELLUT VIdndyer e

IS
File Edit View Actions Help
s EC I EE R T e
=] Envirenment Device Autoconfiguration Wizard - Devices
Autemnated Operations 2
Deiice Bobens Please select lbraries, data devices that you want to be configured. Click Group by Devices' o Group by Hosts'to swich between views. (=
Devices
-l Devices by host
-l Media (® Group by Devices (O Group by Hosts
£7) Lecations
=£7) Pools E\---{?-{%EDT MULTISTAK
- Default AIT E-5F Robotics Paths
Default DDS G-, 5d32128win2019
R &0 1IBMULTRIUM-HHE_1
il -] 5d32128win2019
g Default DTF =S IBMULTRIUMHHE_2
@ Default Exabyte G- B, 5d32128win2019
- Default File
i Default LTO-Ultrium
- Default Optical
i Default QIC
- Defaut SAIT [A Automatically corfigure MultiPath devices
i Default SD-3 T | |
rel T e s RO - Cancel
¥R Objects K 4 » © |Data Protector Cell_ = | Autocontigure Devices = |
i 5d32128win2019 v

< > .

c. Once the NEO is configured, browse its tape drives and configure additional parameters for each of them by selecting
the Settings tab and then clicking Advanced.

. File Edit View Actions Help

Devices & edia E R R e T e

ST Ervrorment ~ [ oot orve Setings Jpetces
Autiniated Opeinhoms, Speciy the type of media used in the device and @ Data Protector media pool for media in this device. This media pool wil be used in all operations using media in the
- Device Policies device urless some cther pool is specified. Click Advanced to specfy the advanced options forthe device

(=] IBM:ULTRIUM-HH8_1_5d32128win2019
~{=J IBM:ULTRIUM-HHE _2_scl32128win2019
WMedia Type
- Gl Devices
£+-£73 BDT:MULTISTAK sd32128win2019 F"‘ Standard type of media used by the physical device.
F Robotics Paths e

=) Drives LTO-Utrium
=) IBM:ULTRIUM-HHS_1_sd32128win2019
=) IBM:ULTRIUM-HHE_2_sd32128win2019 Defaut Media Pool
= E;t: Default media pool to which initiized or imported media is automatically added
E, 2
&3 -
S
Shs
B [ Disable device
7
i
-9
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d. In the Advanced Options pop-up window, add a check to each of the parameters as shown, and click OK.
Repeat these steps for each tape drives in the NEO.

General Drive  Seftings  Policies

Speciy the type of media used in the device and a Data Protector media pool for media in this device. This media poal wil be used in all operations using media in the
device unless some other pool is specified. Click Advanced to specify the advanced options for the device

Media Type

ol Stenderd e of med used by the piyacaldevios
5]

LTO-Uttrium

Advanced Options X
Defautt Media Pool

Defauit media pool to which| | 5SS | Sizes  Other

oy
Detadit LTOUrom TH1] pediconcusroncy e spins ridbes 3

Concurrency

B m  Concumency speciies a number of Disk Agents wiiting to the device
[[] Disable device = in parallel

“ “
Options

Eject media sfter session
[ICRC Check

Rescan

Detect dirty drive

[+ Drive-based encryption

[] 5CSI Reserve/Release (drve)

Use direct ibrary access

= .
e. Right-click the NEO and select Barcode Scan.
File Edit View Actions Help
| Devices & Media e nlwEn? s wdss 0

=) Environment ~
[58] Automated Operations
-l Device Policies
(SJ IBMULTRIUM-HHB 1 sd32128win2019
(SJ IBMULTRIUM-HHS 2 sd32128win2019
- Devices
R ] e0T:MULTISTAK sd32128win2019
7 Robotics Paths
5 Drives
() IBMAULTRIUM-HHg_1_sd321;  Delete B dlel
(=) IBM:ULTRIUM-HHE_2_sd321] ~ Management Console
Slots Properties... AltEnter

Name Description

T Robotics Paths

EDrives Physical drives of library
28 Slots Physical slots of library

f. Right-click each of the media discovered, and choose Format to overwrite any content.

I

- Devices
££#3 BDT:MULTISTAK sd32128win2019

Lacation
A Robotics Paths
- Drives Media label [AGBE43LE]
=3 IBM:ULTRIUM-HHB_1_sd32128win2018
=1 IBM:ULTRIUM-HHS_2_d32128win2018 Fomat Unknown
=68 Slots Location [BDT:MULTISTAK sd32128win2019: 1]
b 1[AGB643L8]
Scan...
2 Enter
D Eject
Import
Export
Change Location...
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g. Check the Force Operation option, and then click Finish to complete the format.

File Edit View Actions Help

‘,H

| Devices & Media

EEr eIy

=-£7) Envirenment

8] Automated Operations

- Device Policies

(=) IBMULTRIUM-HHE_1_sd32128win2019

(=3 IBMULTRIUM-HHE_2_sd32128win2019

- Devices

=4 BDT:MULTISTAK sd32128win2019

3 Robotics Paths

5] Drives

(=3 [BM:ULTRIUM-HHE_1_sd32128win2019
(=3 [BMULTRIUM-HHE_2_sd32128win2019
lots

b 1[AGE643LE]

b 2 [AGE641LE]

B2 Objects

[E Speciy addtional options for the session. Specfy medium size (optional).

Options

Eject medium after operation
Force operation

Medium Size
@® Defauit
=

) Specily (MB) 102400

<Back || MNexts | Finish \l Cancel

K 4 b b |Propeties for IBM.ULTRIUM-HHE_2_sd32128win2013 = | @ Barcode Scan = | Format Medium =fdl |

3. Use the following steps to configure a backup job.

a. Choose Backup from the drop-down menu at the top.

b. Under Backup Specifications, right-click Filesystem and select Add Backup.

Backup Specifications - Micro Focus Data Protector Manager

File Edit View Actions Help

©-{ Templates
7] Filesystem
A Internal Database

[Toecir | RN IR
-7 Backup Name
[ Backup Specifications AFilesystem

e 713 ntemal Database
P Internz  Add Backup...

c. Select the type of backup you want (for our example, it is a FULL DATA backup).

Create New Backup

12| settings

+*|  Select a template to apply to the new backup. Use the Blank template to create a specification with no default

x

Filespstem

Name

Daly_lntensive
End_User_Archive

Monthly_Full
Weekly_Full
Weekly_Full_Catalog_

Blark Filesystem Backup Default

Weekly_Ful_Log_Dire...
WeeerFuHiOveLWAN Defautt

Group Aoply options
Defadt Destination
Defaut Options

[ Backup specication
Defauit

& i
Defaut fem
Defautt Force to defauits
Default B

Schedule

Backup options
Backup type

Sub typs

Lacal or network backup “

Load balanced

[] Source-side deduplication

.

neo®
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d. Under the Source tab, check the box for backup.

File Edit View Actions Help

[ Rackup V] EEwEE 7 | MY e
BEBa:kup Source IDestinabon Options  Schedule  Backup Object Summary
(8] Backup Specifications - e o s i _
Z.£5 Filcsyetem lect the client systems, drives, directories, and files that you wart to back up
[l Encrypted

FULL DATA RUN
£W Internal Database
- Templates
7] Filesystem
4B Internal Database

Show: | Selected systems || Fiesystem backup

o=
= CONFIGURATION:
E-7=1 D: [$S5K10TB]
7 [ #0nivers
5[] #Drivers_Orig
#-[1F7] SRECYCLEBIN
517 3101
5- 17 30t
8- 150
5-[JE7] 150_0rig
#-[ 1) ProgramData
#-[JF) RDRIVE_IMAGES
5[] RESTORE_FROM_DUPE
#-[JF2) RESTORE_MIGRATION
#-[JF2) RESTORE_NEOXL
i1 Software
7 [1£7) System Volume Information
5-[JF2) TESTDATA1
B0 F: [DATAL
#-[1f7] SRECYCLEBIN
#-[1£7) DecryptedRestore
5[ RESTORE
A1) software
7-[1£7) System Volume Information
=1 System Reserved [Volume {6 1c74ffe-D000-0000-0000-100000000000))

e. Under the Destination tab, add a check to the NEO box, and click Next.

File Edit View Actions Help

[Backop JaomEtm? BE|IYEeD
=) Backup 3
& @ Backup Specifications Select the devices or drives to be used for the backup.
7] Filesystem

< Internal Database
-] Templates

(7] Filesystem 3 Backup
Daily_Intensive
End_User_Archive
Monthly_Full
Weekly_Full
Weekly_Full Catalog Two_Weeks
Weekly_Full Log_Directories
Weekly_Full Over WAN

4 Internal Database

| show all devices

9
7 =1 IBM:ULTRIUM-HHE_1_sd32128nin2019
=0 IBM:ULTRIUM-HHE_2_sd32128win2019

f. Click Save as, provide a new name for the job, and click OK.

B SEREE EE R EE R
e s e L

= £ Fileystem
FULLDATARUN
@ Interl Database
3 Templates
5 £ Filesystem
1 DaiyIntensive
7 End_User Archive
 FuLL0ATA
7 Monthly_Ful
B Weeky_Full
[ Weeky_Full Catalog Two_Weeks
[ Weeky_Full Log Directoies
) Weeky_Full Over WAN
3 Interml Database

Save as.
‘Save the newy created backup Aemplte.

Start Interactive Backup...

Save Backup As x

s Maibox,

B
) newbackup spectcation

esystem, Oracle.
Previews s not supported for ZDB and direct backups.

Name: Encrypted|
e

Lo 1] o] [T ]
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g. Right-click the new backup job and select Start Backup.

File Edit View Actions Help

- T
[can IECIEE R
= £ Backup Source  Destination Options  Schedule  Backup Object Summary
) Backup Specifcations Select the client drives, direct d fles that it to back
st e client systems, drives, directories, and files that you want to back up
i == ~| [ Flesystem back
4 Internal Database Start Backup. ‘ | e
(] Templates Preview Backup...

7] Filesystem
41 Internal Database Edit WEB Schedule...

Select the Location for the Shortcut...

Change Group...
Apply Template...

Copy As..

Delete Num Del
Properties... Alt+Enter

h. Once the backup goes active, the monitor output is displayed.

= diael rfejeEwn
Carent Sesions [C
@ 2019/10/31-3
(PRunni.. WinFS sd32128win2019 F: IBMEULTRIUM-HHE_1_sd32128win2019 416, 206 GB 0% o 0 F[pATA]
<
Binactiv... [BMULTRIUM-HHS 2 sd32128win2019  5d32128win2019 -
EJRunning IBM:ULTRIUM-HHE_1_sd32128win2019  5d32128win2019 206 GB  [AGE643L8] Default LTO-Ultrium_1

<
[Normal] From: BSM@sd32128win2019 "FULL DATA RUN" Time: 10/31/2018 7:31:12 Al
Backup session 2019/10/31-3 started.

(Normal] From: 19 " 2 15" Time: 10/31/2018 7:31:13 M
STARTING Media Agent "ISM:ULTRIUM-HHS 1_sd32128win2018"

(Normal] From: 19 " B 15" Time: 10/31/2018 7:31:16 AM
> TMAGsA32128win2019@Changex0:
Loading medium from slot 1 to device Tapel:0:0:8:0C

[Normal] From: VBDA@sd32128win2019 "F: [DATA]" Time: 10/31/2018 7:31:56 Al
STARTING Disk Agent for sd32128win2019:/F "F: [DATA]".

[Normal] From: VBDA@sd32128win2019 "F: [DATA]" Time: 10/31/2018 7:32:12 AM
SS option was specified. Attempting to create snapshot.

[Normal] From: VBDA@sd32128win2019 "F: [DATA]" Time: 10/31/2018 7:32:21 AM
Clearing archive flags is not applicable with Volume Shadow Copy backup.

The NEO Remote Management Interface can be used to monitor the active tape drives.

15t+HQbZVK3[7ha; 31H e @ || Q Ssearch neac¢oe
alcTool: Data transfe... G Google Maps E Overland-Tandberg ESJ1SV ESJFAV F SnapServers 3

> C o

status > Drve |

IPvg 40203549

Firmuare:  1.20-A000 (@ LT Drive Properties

© write Drive 1 (ULTRIUM-HHS)

Status

AT TIIPP Available:  Yes

Online:  Yes

Location: Uit 1, Position 1
Partiion: 1, Library LUN

Identification
Vendor:  1BM
Personality.
Drive Type:  ULTRIUN-HH8
Type:  HH-8AS
SIN (Library Assigned):  11C27ET058
SIN (Manufacturer):  10WT000480
Fitmware Revision:  KdK1
World Wide Node Name:  5000E111C27E7058
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Data Protector 10.4 Encryption

Data Protector supports drive-based encryption. No passphrase is needed when configuring

encryption. The encryption keys are handled in the Data Protector Keystore Cell Server which can be a
different server than the Data Protector Server.

1. To configure Data Protector Drive-based Encryption, use the following steps.

a. Navigate to Device & Media > Tape Drive > Settings > Advanced Option and verify the Drive-based encryption is
enabled.

File Edit View Actions Help
Vj@oEwe@E? (s Eds80

Genersl Dive  Setings Poicies

e v
=) IBM:ULTRIUM-HH8_1_sd32128win2019
=) IBM:ULTRIUM-HH8_2_sd32128win2019
P Weda Trpe
=-£f3 BDT:MULTISTAK sd32128win2019 F!a ‘Standard type of media used by the physical device.
3 RoboticsPaths Bl
&5 Drives LTO-Utrum

() IBM:ULTRIUM-HH_1_sd32128win2019

Advanced Options. X
=3 BMAULTRIUM-HHE_2_sd32128win2019 Defaut Media Pool
= s Defauit media pool to which Settings | Sizes | Other
; = i
5 Defadt LTOUtium ‘Speciy concurency and options for device.
: e e
5 B2E C iber of Disk
4 Coisable device 5T o el
7 “
: P
2 Opti
"

N S

b. Navigate to Backup > Edit the backup policy and, in the Destination tab, select a tape drive and click Properties.
c. In the General tab that opens, enable the Drive-based encryption option.

ockon TEEEEE R ET )

=0 Backup Source| Destnation optons Schedue Backup Obiect Summay
5 (8] Backup Specificstons
Seletthe devicesordve o be used forthe backa
&£ Filesystem -

-l FULLDATARUN e 3] s
B Internal Database.
) Templates 2 Bcp Add i
5 & EOTMULTISTAK sd32128n2015 | (= ] Remove biror
¥/=) IBM:ULTRIUM-HH8_1_sd32128win2019
{¥/E) IBM:ULTRIUM-HH8_2_sd32128win2019

(<o Modi Pool Solociod >

Prealoc st
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d. As the active encrypted backup runs, the Data Protector monitor shows in its active log that Drive-based encryption is
enabled.

[Backen NELEEEE R EE T

= @

5 {8 Backup Specifcations
£ Filesystem Status Type  ChentSystem  Source Device Size Dane
B G (PRunning WinFS s32128win2018 B IBMULTRIUM-HHE_2 sd32128win2019 103 68
8 FULLDATARUN
B Internal Database.
& ) Templates
&£ Filesystem b
0 et tensive ot Device Clent System TotalDats Medium Label
E] End User Archive SRunning BMLULTRIUM-HHE_2_sc32128win2013 sd321280in2018 750 M8 [AGEB43L8] Defaul LTO-Utrum_3
B i Binctive/Waiting  BMAULTRIUM-HHE_1 sd32128win2019 sd32128in2018 E
onthly_Fu
B Weeky_Full
7 Weeky_Full Catalog Two_Weeks 5

[Normal] From: BSM@sd32128win2019 "Encrypted” Time: 10/31/2019 9:30:45 AM

] Weekly_Ful Log Directores
Sackup session 2018/10/31-3 stazced.

] Weekly_Full Over WAN
-3 Intermal Database (Normal) From: BMAGsa3zl

19 m _2_sas21 019" Time: 10/31/2019 9:30:46 AM
STARTING Media Agent "IBM:ULTRIUM-HHS 2 sd32128win2019"

(Normal] From: BMAGsAs2l 015 " _2_sasz1 015" Time: 10/31/2018 9:30:49 M
=> UMA@SA32128win20196Changer0:0:0:8:1
Loading medium from slot 1 to device Taped:0:0:7:0C

[Normal] From: VBDA@sd32128win2019 "F: [DATA]" Time: 10/31/2018 9:31:29 AN
[DRTAI".

STARTING Disk Agent for sd32128win2018:/F "E:

[Normal] From: VBDA@sd32128win2019 "F: [DATA]" Time: 10/31/2018 9:31:29 Al
SS option was specified. Attempting to create snapshot.

[Normal] From: VBDA@sd32128win2019 "F: [DATA]" Time: 10/31/2018 9:31:29 AN

Entering snapshot definition phase.

[Normal] From: VBDA@sd32128win2019 "F: [DATA]" Time: 10/31/2019 9:31:29 Al
Fi\' successfully added to snapshot set. The volume is now locked.

[Normal] From: VBDA@sd32128win2019 "F: [DATA]" Time: 10/31/2018 9:31:29 AN
Exiting snapshot definition phase.

015 ™ _2_sas21 019" Time: 10/31/2019 9:31:30 AM

[Normal] From: BUAGsd32l
Drive based encryption enabled.

[Normal] From: VBDA@sd32128win2019 "F: [DATA]" Time: 10/31/2019 9:31:33 AM
Creation of snapshot volume for F:\ succeeded. Procesding with backup.

[Normal] From: VBDA@sd32128win2019 "F: [DATA]" Time: 10/31/2019 9:31:33 Al
caring archive flags is not applicable with Volume Shadow Copy backup.

e. The NEO RMI also shows the status of Encrypt for the drive. Likewise the drive status shows Decrypt during a restore
of an encrypted media.

Lib. Healh

Seral# DES400114. (
Hostname: TL-3C76BB Faisr odun)
Pt 40203549

@ LTO Drive Properties

Module

Firmware: 12.0-4000

 Module 1 (Base)
2Dives  EEEE

Avallable:  Yes

Online:  Yes,
Location:  Unit 1, Position 2
Partfon: 1

Identification

Vendor:  1BM
Personality: 0019
Drive Type:  ULTRIUN-HHg
Tpe: HH-SAS
SN (Library Assigned):  11C27E7065
SIN (Manufacturer):  10WT000356
Firmware Revision:  KaK1
World Wide Node Name: ~ 5000E111C27E7065

Likewise, the drive status shows Decrypt during a restore of an encrypted media.

For more information on compatibility, please visit Overland-Tandberg website:

https://www.tandbergdata.com/us/index.cfm/support/compatibility/compatibility/

NEO Applications Team
Overland-Tandberg

Sales and support for Overland-Tandberg products and solutions are available in over 90 countries.
Contact us today at sales@overlandtandberg.com. Visit OverlandTandberg.com. 10400967-001
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