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Integrating NEO® Tape Libraries and :
with Veritas™ Backup Exec 20 VE IT/\S

Backup Exec 20 from Veritas supports many Overland-Tandberg tape libraries including
NEOs StoragelLoader (1U), NEOs T24 (2U), NEOxI 40 (3U), and NEOxI 80 (6U).

This guide explains how to:

* Configure a NEOxI 80 to work with Backup Exec 20. The process is the same for the other
supported NEO tape libraries.

* Configure tape drive encryption.

Integrate NEOxI 80 with Backup Exec 20
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2. Launch Backup Exec and select
the Storage tab.

The Overland-Tandberg tape
library, tape drives, and slots are
automatically discovered.
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®) Backup Definition Properties m] X
Mame: SD32127W16 Backup to LTO8 Encryplion
Description:
T
© % sp32127W16 (H Backup
Partially selected ‘\; & Full 4}.
Q= E
E Jobname: SD32127TW1eE Backup to LTOS
oL riieet s Encryption-Full
B¢ ‘ Schedule: Unscheduled
B
(3 Microsoft SQL Server Instances Storage:  Tape drive 0002
s System State Media Set: Keep Data for 4 Weeks
[ Test/dit Credentials || Edit

neo®

3. If needed, you can change the
block size and compression
properties of the library and
tape drives.

4. Before running a Backup Exec
backup, it may be necessary to
inventory all the tapes and
erase them.

5. Create a Backup Exec backup
policy to tape.
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e 5 Options forall backup jobs in this backup definitor: - 6. Select the target Iibrary and any
Storage Priority: [Medium ] g . .
= additional options as required.

Notification &
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© Append to media, terminate job if no appendable media is available

[T Eject the media after the job completes
[C] Use Write once, read many (WORM) media

Export media after job completes:

Export media tovault: [ None = -
Compression: | Hardware (if available, otherwise none) ~]
Encryption type: | Hardware V]
Encryption key: [ LTO V] [ Add Keys ]
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The backup job can be monitored
from either Backup Exec or the
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Backup Exec 20 Encryption

neo®

Backup Exec supports Encryption type Hardware. NEO support LTO-5 and higher generation tape
drives which supports T10 encryption standards. Backup Exec manages the encryption keys that are
used to access the encrypted data on tape. Use the following procedure to configure it.

Preferences
ierts Network
(st Network interface: | Use any available network interface [+]
ob Statiis el Recovery| Protocol: [ Use any available protocol [+]
Job Logs
e [7] Allow use of any available network interface, subnet, or protocol for Backup Exec agents not (-~
ztaog) bound to the above netwark interface, subnet, or protacal R
Database Maintenance and Security Enable selection of user shares
Reports Enable TCP dynamic port ranges [ 1025 [5] - [ 69535
Logon Accounts
Dt Data i Back Up Custom port number (Oracle only)
Use a custom port to receive operation requests from the Cracle server: | 5572
Veritas Update
| Network and Security Data encryption
Simplified Disaster Recovery [ Use FIPS 140-2 compliant software encryption
Storage & Whenever you check or uncheck the option to use FIPS 140-2 compliant software encryption, you must

Cloud Storage restart the Backup Exec services for the change to take effect.

o reore il Manage encryption keys used by job
Granular Recavery Technalogy

Virtual Machines

Oracle

DBA-initisted Job Settings

Veritas Information Map

Key name:
LTOSENCrypt

Encryption type:
256-Dil AES [=]

Note: The pass phrase must be at least 8 characters for 128-bit encryption, and at least
16 characters for 256-bit encryption.

Encryption key type

Data that is encrypted with this key can be restored by all users of this installation
of Backup Exec

@ Restricted
Data that is encrypted with this key can be restored only by the user who created
the key, or by other Backup Exec users who know the pass phrase for the key

pass phrase during restore. Without the pass phrase, the data cannot be accessed.

/&' 1 an encryption key used in 2 backup is no longer available, you must provide the ‘
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1. Go to Configuration and
Settings.

2. Select Backup Exec Settings.

3. Select Network and Security
on the left side.

4. Click Manage Keys.

5. In the Encryption Key
Management window, click
New.

6. In the Add Encryption Key
window:

a. Enter a Key Name.

b. Select 256-bit AES as the
Encryption Type.

c. Provide a Pass Phrase and
confirm.

d. Click OK.
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Schedule

T EPET——— 7. In the backup job, select
=1 pul— Backup Options.

& fur 8. Select Storage on the left side.
::ﬂfy o Storage: [ Robotic Horary 8001 (272 T8 free) [-]

i | I — - 9. Use the Encryption Key drop-
A G [— down menu to select the key
e you just created.

© Append to medis, terminate job if no appendable media is available

Eject the media after the job completes

Use Write once, read many (WORM) media

Export madia after job completes:

Export media to vault:

| i None
Compression: | Hardware (if available, otherwise none) ||
Encryption type: | Hardware [=]
Encryption key: [ LTOBENcypt F| addxeys |

o] (e

Sales and support for Overland-Tandberg products and solutions are available in over 90 countries.
Contact us today at sales@overlandstorage.com or sales@tandbergdata.com 10400930-001

©2018 Sphere 3D. All trademarks and registered trademarks are the property of their respective owners. The information contained herein is subject to change without
notice and is provided “as is” without warranty of any kind. Sphere 3D shall not be liable for technical or editorial errors or omissions contained herein.
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