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INTEGRATION BRIEF

Integrating NEO® Tape Libraries with

Veritas™ NetBackup 8.2 VERITAS

Veritas NetBackup 8.2 in a Windows-centric environment supports many Overland-
Tandberg tape libraries including NEOs StoragelLoader (1U), NEOs T24 (2U), NEOxI 40
(3U), and NEOXxI 80 (6U).

This guide explains how to:

* Configure a NEOxI 80 to work with NetBackup 8.2. The process is the same for the other
supported NEO tape libraries (NEO StoragelLoader, NEOs T24, and NEOXxI 40).

* Configure tape drive encryption.

Integrate NEOXxI 80 with NetBackup 8.2

@ Device Manager - O x . .
e Adion View Hels 1. Open Windows Device
€@ l_‘ B BExe ; Manager and verify all devices
e are displayed.
= DMA Device .
B ot In this example, a NEOxI 80 and
» -to-| ridge .
B two LTO-8 drives are shown.
g — Tape device divers are required
e ) in Windows for NetBackup to
E IBM ULTRIUM & HH TAPE DRIVE H
E IBM ULTRIUM & HH TAPE DRIVE Use the |Ibrary.
{3 Changer Bus Enumerator
= Composite Bus Enumerater
G Microsoft Storage Spaces Controller
= Microsoft System Management BIOS Driver
= Microsoft Virtual Drive Enumerator
= NNIS Virtoal Netanrl Adanter Fnnmeratar

2. The NEO tape library needs to
be configured with NetBackup:

a. Run the Configure Storage
Devices wizard to start this
process.
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Device Configuration Wizsrd_| X

e DN b. Review the list of devices

It you have a in this list,

b s B s e et found and, if accurate, click

vendor have been performed.
B Backup, Archive, and Restore

g — N ext
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Backup Devices:
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iy - - c. Verify the Storage Unit
information and click OK.

SLP Windows
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3 Hecia and Device Management
Device Monitor Robot type: TLD - Tape Library DLT
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> @} Vault Management =) o size to:
o @ Bare Metal Restore Management Maximum streams per drive: Megabytes.
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If this is a complete list of devices, click Next.
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Fomi (B100 seszianwis o vRnon e T e . verl € properties
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| A policies 0 Policies (0 selected)

SD32127W16 (Master Server)
SD32127W16 (Waster Server)
Backup, Archive, and Restore

Activity Monitor
¢ B NetBackup Management

Grge
(=3 Storage Units
o & Storage Unit Groups
Zg) Storage Lifecycle Policies
SLP Windows
= Catalog
o & Host Properties
> F5 Applications
¢ ) Media and Device Management
Device Monitar
¢ B Media
o %z volume Pools
o= & Volume Groups

&1 Standalone

g Disk Pools
o @ Credentials
¢ L Security Management
Security Events
p Host Management
o [[F] Cerlificate Management
%4 Global Security Settings
) Access Management
o & Vault Management
- 13 Bare Metal Restore Management
§8 Logging Assistant

Naan e s e

1B SD32127W16 (Master Senver)
© & Summary of All Policies

] Atrioutes

% Instance Groups

W Add 3 New Poliey X
Policy name:

saNBackup|

] se Policy Configuration Wizard.

(=3 Storage Units
o % Storage Unit Groups
g4 Storage Lifecycle Policies
Windows
= Catalog
o @ Host Properties
o[ Appiications
% 59 Media and Device Management
(3R Device Monitor

o %a volume Pools
o= & Volume Groups

B3 Disk Pools
o, Credentials
¢~ I Security Management
Security Events
@ Host Management

4 Global Security Settings
) Access Management

o &) Vault Management

- % Bare Metal Restore Management
Logging Assistant

i Activity Monitor - SD32127W16 - NetBackup

& New policy...

€5 New Schedule...

Bl Backup| 5 New Client...

(% New Backup Selection...
B insert

X pelete

4 Change...

% Copy To New.

& cut cuix
B3 copy anc
I paste cuy.
Refresh s

Activate

Install UNIX Client Software

Administration Console [SD32127W16\Administrator logged into SD321.

‘SD32127W16 (Waster Server) ¢ anlPolicies 4] sanBackup: Attributes
5 5D32127W16 (Vaster Serven) [EV 5D32127W 16 (Master Server)

B8 Backup, Archive, and Restore & Ssummary of All Palicies EI?:‘%% o %

Activity Woritor 1) Atributes g RO . =

¢ B NetBackup Management @ schedules

o [E] Reports & Clients

Policies| 8 Backup Selections
¢ (= Storage

£ Job Details: 35

Job State: Active
ferarchy

JobID: 35
Job Overview | Detailed Status | Job H
]
Attempt: ]

Job PID: 7636

Media Server:  sd32127w16
Transport Type: LAN
Status:

Storage Unit:  $d32127w16-hcart2-robot tid-0

Attempt Started:  Mar 12,2018 241:59 AM
Attempt Elapsed: 05:38:03

Attempt Ended:

KBiSec: 108472

Wiar 12, 2018 24203 AW - Tnfo bt
Hlar 12, 2018 2:42:03 Al - Info bptm (pid=10:
Hiar 12, 2018 2:42:03 Al - mounting 1197L8
Hlar 12, 2018 2:42:47 Al - Info bptm (pid=10:
Hlar 12, 2018 2:42:47 Al - mounted 1197L8;

Miar 12, 2018 2:44:18 AM - positioned 1197L¢
Hiar 12, 2018 2:44:18 AM - begin writing

Hiar 12, 2018 5:56:32 AM - Info bpbrm (pi
Miar 12, 2018 5:57:56 AM - Info bpbrm (pi

backup
872) Waiting for mount of media id 1197L8 (copy 1) on server sd32127w16.

872) media id 119718 mounted on drive index 1, drivepatn {2,0,1,0}, drivename IBM.ULTRIUM-HH.001, copy 1
mount time: 0:00:44

Mar 12, 2018 2:42:47 Al - positioning 1187L8 to file 16

8; position time: 0:01:31

636) from client SD32127W/16: TRV - last message being suppressed after 10 occurrences
636) from client SD32127W/15: TRV - last message being suppressed after 10 occurrences

<1

Current Kilobytes Written:
Current Files Written:
Current File:

2184761344 Estimated Kilobytes: 2070534240
562000 Estimated Files: 566034
IDV3/Login VS Test Plan and OVAs/_TPV100TP-V3-Performance_LoginVSI_r2.7.pdf

Troubleshoote:

Job Policy.
‘SANBackup

FE—
PP
R
FE—
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PP
LR
FE—
PP
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;

0

Percent Complete: 73%

0
0

] o [ e ][ Betesn |[ coss |[ mew
] Ceieat Wanagement re——

06 Cle.. Done
4y Global Security Settings % P vy

) Access Management
o @ Vautthanagement
L % Bare Metal Restore Management
Logging Assistant
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4. Create a NetBackup backup
policy to tape.

a. Provide a Policy Name.

b. Enable the Use Policy
Configuration Wizard to
create a backup policy.

c. Click OK to start the wizard.

5. Start a Manual backup for the
job.

The backup job can be monitored
from the NetBackup software.
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NetBackup 8.2 supports tape drive encryption. Use the following procedure to configure encryption
using NetBackup Key Management Service (nbkms.exe).

o) Administrator: Command Prompt - nbkms.exe M 1 Open a Command Prompt

\P1 ugx am F11e..\l|ex itassNetBackup:bin2>
s \MetBackupsbin>

NCRRS phstomaace (on hit ENTER £b uce a randonly 2. Navigate to C:\Program

st
he passphrase will not be displaved on the screen.
T ORRMMMMERN

Files\Veritas\NetBackup\bin.

An ID will be associated with the Host Master Hey (HMK> just created. The ID
will assist you in determining the HMK associated with any key store.

Enter HMIK ID : Ouerland® 3 Create an empty KMS
database:
nbkms.exe -createemptydb.

ociated with the Hey Protection Key (KPK)> just created. The
st you in determining the KPK associated with any key store.
¢ Overland®

EEIk 4. Enter a unique Host Master
et he i Key (HMK) passphrase and

le
rogran Files\UeritassNetBackupsbin>
:\Program Files“\UeritassMetBackup~bin>nbkns.exe f.

he MetBackup Key Management Service should not be started by directly executing|

bkms .exe. Press Ctrl-C if you wish to cancel this operation.

5. Enter a unique Key Protection
Key (KPK) passphrase and
confirm.

6. Enter the KPK ID.

7. Start KMS service by executing
nbkms.exe.

= Media - sd1739w12r2 - NetBackup Console [SD1739W12R: logged into sd1739w12r2]

8.C I I

. Create a new volume pool:
® =]zl = 1ENE] FAEEEY £ 2]

oz ooy v In NetBackup Administrati

i 2 fone otne o ol oo o 5 : .
9 NetBackup Manageme %2 NetBackup 1the NetBackup pool No No 0 C .
E ¥ Datastore 2the Datastore pool No No 0 OnSO e nav|ga e 0 e Ia
¥z CatalogBackup 3 NetBackup Catalog Backu... No Yes 0 J
and Device Management >
= New Volume Pool -

D Media > Volume Pools.

Pool name:
[ENCR_volumepooiname

| b. Right-click Volume Pools and
S select New Volume Pool.

Scratch pool

Catalog backup pool

c. Create a new pool with the
prefix of “‘ENCR_” for the pool
name.

+ @ Voume Groups
@000 00000 0 |<
I >

EH[E @fs]

e
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e 9. Assign a media to the new pool:
o] o a8 [ wRleE [ 5+ X mmo
S01739w1212 (Master Server) 5| 7 Volumes in Volume Pool NetBackup (1 selected)

. .
)=/ Netai | Baroous | Meda Type] RobotType | = Robotri] T Siot_[Votums or_[Votums Pool_ouns _[Time Assig.] Appicaton] _sids _|_Far a NaV| ate to Medla and
ok Archive. Snd Resioes TLD 22 000_00000... NetBackup 0 - NetBack. . .
0 Neack

[B9Ds35L7  AMDSI8L7 HCART 05a1730w122
[B9v020L8  OEVO20L8. 1000_00000.. NetBackus

:
tBackup Management .| o - o 8
2 cupanao (06407 DVOB40L7  HOART| 3 New Volumes... cun | 15.000_00001...NetBaciup 2 0-NetBack A
S orosaups | | [BW02209  oEnzats o [ Chames 100000001 Netasop ‘ 0-NeBack evice Management >
B CllentBackups [BI0534L7  AADS3ALT  HCART| b pove... | 19 000_00002... NetBackup 1 0-NetBack
Problems BossL7  AMDSIOLT  HOART| 3 b o | 2000700002 NetBackup 1 0-NetBac .
& AllLog Entries. 185 V01918 OEV019L8  HCARTL = 1000_00002... NetBackup 30ct26,201... 0- NetBack. > >
¥ e edia olume FPOOIS
I Lt £ Change Media Owner...
s CeiTage @ Rescan/Update Barcodes...
e etbackup.
& Tape Contents | | = Label...
B Tape Summary || 0 Long Erase.
Tape Written .- . 0l
Tape Lists 10 Quick Erase...
I8 e, prd avallable media are
o 8] vautReports @ untreeze..

L. S assigned by default to the

L@ ease mmerouns
ol v 3 wontor oo

e 8 SiopRestrtfed HanagerDvic Daomon.. NetBacku P po ol.

»ﬁi‘;‘.’i‘;’m.s B Copy ToCippoara
B sonsoLsener | | o . . ]
-] £ Eind... cue
T2g = b. Right-click one of the medias

and select Change.

9 @ Volume Groups E
I I [ D] A1

L Media - - NetBacku inistration Console [SD1739W1 ini logged into sd1739w12r2)

10. Change the volume pool from

Fle Edit View Actions

o)+ B HIR16)  ERIEA T} % <+ xmm =D

_é%:mmmrwven A‘\v selected) the defaU|t NetBaCkUp pool to
: the new ENCR pool.

]
L2 gmmcmuznz;emem Vo208 OEV020L8  HCART ol 6 0-NetBack.
7 [E1Reports (905507  DVOs40L7 HCART  TLO|| | & Media Manager host: [sd1730w12r2 | 2 0-NetBack.
@ Status of Backups. [Bvoz2te  OEvo22Le HCART  TLD| 4 0-NetBack
B CllentBackups. BiDsie7  mpsaa7 HOART  TLD|| | WedialD | WediaType | Desciption] MaxHounts | Valume Ex.|Valume Poal Cleanings b 0-NetBack.
& Problems Q@YDEBEU AADS36L7  HCART TLO[ |8 v020L8 HCART Added by M. [ NetBackup 1 0-NetBack.
[fer, B omar pomr n 11 Open a command prompt and

2 . navigate to C:\Program

& Tape Contents ||
B Tape Summary Maximum mounts Expiration date | . . .
Tape Wrten B s F | \V t \N tB k p\b \
Lt s Bl les\veritas\Netbacku In
> @ Vault Reports O Number ﬂ © pate. .
B j admincmd.
(5 storage Units Description
o % Storage Unit Groups ® Donotchange ) Media description ‘

9 Storage Lifecycle Policie

:5%%2?1;271” e = - 12. Execute: nbkmsutil.exe -

Applications. [None.

Number of cleanings remaining

o B N createkg -kgname
¥ T |
g —— ENCR_volumepoolname.

atalogBackup
atastore
NCR_volumepooin|
fetBackup

=22 oracl
o B3 uicosc SQL Serer

& None
¢ @ Volume Groups.
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2:sProgram FilessUeritassNetBackupshinsadmincmd>nbkmsutil.exe —createkyg —kgname

:R_volumepoo lname 13. Open a Command prompt and
ew Key Group creation rssful navigate to C:\Program
>:\Program Files\Ueritas'\MetBackup:bin‘admincmd>nbkmsutil.exe —createkey —kgname Fi|93\VeritaS\NetBaCkup\bin\

ENCR_volumepoolname —keyname keyname —-activate —d “IBM LTO8 Tape" .
admincmd.

[Enter a pa . L L]
[Re—enter the FASE D MRENNNNN

Key Tag : e767d5cd51bFhS55a72cBeaccIal5FBedc?a342f169a9FBecad56cf3188F377D 14. Execute: nbkmsutil.exe

Key Name ke yna

State : ACTIVE -createkg -kgname

ation Time ) i Oct /‘2 14: iEE:H ?Hl:f‘
ey o ANOE N LO00 TG B ENCR_volumepoolname.
EHI‘II’: Approved Key
15. Execute: nbkmsutil.exe
-createkey -kgname
ENCR_volumepoolname
s:5\Program Fil UeritassNetBackupsbinsadmincmd > _keyname keyname _activate

-desc “IBM LTO8 Tape”.

16. Enter and confirm new
passphrase.

ew Key creation is s

ou must provide the Salt value to recover the key

Change Policy - ENCRYPT x|

(e 17. Before starting an Encrypted
[ | backup, from the NetBackup

Policy type: iz o Gointo gffect at: L .
o e Administration Console change
e L lle e the Backup Policy Volume Pool

Encrypt

Policy volume pool: ENCR_volumepooiname - e e to the new Encrypted Pool .

Bare Metal Restore
LAt ook S E e Collect true image restore information

Limit jobs per policy:
Job priority 0[] tigner numperis greater priority) R Ema it iatl e

Media Owper: e =i Disable client side deduplication

Snapshot Client and Replication Director
Perform block level incremental backups

Use Accelerator

Use Replication Director
Keyword phrase (optional):
Perform snapshot backups

oK. Cancel Help
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X Administrator: Command Prompt
:~Program Files-Ueritas“NetBackup-bin“goodies*availabhle_media.cmd When the baCkup Completes the
di media rohot rohot hot sides ret size status

type type level KBytes Status Of the medla Used fOf'
atalogBackup pool backup shows ENCRYPTION.

DataStore pool

To verify this from a command
B28L8 HCART 22861232 ENCRYPTION prompt naVIgate to C\Program
g Files\Veritas\NetBackup\bin\

HCART AUAILABLE goodies and execute:
HCART

AUAILABLE . .
HCART L available_media.
AUVAILABLE
AUAILABLE

[ENCR_volumepoolname pool

Sales and support for Overland-Tandberg products and solutions are available in over 90 countries.

Contact us today at sales@overlandstorage.com or sales@tandbergdata.com
y @ g @ g 10400942-001
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