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PrRODUCT
WARRANTY
CAUTION

The RDX QuikStation by Tandberg Data Corporation is warranted to be free from
defects in materials, parts, and workmanship and will conform to the current product
specification upon delivery. For the specific details of your warranty, refer to your sales
contract or see the Tandberg Data web site (www.tandbergdata.com).

The warranty for the appliance shall not apply to failures caused by:

b Physical abuse or use not consistent with the operating instructions or product
specifications.

» Repair or modification by any one other than Tandberg Data’s personnel or agent
in a manner differing from the maintenance instructions provided by Tandberg
Data.

» Removal of the Tandberg Data identification label(s).
P Physical abuse due to improper packaging of returned unit.

If problems with the RDX QuikStation occur, contact your maintenance organization;
do not void the product warranty by allowing untrained or unauthorized personnel to
attempt repairs.

& Caution

Returning the RDX QuikStation in unauthorized packaging may damage the unit and void
the warranty. If you are returning the unit for repair, package it in its original packaging (or
in replacement packaging obtained from your vendor.)

CONTACTING
TANDBERG DATA
CORPORATION

OCTOBER 2011

Visit the Support section of the Tandberg Data web site (www.tandbergdata.com) for
information on contacting technical support.
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ABOUT THIS MANUAL

ABOUT THIS MANUAL

This manual describes how to install and operate the RDX QuikStation and is
intended for use by anyone deploying the RDX QuikStation into their
network environment. Familiarity with system and network configuration is
highly recommended.

The following chapters are included in this manual:

Overview
» Chapter 1 provides an overview of the RDX QuikStation’s features and
components.
Installation setup

» Chapter 2 describes information on how to rackmount, connect, and
initially configure the RDX QuikStation.

» Chapter 3 describes how to connect host computers to RDX QuikStation
iSCSI targets, including how to set up iSCSI security.
Using the RDX Remote Management Console

» Chapter 4 describes RDX QuikStation system tasks, such as network
configuration, and user account management.

» Chapter 5 provides information about the logical device interface in the
Remote Management Console.

» Chapter 6 provides information about the physical device interface in the
Remote Management Console.

» Chapter 7 describes RDX QuikStation system maintenance tasks, such as
performing diagnostic tests, cloning data, and updating firmware.

Supplemental Information

» Appendix A provides error code definitions and some basic troubleshooting
information.

» Appendix B provides product specifications.

» Appendix C describes important safety precautions to take when using the
RDX QuikStation.

OCTOBER 2011 RDX QUIKSTATION IX
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RELATED PUBLICATIONS

For additional information about the RDX QuikStation, refer to the following
publications, which are available at www.tandbergdata.com.

» RDX QuikStation Quick Start Guide, part number 1019372

¥ Field Instruction: Installing the RDX QuikStation in a Rack, part number 1019782

» RDX QuikStation Knowledge Base articles available online at
www.tandbergdata.com

CONVENTIONS USED IN THIS MANUAL

This manual uses the following conventions:

Note: Notes provide additional information or suggestions about the topic or
procedure being discussed.

! Important Read text marked by the “Important” icon for information that
will help you complete a procedure or avoid extra steps.

& Caution Read text marked by the “CAUTION" icon for information you

must know to avoid damaging the RDX QuikStation or losing
data.

A Warnin Read text marked by the “WARNING” icon for information you must know to avoid
5 personal injury.
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PRODUCT OVERVIEW

The RDX® QuikStation™ is a multi-drive, network-attached, removable
disk-based library built on RDX technology, which combines the removability,
durability and economy of tape with the random accessibility and
performance of disk. Depending on the size of the RDX cartridges that are in
use, the RDX QuikStation can offer up to 8-terabytes of online capacity.

This chapter provides an overview of the RDX QuikStation’s features and
components.

RDX QUIKSTATION 1



CHAPTER T—PRODUCT OVERVIEW

RDX QUIKSTATION FEATURES

2

This section provides an overview of the RDX QuikStation’s features.

CONFIGURATION FLEXIBILITY

You can configure the RDX QuikStation as one of the following device types:
» Eight Tandberg Data RDX drives with eight removable iSCSI disk targets.
» Eight LTO-3 tape drive iSCSI targets.
» A disk autoloader with one RDX drive and eight slots.

» A Tandberg Data StorageLibrary T24 with two LTO-3 tape drives and eight
slots.

» A Tandberg Data StorageLoader LTO with one LTO-3 tape drive and eight
slots.

» A Tandberg Data StorageLibrary T40+ with four LTO-3 tape drives and
eight slots.

» A tape autoloader with one LTO-3 tape drive and eight slots.

For even greater flexibility, you can configure the following hybrid device
types:

» Avirtual Tandberg Data StorageLibrary T24 with two LTO-3 tape drives and
four slots plus four RDX drive targets.

» Avirtual Tandberg Data StorageLoader LTO with one LTO-3 tape drive and
four slots plus four RDX drive targets.

TANDBERG DATA RDX REMOVABLE DISK TECHNOLOGY

RDX data cartridges combine the removability and durability of tape with the
random access and performance of disk. RDX cartridges have up to a 30-year
media shelf life, and a shock-proof and static-proof cartridge design that
makes them ideal for data archiving.

PRODUCT MANUAL 1019786



OCTOBER 2011

HIGH PERFORMANCE AND CAPACITY

When configured as eight removable disks, the RDX QuikStation can
simultaneously read and write cartridges from all eight RDX docks, up to 200
megabytes per second!. When configured as a virtual Tandberg Data
StorageLibrary T24, the RDX QuikStation can simultaneously read and write
from both tape drives.

With all eight docks using 1-terabyte cartridges, the RDX QuikStation has an
online capacity of 8-terabytes, and unlimited offline storage capacity.

COMPATIBLE WITH MAJOR BACKUP SOFTWARE

The RDX QuikStation is compatible with major backup software applications,
such as CA ARCserve® and Symantec Backup Exec.™ For a complete list of
backup software applications that are compatible with the RDX QuikStation,
visit the Tandberg Data web site (www.tandbergdata.com), or contact your
backup software vendor.

INTEGRATED WEB-BASED MANAGEMENT

The RDX QuikStation Remote Management Console allows you to use a
standard web browser from any location to manage, control, diagnose, and
configure security for the RDX QuikStation.

DUAL GIGABIT ETHERNET

The RDX QuikStation has two Gigabit Ethernet ports to provide failover
protection and high availability network connectivity. You can configure the
ports for either active backup/failover or adaptive load balancing (see page 51).

COMPACT DESIGN

The RDX QuikStation uses only two units (2U) of rack space, minimizing the
impact on data center space requirements.

1. The data transfer rate is up to 200 MB/second when port configuration is configured for adaptive load
balancing (see page 51) and multiple hosts are used to stream data.

RDX QUIKSTATION 3
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RDX QUIKSTATION COMPONENTS

,“
9
=
R
(0}
3
2
Q
z

This section describes the RDX QuikStation’s front panel and back panel
components.

Figure 1-1 RDX QuikStation front panel components

4

© |RDX LCD panel (eight each) — see page 6 for more

information.

Emergency-eject keyhole (eight each).

Note: To use the emergency-eject function, straighten a paper
clip (or use a similar straight metal object) and insert it into the

keyhole. The paper clip needs to be sturdy enough to engage
the eject function.

RDX dock (eight each).

RDX cartridge-eject button (eight each) — see page 7 for more
information.

USB 2.0 port — used for configuration and diagnostics.

Qe O

LED panel — displays indicators for network, USB connection,
and system health (see page 7 for more information).

PRODUCT MANUAL
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Figure 1-2 RDX QuikStation back panel components

Power connector

®e

Power button

Note: When the unit is turned on, pressing the power button
performs a soft shutdown (recommended). Pressing and holding
the power button for 10 seconds performs a hard shutdown.

Mouse connector (green)

Keyboard connector (purple)

USB 2.0 port (two each)

Serial connector

VGA connector

Q00|06

Gigabit Ethernet port (two each)
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RDX Dock LCD PANELS

The eight RDX dock LCDs display information based on the conditions that
are described in the following table

PRODUCT MANUAL

Condition

What is displayed in LCD Dock Panels

Upon initial startup of
the unit and before a
logical device type has
been selected.

The firmware level, system name, IP status (DHCP or
static), and a valid IP address (if DHCP is enabled)
continuously display until you select a logical device
type from the Remote Management Console.

After a system restart.

The firmware level, system name, IP status (DHCP or
static), and IP address display in sequential order for
a few seconds. For RDX docks that have a loaded
cartridge, the cartridge label number displays in the
LCD panel.

When a USB flash
drive is inserted into
the front-panel USB
port.

“LogDump” displays. When the system log dump is
complete, the LCD panels display “PASSED.”

If one of the following files is loaded on the USB stick:

network.conf:  |“NetUpdate” displays. When the
configuration download is
complete, the LCD panels display

“PASSED.”

password.reset: |“RstPasswd” displays. When the
password reset is complete, the

LCD panels flash “DONE.”

vix.fw: “CodeUpdate” displays. When
the firmware update is complete,
the LCD panels display “Remove

stick to reboot.”

An RDX cartridge is
loaded in a dock.

When the dock is configured as eight removable
disks, the LCD panel displays the last eight digits of
the cartridge serial number.

When the dock is configured as a tape library slot,
the LCD panel displays an LTO-3 “tape label”, which
consists of the last six digits of the cartridge serial
number followed by “L3.”

An RDX dock is empty.

Nothing is displayed.
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RDX CARTRIDGE-EJECT BUTTON/POWER LED

The following table describes Eject Button/Power LED functionality.

LED Color Status
Off (no color) The unit does not have power.
Green Power is on and the unit is working properly.

Blinking Green

The RDX dock is ejecting a cartridge.

Amber

A fault condition exists with the cartridge.

Blinking Amber

A host computer is accessing the cartridge. A user has either
pressed the eject button or has ejected the cartridge via the
Remote Management Console.

RDX QUIKSTATION LED INDICATOR PANEL

The following table describes LED indicator functionality on the front panel.

LED

Indicator Color Status
Off RDX QuikStation is not connected to a network cable.
(no color)
Blinking  |Network connection has good-to-excellent connectivity.
Green
Blinking  |Network connection has limited or no connectivity.
Amber
Blinking  |System is loading information from or writing data to the
Green USB flash drive.
Solid USB flash drive is ready to be removed.
Green
Off No USB device is detected.
(no color)
Off No system faults exist.
(no color)
Blinking  |A fault exists. The fault could be a fan failure, or it could
Amber  |indicate the device temperature is too high.

RDX QUIKSTATION 7
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INSTALLATION AND SETUP

This chapter describes how to install and configure the RDX QuikStation and

includes the following sections:

» Preparing for Installation ............... ... ... ... ... ... page 10
» Installing the RDX QuikStationinaRack.................... page 12
» Connecting Network and Power Cables ..................... page 17
» Configuring Network Information....................... ... page 18
» Connecting to the Remote Management Console............. page 20
» Configuring the RDX QuikStation.......................... page 21

RDX QUIKSTATION 9
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PREPARING FOR INSTALLATION
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For all host computers that will be backed up by the RDX QuikStation, verify
that the host computer OS has iSCSI initiator software installed.

Windows Linux Macintosh

iSCSI initiators are iSCSI initiators are Macintosh systems
included with Windows |included with most require the installation of
Server 2008 and later. If |Linux operating systems. |a third-party iSCSI
necessary, download If necessary, download |initiator. We recommend
and install the and install the that you download and
appropriate iSCSI appropriate iSCSI install an iSCSI initiator
initiator from the initiator from your Linux |that has been tested or
Microsoft web site or | Distribution web site or  {[recommended for use
from a third-party from a third-party with your chosen backup
vendor. vendor. application.

Verify all items are included in the accessory kit (see page 11).
Keep the packing materials and box in case you need to ship the unit later.

Select an appropriate location —The maximum recommended ambient
temperature for the RDX QuikStation is 35° C (95° F). Install the appliance in
an environment that is compatible with this temperature limit. Use a
ventilated rack to ensure the appliance receives adequate air flow required
for safe operation.

Selectan appropriate power source — The AC input for the RDX QuikStation
is 100-240 VAC, and the rated input currentis 2,0-1,0A. Keep this information
in mind when selecting a power source to prevent circuit overload. Plug the
appliance’s power cord into a high-quality power strip that offers protection
from electrical noise and power surges. An uninterruptible power supply
(UPS) is recommended.

Ensure that the work area is free from conditions that could cause
electrostatic discharge (ESD) — Discharge static electricity from your body
by touching a known grounded surface, such as a computer’s metal chassis.

Ensure the rack is placed on level ground — Use a level when installing the
rack rails to prevent any potentially hazardous conditions caused by uneven
mechanical loading.

Obtain the following items to complete the rack installation instructions
b #2 Phillips screwdriver
» Tape measure

» Level

1019786
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VERIFYING ACCESSORY KIT CONTENTS

Use the following checklist to verify that all accessory items shipped with the
RDX QuikStation:

Table 2-1 RDX QuikStation accessory kit contents

¢/ | RDX QuikStation Accessory Item

North American-region power cord

European-region power cord

Two ethernet cables

Two appliance end-cap covers to place over rackmount bolts
USB flash drive

Rackmount rail kit, which includes:

» Two inner rack rails to attach to the RDX QuikStation

» Two outer rack rails to attach to the rack

» Hardware pack for inner rails

» Hardware pack for outer rails

> Rail extension brackets

b Eight washers and two clip nuts used for rackmounting
RDX QuikStation Quick Start Guide
RDX QuikStation Rackmount Instructions

SecureService Pack, which includes:

» Warranty card

b SecureService registration card

» Service and support information

» Data Protection Solutions Guide

OCTOBER 2011 RDX QUIKSTATION 11
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INSTALLING THE RDX QUIKSTATION IN A RACK

The RDX QuikStation is designed for installation in a standard (EIA-310)
4-post, 19-inch rack and uses 2 units (2U) of rack space.

The rackmount kit includes the following items:

Table 2-2 Rackmount kit contents

Rackmount Item What the item is used for
12 #10 pan-head screws | To attach the bracket to the outer rail and to
? secure the outer rail to the front and back-end of
the rack.

4 #10 keps nuts These are extra hardware pieces that are not
required for assembly.

4 #10 flat-head screws | These are extra hardware pieces that are not
required for assembly.

attach the outer rail to the rack.

6 bar nuts To secure the outer rail to the rack and also to
secure the bracket to the outer rail.

6 8 washers To use with the #10 pan-head screws when you

[1 T - (—J 2 rail extension brackets | To attach the outer rail to the back-end of the
SRR s=lSniEn rack.

2 short brackets To attach the outer rail to the back-end of the
@ rack if the rack does not require rail extension
brackets.
2 outer rails To mount to the rack.
2 inner rails To attach to the RDX QuikStation appliance.

Includes a locking tab to keep the appliance in
place when it is fully extended from the rack.

8 #6 pan-head screws | To secure the inner rail to the RDX QuikStation.

8 #6 keps nuts These are extra hardware pieces that are not
required for assembly.

2 #10 clip nuts To secure the RDX QuikStation into the rack.

& | & =0
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INSTALLING THE RDX QUIKSTATION IN A RACK

ASSEMBLING THE OUTER RAILS

For most standard, 4-post racks, you will need to attach the rail extension
bracket (shown below) to the outer rail instead of the short bracket.

bar nut

rail extension bracket

'y

outer rail

Figure 2-1 RDX QuikStation outer rack rail assembly

To assemble the outer rails:

1. Measure the inside distance from the front mounting holes to the back
mounting holes on one side of your rack.

2. Fit either the rail extension bracket or the short bracket to the outer rail.
Adjust the bracket to a point where the rail is at the same distance that you
measured in Step 1.

3. Align the bottom and middle hole of a bar nut to the outside of the bracket,
as shown in the above figure. From the inside of the rail, thread two #10
pan-head screws through the rail, bracket and bar nut holes, as shown
above. Do not tighten the screws completely.

4. Repeat these steps for the second outer rail on the other side of the rack.

OCTOBER 2011 RDX QUIKSTATION 13
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INSTALLING THE OUTER RAILS INTO THE RACK

The front and back of the rails attach to the rack with a bar nut, two
washers, and two #10 pan-head screws, as shown in the figure below.

rail extension bracket

Back of Rack

[ DoOoooooog |

outer rail

;ﬂﬂpﬁ
. @ clip nut
Front of Rack |

Figure 2-2 Attaching the outer rail to the rack

Securing the front of the rail to the rack

1.

4.

Place an outer rail against the inside flange of the rack post (see figure
above). Make sure you orient the rail so that the bracket (either the rail
extension or the short bracket) faces the back of the rack.

Place a bar nut flush against the end of the rail (see figure above). Position
the rail and bar nut so that the bar nut’s bottom hole and middle hole align
with rack holes that are 0.5" apart (see figure above).

Thread the screws through the washers, the rack post, and the bottom and
middle holes of the bar nut (see figure above).

Install a clip nut in the hole directly below the bar nut (see figure above).

Securing the back of the rail to the rack

1.

Line up the rail with the back placement holes in the rack. Make sure the
rail is against the inside rack flange and is level to the ground.

Thread the screws through the washers, the rack post, and the bottom and
middle holes of the bar nut (see figure above).

If necessary, adjust the rail so that it fits snugly into the rack. Tighten the
two #10 pan-head screws that attach the bracket to the outer rail.

Repeat these steps to attach the other outer rail and clip nut to the rack.

PRODUCT MANUAL
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ATTACHING THE INNER RAILS

inner rail ~__

~ locking tab

Figure 2-3 Attaching the inner rails to the RDX QuikStation
1. On each side of the appliance, align the inner rail holes with the first three
holes on the RDX QuikStation.

2. Use three #6 pan-head screws to attach the inner rail to the appliance, as
shown in the above figure.

| Important Be sure to use the supplied #6 screws — a longer screw
could cause damage to the unit.

RDX QUIKSTATION 15
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INSTALLING THE RDX QUIKSTATION INTO THE RACK

‘ |I g

Figure 2-4 Installing the RDX QuikStation into the rack

To install the RDX QuikStation into the rack:
1. Line up the rear of the inner rails with the front of the outer rails.

2. Slide the inner rails into the outer rails, keeping the pressure even on both
sides. You may have to depress the locking tabs when inserting.

3. Push the RDX QuikStation completely into the rack.

4. Use the locking screws located on each side of the RDX QuikStation to
secure it into the rack. Push and turn the locking screws clockwise to lock.
The locking screws engage the clip nut, which you installed in Step 2d of
“Installing the Outer Rails into the Rack” on page 14.

5. Place the appliance end-cap covers that were included in your accessory kit
over the locking screws.

| Important Do not place anything on top of the rackmounted unit
when it is extended from the rack.

16 PRODUCT MANUAL 1019786



CONNECTING NETWORK AND POWER CABLES

CONNECTING NETWORK AND POWER CABLES

ethernet ports /

Figure 2-5 Connecting ethernet and power cables to the RDX QuikStation

power connector

1. Connect one or two RDX QuikStation ethernet network ports to ethernet
network ports on a switch, hub, or router.

Note: Two network ports are recommended for failover protection.
(See page 51 for more information about port configuration options.)

2. Connect the power cord that is appropriate for your region to the RDX
QuikStation.

3. Turn the power on by pressing the black power button that is located on the
back of the RDX QuikStation.

Note:  Once the unit is powered on, all eight LCD panels will alternately
display the firmware level, system name, DHCP status, and IP
address. This information continues to display until you log on to the
Remote Management Console and configure the logical device type
for the QuikStation.

4. Verify that a valid IP address is displayed on the LCD panels. If not, you
must manually configure the IP address for the RDX QuikStation. (See
“Configuring Network Information” on page 18.)
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CHAPTER 2—INSTALLATION AND SETUP

CONFIGURING NETWORK INFORMATION

Note: If you are able to obtain a valid IP address from your RDX QuikStation

LCD panels upon startup, skip this section and go to Connecting to the
Remote Management Console on page 20.

To manually configure your RDX QuikStation network information:

1.

Locate the USB flash drive that is included in your RDX QuikStation
accessory box and insert the flash drive into an open USB slot on any
computer with a text editor.

From the computer, navigate to the USB Flash Drive. Open the
network.conf file in a text editor. (For Windows users, open the file in
Notepad.)

Note: If you cannot find the USB flash drive that shipped with the RDX
QuikStation, you can download the network.conf file from the
Support>Drivers and Downloads section of the Tandberg Data web
site (www.tandbergdata.com).

I network.conf - Notepad

File Edit Format VYiew Help

Tandbery pata rox quikstation wetwork configuration File:

Use this file to manually configure the RDx guikstation IF address to
IPv4 address wia a UsB flash drive. NOTE: If automatic IP address ass
via DHCP is desired, no action is necessary as DHCP s the factory def

Upon startup, the quikstation will display the current IP settings and
across all LZD's. However, following initial setup and configuration,
Data recommends that wou assign a static IP address to the RDx CQuiksta
prevent inadvertent IP address changes of the i3CSI target.

Follow the steps below to configure a static IPwd address:

Step 1: obtain an available IP address and subnet mask for the RDx Quil
Edit the following configuration statements to meet your network's req
Since an¥ Tine that begins with '#' is ignored by the RDx Quikstation,
the '#' Trom each modified Tine so the ouikstation can decipher the se
changes. HNote that if wou choose to specify a static IP address, hoth
suBMETMasE fFields must be "uncloaked" (GATEwWAY is optionall.

-— start edit section -
IP=152.108.10.2
SUBMETMASK=255.255.255.0 -—— Edit this section
GATEwWAY=1%92.168.10.1
—— end edit section —-—

B =y

Step 2: save this newly-edited file to the root directory of the USE m
stick included with the rOx quikstation. If the included use stick s
anmy USBE memory stick with a wFAT Tile system will suffice. IMPORTANT:
of this file must remain network.conf for the ROX quikstation to recog
process it.

Step 3: Insert the USE stick dnto the USE port located in the center o
front panel of the ROx Quikstation. The UsE symbol on the center-front
will flash and the LCD's will broadcast the message "NetUpdate". ‘when
process is complete, the LCD's will flash the message "PASSED" and the
will stop flasning and i1luminate solid indicating that it is safe to
USE stick. Remove the USE stick.

Figure 2-6 The RDX QuikStation network.conf file
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CONFIGURING NETWORK INFORMATION

3. In the network.conf file, edit the IP and subnet mask addresses to meet
your network’s requirements.

Note: You can edit the gateway address, but it is not required.

4. Remove the “#” character from each modified line so that the RDX
QuikStation can decipher the setting changes, as shown in the example
below.

Step 1: obtain an available IP address and subnet mask for the RDX quiks
Edit the following configuration statements To meet wour network's requi
Since an¥ Tine that kegins with '#' is dgnored by the RDx Quikstation, r
the '#' Tfrom each modified Tine so the quikstation can decipher the sett
changes. MNWote that if gou choose to specify a static IP address, both I
SUBMETMASK Tields must he "uncloaked" (GATEwayY s optional).

FHEEEFEERE

-— start edit section —-
IF=10.1.20.85
SUBMETMASK=255.255.255.0
GATEwAY=10.1.20.254

-- end edit section —-

Step 2. Save this newly-edited file to the root directory of the USE mem
stick included with the rODx quikstation. If the dncluded use stick s u
any USE memory stick with a wFAT file system will suffice. IMPORTANT: T
of this file must remain network.conf for the RDx Quikstation to recogni
process it.

Step 3: Insert the USE stick into the USE port Tocated in the center of
front ?aﬂET of the RDx Quikstation. The USE symbol on the center-front L
will flash and the LCD's will broadcast the message "Netupdate". when t

rmirnrace de comnlata thoa rn'e will Flackh the moccanma "oassen!" akd tha

Figure 2-7 Example of an edited network.conf file

EdEHEFEEEEEEEFEE

5. Save the file to the root directory of the USB flash drive as “network.conf.” If
the flash drive that was included with your RDX QuikStation is unavailable,
you can save the file to any USB flash drive with a VFAT file system.

Important The file name must remain as “network.conf.” Otherwise,
the RDX QuikStation will not recognize the file.

6. Insert the USB flash drive into the USB port located on the center-front
panel of the RDX QuikStation.

After you insert the flash drive, “Net Update” will display on all eight front

LCD panels. When the configuration download is complete, the LCD
panels display “PASSED.”

7. When the USB symbol on the center-front LED panel stops blinking and
transitions to a solid green color, remove the USB flash drive.

8. Proceed to the next section to connect to the Remote Management Console.
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CONNECTING TO THE REMOTE MANAGEMENT CONSOLE

20

You can connect to the RDX QuikStation Remote Management Console with a
web browser from any computer that is on the same network as the RDX
QuikStation. The computer can run on Windows, Linux, and Macintosh

operating systems. You can also enable secure hypertext (https) when

connecting to the Remote Management Console.

Note: Your web browser must have JavaScript enabled.

To connect to the RDX QuikStation Remote Management Console:

1.

From a network host, type the RDX QuikStation IP address in a web

browser: http://<RDX QuikStation IP address>

Note: If your network runs DHCP, you can obtain the IP address from the RDX

PRODUCT MANUAL

QuikStation’s LCD panels.

Sign in to the Console. The default user name is Admin, and the default

password is Admin!.

Note: The default password is case sensitive.

Sign In to the RDX QuikStation ?

User Mame: Adrmin

Passwrard: | sessen |

The default password is Admin!

| Sign In {H']L

The Remote Management Console opens.

réX QUIKSTATION"

Welcome, ADMIN

|||||

smch

B e o QuaStaten sredhet meral.
| thyou are wing vpr wou
an DX device. Otherwtse, the

eject button wll praperhy.
! Download the Latest RO Uity Here,
! Current Selected Type
|| TD Storageltheary T34 (Two L70-3 drives and aight sots)
|
1 Dk Configuration
Tapr Canhguration
Disk Automatson Contiguration
Pape Automation { anfgueation
» =
0 e LT
Talie {Four LTO- o mght sk
Tigas feasiaacer {Crm T0-3 drove i mght ot
Hybeud Lonfguration

Go to the next section to configure your RDX QuikStation logical device

type and other settings.
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LOGICAL DEVICE TYPE

You can configure your RDX QuikStation in a variety of ways. Logical device
configurations are available for disk, tape, disk automation and tape
automation. For even greater flexibility, you can choose a hybrid configuration
of virtual tape library and disk.

For more information about best use for each logical device type, see
Chapter 5.

To configure the logical device type:

1. Select the device type from the dialog window that opens when you first
log on to the Remote Management Console.

Note: If you select the RDX Drive configuration, you must first install the RDX
Utility, which is available from a link in the Logical Device Type Settings
dialog window. The RDX drive is the recommended device type for disk
configurations. The removable disk device type is available for legacy
users.

Logical Device Type Settings

This action will eject all the cartridges in the RDX QuikStation and reskart the swstem. For more information
about logical device tyvpes, refer ko the RDX QuikStation product manual,

If you are using a device type with an RDX drive, such as the Disk Configuration option, you
must install RD¥ Utility on each Windows host attached to an RDX device. Otherwise, the
eject button will not work properly.

Download the latest RDX Utility Here.

Current Selected Type
TD StorageLibrary T24 (Two LTO-3 drives and eight slots)

Disk Configuration +
Tape Configuration +
Disk Automation Configuration +

Tape Automation Configuration =

(0 TD Storageloader LTO (One LTO-3 drive and eight slats)
() TD Staragelibrary T40+ (Faur LTO-3 drives and eighk slats)
() Tape Autoloader {One LTO-3 drive and eight slats)

Hybrid Configuration +

Cancel

2. Click (©K).
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SYSTEM SETTINGS

Refer to the table below to configure the following RDX QuikStation system
settings. For more information, see Chapter 4 on page 47.

Table 2-3 Recommended system settings

Setting

Purpose

Where to find

Date/Time

Set the date and time to your time
zone to receive accurate system
and troubleshooting information.
See “Setting Date and Time” on
page 49 for more information.

From the main menu
bar in the Remote
Management Console,
go to System Settings>
Date/Time.

Network

Information

Tandberg Data recommends that
you assign a static IP address to
prevent inadvertent IP address
changes of the iSCSI target.

You can also configure optional
DNS server addressing
information. See “Configuring
Network Information” on page 50
for more information.

From the main menu
bar in the Remote
Management Console,
go to System Settings>
Network.

The RDX QuikStation
will automatically
reboot after you have
made your network
changes.

Email Notification

A valid email address is needed for
logging, error reporting, and
password recovery. See “Setting
Email Notifications” on page 53 for
more information.

From the main menu
bar in the Remote
Management Console,
go to System Settings>
Notification.

User Management

As a best practice, change the
built-in administrator account
password. See “Editing a
password” on page 63 for more
information.

From the main menu
bar in the Remote
Management Console,
go to System
Settings>User.
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ISCSI CONFIGURATION

The data that you want to back up and restore is transferred from your host
computers to the RDX QuikStation via the iSCSI (Internet Small Computer
System Interface) protocol. In iSCSI terminology, a host computer is referred
to as an “initiator” and the storage device it connects to as the iSCSI “target.”

This chapter includes the following sections:

» iSCSI configuration overview .......... ... ... ... ... ... page 24
» Connecting to iSCSI targets without authentication .......... page 25
P Setting iSCSIsecurity ................. .. i page 33
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ISCSI CONFIGURATION OVERVIEW

Before you can begin to back up and restore data with the RDX QuikStation,
the host computers (initiators) must establish an iSCSI connection to the RDX
QuikStation’s storage targets.

To establish an iSCSI connection, you need to have iSCSI initiator software
installed on the host. Verify that the host computer OS has iSCSI initiator
software installed (see page 10).

Depending on how you configured the logical device type for the RDX
QuikStation in Chapter 2 (see page 21), you will have two to eight iSCSI
targets to connect.

Note: For more information about viewing iSCSI targets, see “iSCSI Device

P " .
Overview” on page 72.

You can configure iSCSI initiators with or without iSCSI security. The RDX
QuikStation supports one-way Challenge Handshake Authentication Protocol
(CHAP). CHAP is a protocol that is used to authenticate iSCSI connections and
is based upon the initiator and target sharing a secret (a security key that is
similar to a password).

With one-way CHAP authentication, the iSCSI target (storage device)
authenticates the initiator (host). The secret is set just for the target. All
initiators that want to access that target need to use the same secret to connect
to the target. For more information, see “Setting iSCSI Security” on page 33.

The following table describes iSCSI Management rules for the RDX
QuikStation.

Table 3-1 Remote Management Console iSCSI Management Rules

Logical Device type

iSCSI Management
Security

iSCSI Management Connection

Eight RDX drives?

Eight tape drives

You can add up to 10 initiator users
(CHAP authentication) or hosts (host
authentication) to each iSCSI target.

Disk autoloader

StorageLibrary T24 with two
LTO-3 tape drives

StorageLoader with one LTO-3
tape drive

StorageLibrary T40+ with four
LTO-3 tape drives

Tape autoloader with one LTO-3
tape drive

You can add up to 10 initiator users
(CHAP authentication) or hosts (host
authentication) to the library or
autoloader target. You cannot set security
on the drive target; the drive inherits
security from the library or autoloader.

One active host connection is
allowed for each iSCSI target.

Hybrid Configurations

For hybrid configurations, refer to iSCSI management rules for the given

logical device types.

@ The RDX drive is the recommended device type for disk configurations. The removable disk device type is available for legacy users.

PRODUCT MANUAL
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This section describes how to connect Windows, Linux, and Macintosh hosts
to RDX QuikStation iSCSI targets without authentication. If you plan on using
one-way CHAP authentication, follow the instructions in “Setting iSCSI
Security” on page 33.

» Connecting iSCSI Targets for Windows (page 25)
» Connecting iSCSI Targets for Linux (page 28)

» Connecting iSCSI Targets for Macintosh (page 30)

CONNECTING ISCSI TARGETS FOR WINDOWS

The following instructions describe how to connect your network host
computers in Windows Server 2008 R2. Your iSCSI initiator interface may
differ slightly depending on your Windows operating system.

To establish an iSCSI connection:
1. Open Microsoft iSCSI Initiator and click the Discovery tab.

2. Click (Discover Portal...). (Your version of iSCSI initiator may use depending
on your Windows OS.)

iSCE Initiatar Properties @

| Targels | Discovery | Havorite Targets | Wolumes and Devices | RADIUS I Conﬁgurationl

Targek portals

The system will look for Targets on Following portals:

Address Part Adapter IP address
To add a target portal, click Discover Portal, Discover Portal... k

To remove a karget portal, select the address abowve and

Femove
then click. Remawve,

iaMS servers

The system is registered on the Following iSNS servers:

[ I

The Discover Target Portal dialog window opens.
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Discover Target Portal @

Enter the IF address or DNS name and port number of the portal wou
wankt ko add,

To change the default settings of the discovery of the target portal, click
the Advanced butkan,

IP address or DMS name: Part: (Default is 3260,)

10,150,211 3260

[ a4 l[ Zancel ]

RDX QuikStation. Click (OK).

4. Click the Targets tab.

Depending on how you configured the logical device type for the

3. In the Discover Target Portal dialog window, type the IP address for the

QuikStation, you will see two to eight iSCSI targets. The screenshot below
depicts a TandbergData StorageLibrary T24 configuration. The three iSCSi

targets connect the library and two LTO-3 tape drives to the host.

iSCEl Initiator Properties @
[—

Targets |bisc0very I Favarite Targets I Yolumes and Devices I RADIUS I Configuration |

Quick Connect

To discover and log on to a target using a basic connection, tvpe the IP address or
DMS name of the target and then click Quick Connect,

Target: Quick Connect. ..
Discovered targets
Mame Status

iqn.2010-01.com. tandbergdata age, MAGHLINM ... Inactive
iqn.2010-01.com.tandbergdata: storage, MAGHUM-224-,,,  Inactive
iqn.2010-01.com.tandbergdata; skorage, MAGHNIM-224-,,,  Inactive

To connect using advanced options, select a target and then
click. Connect,

Conneck k

To completely disconnect a target, select the target and o mm—
then click, Disconnect.
For target properties, including configuration of sessions,

P ties...
select the target and click Properties. Lopernes

For configuration of devices associated with a target, select

Devices. ..
the target and then click Devices, iees

Mare about basic 15251 connections and targets

PRODUCT MANUAL

1019786



5. For each iSCSI target, complete the following steps:

a. SelectaniSCSIqualified name (IQN). Click (Connect). (Your version of iSCSI
initiator may use depending on your Windows OS.)

The Connect to Target dialog window opens.

Cannect To Target @

Targek name:

[10-01 . cam. tandbergdata

#Add this connection ko the list of Favorite Targets,

This will make the system automatically attempt ko restore the
conneckion every kime this computer reskarts,

["]Enable multi-path

o o

b. Select the “Add this connection to the list of Favorite Targets” checkbox.
Click (OK).

The RDX QuikStation’s iSCSI target should display as “connected” in
the Discovered Targets dialog window, as shown below.

i5CElInitiator Properties @

Targets | Discovery | Favorite Targets I Volumes and Devices I RADIUS I Configuration |
Quick Connect

To discover and log on o a target using a basic connection, tvpe the IP address or
DM3 name of the target and then click Quick Connect,

Targek: | GQuick Connect. ..

Discovered targets

Mame Skatus

iqn. 2010-01.com.tandbergdata: storage. MAGNUM-224-.,.  Connected
iqn. 2010-01.cam.tandbergdata: storage. MAGNUM-224-,,.  Connected
ign, 2010-01 .com.tandbergdata: skorage, MAGHNUM-224-,,,  Connected

| Important Before you shutdown or restart the RDX QuikStation for any

reason, Tandberg Data recommends that you disconnect all
iSCSI initiators.
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CONNECTING ISCSI TARGETS FOR LINUX

The following instructions describe how to connect iSCSI targets using Linux
Open-iSCSI Initiator. Open-iSCSI Initiator is available for Redhat Enterprise
Linux, CentOS, Fedora Linux, Debian, and Ubuntu operating systems. For
more information about using Open-iSCSI with your specific Linux operating
system, refer to your Linux distribution web site.

1.

28 PRODUCT MANUAL

Install Open-iSCSI initiator.

To install the iSCSI initiator, enter the following command:

# yum install iscsi-initiator-utils

For Ubuntu and Debian operating systems, enter the following command:
$ sudo apt-get install open-iscsi

Discover iSCSI Targets.

To discover the RDX QuikStation iSCSI targets, enter the following
command, replacing the variable RDX QuikStation IP address with the actual
IP address for your RDX QuikStation:

# 1scsiadm -m discovery -t sendtargets -p RDX QuikStation
ip address

Depending on how you configured the logical device type for the
QuikStation, you will see two to eight iSCSI targets.

Connect iSCSI targets.
To connect all discovered iSCSI targets, enter the following command:
# iscsiadm -m node -L all

To connect to an individual target, enter the following command, replacing
target 1QN name with the iSCSI qualified name (IQN) of the target and
replacing target portal with the RDX QuikStation IP Address:

# @scsiadm -m node -T target IQN name -p target portal --login

Once all iSCSI targets are connected, the initiator (Linux host) can use the
iSCSI disks as a normal disk. It appears under /dev/sdx devices and you can
format, mount iSCSI disks like a normal disk.
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Other “iscsiadm” commands you may need

1. Disconnect from an iSCSI target.

To disconnect from an iSCSI target, enter the following command, replacing
target 1QN name with the iSCSI qualified name (IQN) of the target and
replacing target portal with the RDX QuikStation IP Address:

# @scsiadm -m node -T target IQN name -p target portal —-logout

2. Delete an iSCSI target.

To delete a target, enter the following command, replacing target 1QN name
with the iSCSI qualified name (IQN) of the target:

# iscsiadm -m node -T target IQON name -0 delete

| Important Before you shutdown or restart the RDX QuikStation for any
reason, Tandberg Data recommends that you disconnect all
iSCSI initiators.
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CONNECTING ISCSI TARGETS FOR MACINTOSH

The following instructions describe how to connect your Macintosh host
computers using Atto Technology’s Xtend SAN iSCSI initiator. Xtend SAN is
compatible with Mac OS X 10.4.x and later. While we do not require you to use
Xtend SAN as your third-party Mac iSCSI initiator, we recommend that you
use an iSCSI initiator that has been tested or recommended for use with your
chosen backup application.

To establish an iSCSI connection:

1. Open Xtend SAN iSCSI Initiator. Click the Discover Targets tab, then click
CEEEa)

The following dialog window opens.

ANO ATTO iSCSI Mac Initiator--Xtend SAN
Hosts [ Initiator - Discover Targets ]
M Tandberg-Data-I1SVs-MacBook:
Discover Targets .&
Configure the static discovery.
Address:  10.1.50.211 2
Port: 3260
CHAP
Target User Name: ign.1995-12.com.attotech:xtendsan:ser.wg9:

Target Secret:
Mutual Authentication:
nitiator User Name

nitiator Secret

(Finish) (" cancel )

2. Inthe Address field, type the IP address for the RDX QuikStation. If you are
using a port number other than the default, type the number in the Port
field. Otherwise leave the default 3260 port number. Click (Finish).

The dialog window displays the discovered iSCSI targets. Depending on
how you configured the logical device type for the QuikStation, you will
see two to eightiSCSI targets. The screenshot below depicts a configuration
of eight removable disks.
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(" Discover by DNS/IP ) ( Discover by iSNS )

~Discovered Targets

ign.2010-01.com.tandbergdata:storage.rdx8-8.002590089%e6a
ign.2010-01.com.tandbergdata:storage.rdx7-7.00259008%e6a
ign.2010-01.com.tandbergdata:storage.rdx6-6.002590089%e6a
ign.2010-01.com.tandbergdata:storage.rdx5-5.002590089%e6a
ign.2010-01.com.tandbergdata:storage.rdx4-4.002590089%e6a
ign.2010-01.com.tandbergdata:storage.rdx3-3.002590089%e6a
iqn.2010-01.com.tandbergdata:storage.rdx2-2.002590089e6a
iqn.2010-01.com.tandbergdata:storage.rdx1-1.002590089e6a

(add ) ((Clear )

3. Highlight all the discovered targets and click (Add).

The targets are displayed in the left pane with a red icon, signifying that
they are not yet connected.

A4 Tandberg-Data-I1SVs-MacBook-Pro.local

& iqn.2010-01.com.tandbergdata:storage.rdx1-1.00259008¢ ( Discover by DNS/IP ) ( Discover by iSNS )
& ign.2010-01.com.tandbergdata:storage.rdx2-2.00259008!

& ign.2010-01.com.tandbergdata:storage.rdx3-3.00259008¢ ~Discovered Targets

& ign.2010-01.com.tandbergdata:storage.rdx4-4.00259008! ign.2010-01.com.tandbergdata:storage.rdx8-8.0025
@ ign.2010-01.com.tandbergdata:storage.rdx5-5.00259008! iqn.2010-01.com.tandbergdata:storage.rdx7-7.0025
& ign.2010-01.com.tandbergdata:storage.rdx6-6.00259008! ign.2010-01.com.tandbergdata:storage.rdx6-6.0025
& ign.2010-01.com.tandbergdata:storage.rdx7-7.00259008! iqn.2010-01.com.tandbergdata:storage.rdx5-5.0025
& iqn.2010-01.com.tandbergdata:storage.rdx8-8.00259008¢ iqn.2010-01.com.tandbergdata:storage.rdx4-4.0023

ign.2010-01.com.tandbergdata:storage.rdx3-3.0025
ign.2010-01.com.tandbergdata:storage.rdx2-2.0025
ign.2010-01.com.tandbergdata:storage.rdx1-1.0025

—_———————

(add ) ( Clear )
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4. For each iSCSI target, complete the following steps to connect the target:

a. Select an iSCSI qualified name (IQN) from the left pane.

The target’s port information opens in the center pane.

[Setup | Status = LUNs !

Name: ign.2010-01.com.tandbergdata:storage.rdx1-1.002590089%e6a
Alias:

Ports
Network Node Visible Auto Login

b. Select the “Visible” checkbox and the “Auto Login” checkbox.

c. Click the Status tab.

The target’s connection status is displayed.

| Setup - Status @ LUNs 1

Name: ign.2010-01.com.tandbergdata:storage.rdx1-1.002590089%e6a
Alias:

Ports
Network Node Status Auto Login

10.1.50.211:3260

d. Select the Network Node and click (Login).

e. TheiSCSI targets will display with a green icon when they are connected
to the RDX QuikStation, as shown below.

| anon ATTO iSCSI Mac Initiator--Xtend SAN
Hosts
v Kl Tandberg-Data-I5Vs-MacBook-Pro.local

[ Setup ~ Status| LUNs !

ign.2010-01.com.tandbergdata:storage.rdx7-7.
iqn.2010-01.com.tandbergdata:storage.rdx8-8.

€ ign.2010-01.com.tandbergdata:storage.rdx1-1, Name: ign.2010-01.com.tandbergdata:storage.rdx3-3.002590089¢e6a

€ ign.2010-01.com.tandbergdata:storage.rdx2-2, P

L5Riqn.2010-01.com.tandbergdata:storage.rdx3-3

& ign.2010-01.com.tandbergdata:storage.rdx4-4, Ports

& ign.2010-01.com.tandbergdata:storage.rdx5-5. Network Node Status Auto Login

& ign.2010-01.com.tandbergdata:storage.rdx6-6. 10.1.50.211:3260
L)

L)

| Important Before you shutdown or restart the RDX QuikStation for any
reason, Tandberg Data recommends that you disconnect all
iSCSI initiators.
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SETTING ISCSI SECURITY

The RDX QuikStation allows you to set iSCSI security in one of the following

ways

Security Type Description

CHAP CHAP is a protocol that is used to authenticate iSCSI
Authentication connections and is based upon the initiator and target

sharing a secret (a security key that is similar to a
password). You can add up to 10 initiator users (hosts) per
iSCSI target®. However, for removable disk configurations,
only one initiator can be actively connected to the disk
target. For virtual library configurations, only one initiator
can be actively connected to a logical tape drive.

Host Authentication |Only the hosts that you specify for an iSCSI target will be
allowed to connect to the target. Without host
authentication, any network host can connect to the iSCSI
target. You can add up to 10 hosts per iSCSI target*.
However, for all logical device configurations, only one
initiator can be actively connected to the disk target.

2 For library and autoloader configurations, you set iSCSI security for the library/autoloader only, not for the
individual tape or RDX drives; the drives inherit the security setting from the library/autoloader.

| Important Asa best practice, set iSCSI security in the RDX QuikStation

Remote Management Console first. Then, using the host’s iSCSI
initiator software, connect the host to your iSCSI targets on the
RDX QuikStation.

If you do not set security in the Remote Management Console first,
any previously connected hosts will remain connected to the RDX
QuikStation regardless of the security you set.

This section covers the following topics:
b Setting iSCSI Security in the Remote Management Console (page 34)
» Connecting iSCSI targets with CHAP for Windows (page 37)
» Connecting iSCSI targets with CHAP for Linux (page 40)

» Connecting iSCSI targets with CHAP for Macintosh (page 42)
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SETTING ISCSI SECURITY IN THE REMOTE MANAGEMENT CONSOLE

To set iSCSI security:

1.

Sign in to the RDX QuikStation Remote Management Console (see

page 20).

Click the Logical Device tab, then select the iSCSI target from the tree view

in the left pane.

=] Physical Device

& Convert Device Type

4@ iSCSI Devices
| Disk Drivel {Dock0l)
| Disk Drivez {Dock02)
| Disk Drive3 (Dock03)
| Disk Drived {Dock0d)
= Disk DriveS (Dock0s)
| Disk Drive6 {Dock0g)
wi Disk Drive? (Dockd?)
| Disk Drived {Dock0s)

i= Logical Device

[Z] Properties

Mame
Vendor
Product
Revision
Serial Humber
ISCSI Hame
Target ID/LUN
Status
Media Label

Media State

7

\Eil'--\

Connection Security

Walue

TAMDBERG

RD¥

0083

PLO0OOOSS005

ign 201 0-01 .com tandbergdata: storage rox1 -1 00259008
10

Good

Disk1

Logded

4 *
3. Click the Security tab.
» To set CHAP authentication, see page 35.
» To set host authentication, see page 36.
1019786
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Enabling CHAP Authentication
To add CHAP users (hosts) to an iSCSI target:

1.

3.

5.

From the Security tab dialog window, make sure the CHAP Authentication
option is shown in the pulldown window.

Click (+Add).

4 Qy i=CSI Devices ﬁ’ Properties v#’ Connection Security
| Disk Drivel (DockOl)
w|Disk Drivez (Dockn2)
w|Disk Drived (Dock03) Allowed Lser
= Disk Drived (Dockod)
wi Disk Drives (Dock0s)
| Disk Drives (DockOs)
| Disk Drive? (Dockd?)
=\ Disk Drived (Dock0a)

Type: | CHAP Authertication | v -+ A=)

The Add iSCSI User dialog box opens.

Add i5C51 User *®

User Mame:
Secret Key:

Werify Secret Key:

Close

In the User Name field, enter the host initiator name. By default, this is the
host IQN name, which you can find from your iSCSI host initiator software
application.

Note: You can create a unique user name in this field. If you do so, you must
also change the default host initiator name in your host iSCSI initiator
software to match this name.

Type the CHAP secret. The secret must be 12 to 16 characters long. You can
use any combination of letters, numbers, and the following special
characters: -,|(@#$% ™ &* .

Type the CHAP secret again to verify. Click (Add).
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Enabling Host Authentication

To add hosts that will be allowed to connect to an iSCSI target:

1.

PRODUCT MANUAL

From the Security tab dialog window, select Host Authentication from the

pulldown window.

Click (+Add).

4@ iSCSI Devices
| Disk Drivel {(Dock01)
=~ Disk Drivez (Dock0z2)
| Disk Drive3 (Dock03)
i Disk Drived (Daock0d)
| Disk Drives (Dockds)
| Disk Drive6 (Dockdg)
| Disk Drive? (Dockd7)
| Disk Drived (Dock0g)

] Properties ¥ cConnection Security
Type: | Host Authertication . @ || &
Allowwed Host {b

The Add iSCSI Host dialog box opens.

Add iSCSI Host

Host TP Address:

Close

Type the IP address for the network host.

Click (Add).
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CONNECTING ISCSI TARGETS WITH CHAP FOR WINDOWS

The following instructions describe how to connect your network host
computers in Windows Server 2008 R2. Your iSCSI initiator interface may

differ slightly depending on your Windows operating system.

To establish an iSCSI connection with CHAP enabled:

1. Open Microsoft iSCSI Initiator and click the Discovery tab.

2. Click (Discover Portal...). (Your version of iSCSI initiator may use depending

on your Windows OS.)

ISCSl Initiatar Properties

[

Target portals

The systerm will look For Targets on Fallowing portals:

—
Targels | Discovery | Flavorite Targets | Wolumes and Devices | RADILS I Configurationl
I |

Address Port Adapter

IP address

To add a target portal, click Discover Portal,

To remove a target portal, select the address above and
then click Remove,

i5MS servers

The swstem is registered on the Following iSKS servers:

Discover Portal... k

Remave

[eeee

The Discover Target Portal dialog window opens.

Discover Target Portal

wank ko add,

the Advanced butkan,

10.1.50.211 3260

Enter the IP address or DS name and port number of the portal vou

To change the defaulk settings of the discowvery of the target portal, click

IP address or DMS name:; Port: (Default is 3260.)

=

o) Cam )

3. In the Discover Target Portal dialog window, type the IP address for the

RDX QuikStation. Click (OK).

4. Click the Targets tab.
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Depending on how you configured the logical device type for the
QuikStation, you will see two to eight iSCSI targets. The screenshot below
depicts a TandbergData StorageLibrary T24 configuration. The three iSCSi
targets connect the library and two LTO-3 tape drives to the host.

iSC Sl Initiator Properties @
— 1]

Targets |biscoverv I Favorite Targets I YYolumes and Devices I RADILS I Configuration |
Quick Connect

To discover and log on ko a target using a basic connection, tvpe the IP address or
DMS name of the target and then click Quick Connect,

Target: Quick Connect. ..

Discovered targets

Mame Status

iqr.2010-01. com. tandbergdata age. MaGNLU ... Inactive
iqn.2010-01.com.tandbergdata; skorage MAGHUM-224-,,,  Inactive

iqn.2010-01.com.tandbergdata:storage, MAGHUM-224-,,,  Inactive

To connect using advanced options, select a target and then
click Connect. k‘

To completely disconnect a target, select the target and
then click Disconmect.

Disconnect

For target properties, including configuration of sessions,

P ties...
select the target and click Properties. LoRCRICS

For configuration of devices associated with a target, select

Devices. ..
the target and then click Devices,

5. For each iSCSI target, complete the following steps:

a. SelectaniSCSI qualified name (IQN). Click (Connect). (Your version of iSCSI
initiator may use depending on your Windows OS.)

The Connect to Target dialog window opens.

Connect To Target slwlolr]|e “EI

Target name:
10-01.com. tandbergdata: storage MAGHNUM-224- 1, 002590059E 64
[¥] Add this connection ko the lisk of Favorite Targets.
This will rnake the systemn automnatically attempt bo restore the

connection every time this computer restarts,

"] Enable mulki-path

Advanced, oK
== |

Cancel ]

b. Select the “Add this connection to the list of Favorite Targets” checkbox.
Click (ASvarced.)
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The Advanced Settings dialog window opens.

Advanced Settings IEI
General | Ipsec

Conneck using

Local adapter: ’Default v]
Initiator IP: [Defautt -
Target portal IP: ’Default v]

CRC J Checksurn
[ Data digest [ Header digest

[¥]Enable CHAP log on
~ CHAP Log on nformation

CHAP helps ensure connection security by providing authentication between a target and
an initiatar,

To use, specify the same name and CHAP secret that was configured on the target for this
initiator, The name will default to the Initiator Mame of the system unless another name is

specified.
Marne: iqn. 1991-05, com, microsoft:isvlab-isvlab
Target secret: ssssssessnes

"] Perform mutual authentication

To use rutual CHAP, either specify an initiakor secret on the Configuration page or use
RACIUS,

[T]Use RADIUS ko generate user authentication credentials

[T]Use RADIUS ko authenticate target credentials

[ QK ] [ Cancel Apply

c. Select the “Enable CHAP log on” checkbox.

d. Type the target secret. This secret must match the CHAP secret that was
set in the RDX QuikStation Remote Management Console for this
particular iSCSI target.

Note: The host initiator name, which is displayed above the target secret in
the Advanced Settings dialog, must match the initiator user name that
is specified in the Remote Management Console.

e. Click (9K), then click again in the Connect to Target dialog window.

The RDX QuikStation’s iSCSI target should display as “connected” in
the Discovered Targets dialog window, as shown below.
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i5CElInitiator Properties @

Targets | Discovery | Favorite Targets | Yolurmes and Devices | RADIUS | Configuration
Quick Connect

To discover and log on o a target using a basic connection, tvpe the IP address or
DM3 name of the target and then click Quick Connect,

Targek: | GQuick Connect. ..
Discovered targets
Refresh
Mame Skatus

iqn. 2010-01.com.tandbergdata: storage. MAGNUM-224-.,.  Connected
iqn. 2010-01.cam.tandbergdata: storage. MAGNUM-224-,,.  Connected
ign, 2010-01 .com.tandbergdata: skorage, MAGHNUM-224-,,,  Connected

Important Before you shutdown or restart the RDX QuikStation for any

reason, Tandberg Data recommends that you disconnect all
iSCSI initiators.

CONNECTING ISCSI TARGETS WITH CHAP FOR LINUX

The following instructions describe how to connect iSCSI targets with CHAP
authentication using Linux Open-iSCSI Initiator. Open-iSCSI Initiator is
available for Redhat Enterprise Linux, CentOS, Fedora Linux, Debian, and
Ubuntu operating systems. For more information about using Open-iSCSI
with your specific Linux operating system, refer to your Linux distribution
web site.

1.

40 PRODUCT MANUAL

Install Open-iSCSI initiator.

To install the iSCSI initiator, enter the following command:

# yum install iscsi-initiator-utils

For Ubuntu and Debian operating systems, enter the following command:
$ sudo apt-get install open-iscsi

Configure CHAP authentication.

a. Open the iscsid.conf file using a vi text editor with the following
command:

# vi /etc/iscsi/iscsid.conf

b. Set the authmethod to CHAP by replacing None with CHAP so that the
following line reads:

""node.session.auth.authmethod = CHAP"

1019786



c. Setthe host initiator user name and CHAP password by uncommenting
the following lines and replacing the variables with the actual host
initiator name and password needed to connect to the iSCSI target.

#node.session.auth.username = (host initiator name)

#node.session.auth.password (CHAP password)

#discovery.sendtargets.auth.username
initiator name)

(host

#discovery.sendtargets.auth.password = (CHAP
password)

d. Restart the iSCSI service by entering the following command:
# /etc/init.d/iscsi start

3. Discover iSCSI Targets.

To discover the RDX QuikStation iSCSI targets, enter the following
command, replacing the variable RDX QuikStation IP address with the actual
IP address for your RDX QuikStation:

# iscsiadm -m discovery -t sendtargets -p RDX QuikStation
ip address

Depending on how you configured the logical device type for the RDX
QuikStation, you will see two to eight iSCSI targets.

4. Connect iSCSI targets.

To connect all discovered iSCSI targets, enter the following command:
# iscsiadm -m node -L all

To connect to an individual target, enter the following command, replacing
target 1QN name with the iSCSI qualified name (IQN) of the target and
replacing target portal with the RDX QuikStation IP Address:

# iscsiadm -m node -T target IQN name -p target portal --login

Once all iSCSI targets are connected, the initiator (Linux host) can use the
iSCSI disks as a normal disk. It appears under /dev/sdx devices and you can
format, mount iSCSI disks like a normal disk.

| Important Before you shutdown or restart the RDX QuikStation for any
reason, Tandberg Data recommends that you disconnect all
iSCSI initiators.
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CONNECTING ISCSI TARGETS WITH CHAP FOR MACINTOSH

The following instructions describe how to connect your Macintosh host
computers with CHAP authentication using Atto Technology’s Xtend SAN
iSCSI initiator. Xtend SAN is compatible with Mac OS X 10.4.x and later. While
we do not require you to use Xtend SAN as your third-party Mac iSCSI
initiator, we recommend that you use an iSCSI initiator that has been tested or
recommended for use with your chosen backup application.

To establish a secure iSCSI connection:

1. Open Xtend SAN iSCSI Initiator. Click the Discover Targets tab, then click
CEEEI)

The following dialog window opens.

ANO ATTO iSCSI Mac Initiator--Xtend SAN
Hosts [ Initiator - Discover Targets ]
M Tandberg-Data-I1SVs-MacBook:
Discover Targets &
Configure the static discovery.
Address:  10.1.50.211 2
Port: 3260
CHAP
Target User Name: ign.1995-12.com.attotech:xtendsan:ser.wg9:

Target Secret:
Mutual Authentication:
nitiator User Name

nitiator Secret

(Finish) (" cancel )

2. Inthe Address field, type the IP address for the RDX QuikStation. If you are
using a port number other than the default, type the number in the Port
field. Otherwise leave the default 3260 port number. Click (Finish).

The dialog window displays the discovered iSCSI targets. Depending on
how you configured the logical device type for the QuikStation, you will
see two to eightiSCSI targets. The screenshot below depicts a configuration
of eight removable disks.
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(" Discover by DNS/IP ) ( Discover by iSNS )

~Discovered Targets

ign.2010-01.com.tandbergdata:storage.rdx8-8.002590089%e6a
ign.2010-01.com.tandbergdata:storage.rdx7-7.00259008%e6a
ign.2010-01.com.tandbergdata:storage.rdx6-6.002590089%e6a
ign.2010-01.com.tandbergdata:storage.rdx5-5.002590089%e6a
ign.2010-01.com.tandbergdata:storage.rdx4-4.002590089%e6a
ign.2010-01.com.tandbergdata:storage.rdx3-3.002590089%e6a
iqn.2010-01.com.tandbergdata:storage.rdx2-2.002590089e6a
iqn.2010-01.com.tandbergdata:storage.rdx1-1.002590089e6a

(add ) ((Clear )

3. Highlight all the discovered targets and click (Add).

The targets are displayed in the left pane with a red icon, signifying that
they are not yet connected.

A4 Tandberg-Data-I1SVs-MacBook-Pro.local

& iqn.2010-01.com.tandbergdata:storage.rdx1-1.00259008¢ ( Discover by DNS/IP ) ( Discover by iSNS )
& ign.2010-01.com.tandbergdata:storage.rdx2-2.00259008!

& ign.2010-01.com.tandbergdata:storage.rdx3-3.00259008¢ ~Discovered Targets

& ign.2010-01.com.tandbergdata:storage.rdx4-4.00259008! ign.2010-01.com.tandbergdata:storage.rdx8-8.0025
@ ign.2010-01.com.tandbergdata:storage.rdx5-5.00259008! iqn.2010-01.com.tandbergdata:storage.rdx7-7.0025
& ign.2010-01.com.tandbergdata:storage.rdx6-6.00259008! ign.2010-01.com.tandbergdata:storage.rdx6-6.0025
& ign.2010-01.com.tandbergdata:storage.rdx7-7.00259008! iqn.2010-01.com.tandbergdata:storage.rdx5-5.0025
& iqn.2010-01.com.tandbergdata:storage.rdx8-8.00259008¢ iqn.2010-01.com.tandbergdata:storage.rdx4-4.0023

ign.2010-01.com.tandbergdata:storage.rdx3-3.0025
ign.2010-01.com.tandbergdata:storage.rdx2-2.0025
ign.2010-01.com.tandbergdata:storage.rdx1-1.0025

—_———————

(add ) ( Clear )
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4. For each iSCSI target, complete the following steps to connect the target:

a. Select an iSCSI qualified name (IQN) from the left pane.

The target’s port information opens in the center pane.

[Setup | Status = LUNs !

Name: ign.2010-01.com.tandbergdata:storage.rdx1-1.002590089%e6a
Alias:

Ports
Network Node Visible Auto Login

b. Select the “Visible” checkbox and the “Auto Login” checkbox.

c. Click [Sscury).

The Configure Security dialog window opens.

8.0 Configure Security

~CHAP-

Target User Name: ign.1995-12.com.attotech:xtendsan:ser.wg9394wabbd

Target Secret: |

Mutual Authentication: [ |

Initiator User Name

Initiator Secrat

( Cancel ) € 0k )

d. Type the target secret. This secret must match the CHAP secret that was
set in the RDX QuikStation Remote Management Console for this
particular iSCSI target.

Note: The target user name (the host’s IQN name), must match the user
name that is specified in the iSCSI Management settings of the
Remote Management Console.

e. Click (0k).
f. Click the Status tab.

The target’s connection status is displayed.
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[ Setup ~ Status LUNs 1

Name: ign.2010-01.com.tandbergdata:storage.rdx1-1.002590089¢e6a
Alias:

Ports

Network Node Status Auto Login

10.1.50.211:3260

g. Select the Network Node and click (Login).

The iSCSI targets will display with a green icon when they are connected
to the RDX QuikStation, as shown below.

.YaXe) ATTO iSCSI Mac Initiator--Xtend SAN

Hosts [ Setup ~Status— LUNs |
v &l Tandberg-Data-IsVs-MacBook-Pro.local

iqn.2010-01.com.tandbergdata:storage.rdx7-7.
ign.2010-01.com.tandbergdata:storage.rdx8-8.

€ ign.2010-01.com.tandbergdata:storage.rdx1-1. Name: ign.2010-01.com.tandbergdata:storage.rdx3-3.002590089¢e6a

€ ign.2010-01.com.tandbergdata:storage.rdx2-2. Alis:

L=0iqn.2010-01.com.tandbergdata:storage.rdx3-3

& ign.2010-01.com.tandbergdata:storage.rdx4-4. Ports

& ign.2010-01.com.tandbergdata:storage.rdx5-5. Network Node Status Auto Login

& iqn.2010-01.com.tandbergdata:storage.rdx6-6. 10.1.50.211:3260
8 !

L

| Important Before you shutdown or restart the RDX QuikStation for any
reason, Tandberg Data recommends that you disconnect all
iSCSI initiators.
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SYSTEM CONFIGURATION

This chapter describes the RDX QuikStation system settings that a user with
administrator privileges can view and modify.

The chapter includes the following sections:

P System settingsoverview.......... ... ... ... oL page 48
P Settingdateand time ........... ... ... .. o ool page 49
» Configuring network information ....................... ... page 50
b Setting email notifications ........... ... .. o o o ool page 53
b Setting RDX QuikStation options........................ ... page 54
P Managing user groups .. ........ouuuiineriiiiiiia page 60
» Recovering the built-in administrator password .............. page 64
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SYSTEM SETTINGS OVERVIEW

As a user with administrator permissions, the following functions are available
for you to view and modify from the Remote Management Console’s System
Settings menu.

Table 4-1 RDX QuikStation System Settings

System Setting Menu

Name Description

Date and Time Allows you to set the date and time for the RDX
QuikStation (see page 49).

Network Information | Allows you to modify the RDX QuikStation name,
assign a static IP address, configure DNS server
addressing information, and set a port bonding mode
(see page 50).

Notification Allows you to specify email addresses where messages
for error reporting and password recovery are sent,
enable SNMP authentication, and customize email
sender and subject line text (see page 53).

User Management Allows an administrator to add, remove, and edit users
that are allowed access to the RDX QuikStation Remote
Management Console (see page 60).

Convert Device Type | Allows you to change the logical device type for the
RDX QuikStation.

For more information about logical device types, see
Chapter 5.

Note: If you change from a virtual library configuration
to a removable disk configuration, you will need to
reformat the RDX cartridges (see page 86).

Important: If you convert the logical device type, make
sure there are no active host connections to the iSCSI
targets before doing so.

Options The Options dialog window is divided into four tabs:
System, Removable Disk, Automation, and
Diagnostics. See “Setting RDX QuikStation Options” on
page 54 for more information.
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SETTING DATE AND TIME
Note: You must have administrator privileges to set the date and time.
To set the date the time and time for your RDX QuikStation:

1. From the Remote Management Console main menu,
select System Settings > Date/Time.

| o7 System Settings = | fi' System Maintenance ~ | & Refresh E, Sign

[ Dpaterime

&

Matification

| Metweork

L
__@ User Management

m  Convert Device Type

S Optionz

The Date/Time Settings dialog window opens.

Date; Time Settings %
Tirme Zone: America/Dervver e
Systemn Date: 09f16/2011 |
System Time: 11 %5 %

[Jkeep syncronized with an internet time server (NTP)

Upciste Close

2. Choose one of the following options:

» Modify the time zone, system date, and system time fields. Click (Update).

b Select the “Keep synchronized with an internet time server (NTP)”
checkbox. Type the NTP server IPv4 address or fully qualified domain
name in the Time Server field. Select your time zone. Click (Update)._

Note: At least one city from every time zone region is listed. If you do not
see your city listed in the pull-down menu, look for another city that is
in the same time zone as your city. For example, “America/Los
Angeles” represents the Pacific time zone.
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CONFIGURING NETWORK INFORMATION

50

Note: You must have administrator privileges to configure network information.

To configure network information for the RDX QuikStation:

1.

PRODUCT MANUAL

From the Remote Management Console main menu,

select System Settings > Network.

|27 System Settings ~ | f System Maintenance = | W0 Refresh ESign

[ Dateime

1 Metwork

Ly Motification
_@d U=zer hanagement
m  Convert Device Type

S Options

The Network Settings dialog window opens.

MNetwork Settings ¥

Basic Advanced

Host Name: Q59890

Search Domain: dornain.mycampany.com

() Ohtain IP address automatically (DHCP)
() Use the folowing IP address

IP Address: 10.1.50.211
Subnet Mask: 255,255,255.0
Default Gateway: 10.1.50,254
Prirmary DMS: 10.1.10.1
Secondary DMS: 10.1.10.2
Change\_[t9 Reset Cloze

Modify the host name if desired. The default RDX QuikStation host name

uses “QS” and the last four digits of the unit’s serial number.

Add or modify the search domain (DNS lookup domain). This field is

optional.

Choose to either obtain network addressing automatically via DHCP or set
static addressing information. Tandberg Data recommends you set a static

IP address to prevent inadvertent address changes.

Note: If you are setting static network information, the default gateway is an

optional field.

Enter a primary and secondary DNS server address. These fields are

optional.
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6. Select an ethernet port configuration. By default, the port setting is set for
Active Backup, or Failover. In most cases, this default setting will suffice for
your network environment. See Configuring Advanced Network Settings
in the section below for more information.

7. Click (Changs).

CONFIGURING ADVANCED NETWORK SETTINGS

The Advanced tab section of the Network Settings dialog window displays
MAC address and link speed information and also provides port configuration
options (see Table 4-2 on page 52).

Network Settings ¥

Basic Advanced

MAC Address(D); 00:25:90:08:9e:6b
MaC Address(1);  00:25:90:08:9e:6a
Lirk Speed: 1Ghps

Port Configuration

MNote: Refer to the product manual for a detailed
description of available options.

Active Backup (Failover) w7

Change Reset Cloze

To change the port configuration:

1. Select the port configuration from the pulldown menu.

2. Click [Changs).
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Port Configuration Options

The RDX QuikStation has two Gigabit Ethernet ports to provide failover
protection and high availability network connectivity. In network
environments, it is a common practice to configure two or more external ports
as a single, logical, bonded port using an industry standard feature called Link
Aggregation, also known as port bonding or port trunking.

The behavior of the logically-bonded ports depends upon the mode. For the
RDX QuikStation, you can configure port bonding for either active
backup/failover or adaptive load balancing.

The following table describes the two port bonding modes that are available in
the RDX QuikStation.

Table 4-2 Port bonding options

Port bonding mode Description

Active-backup (failover) | The Active-backup or failover mode is the default
configuration for the RDX QuikStation. This mode
uses one port (adapter) and will only switch to the
other port if the active port fails.

Adaptive load balancing | Adaptive Load Balancing provides load balancing of
(balance-alb) transmit and receive traffic. It also provides automatic
failover if one cable fails. This option works with any
switch and is best used in a multi-disk environment
that has multiple iSCSI host connections. You might
consider using this option if you have configured
your RDX QuikStation as eight RDX drives, and you
are using most or all of the eight iSCSI disk targets.
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SETTING EMAIL NOTIFICATIONS

OCTOBER 2011

Note: You must have administrator privileges to set email notifications.

The Notifications Settings dialog window consists of three tabs: basic,
authentication, and customization. The authentication tab allows you to add a
user name and password for SMTP authentication, if your email server
requires it. The Customization tab allows you to define the “From” email
address and the subject text for email messages that are sent by the RDX
QuikStation.

SETTING BASIC EMAIL NOTIFICATION

1. From the Remote Management Console main menu,
select System Settings > Notification.

| wo@ System Settings ~ | fﬁ System Mairtenance ~ | ¥ Refresh E Sign «

[*] DateTime
A Metwork
gl Motification
__@ =zer Management

m  Convert Device Type

A& Options

2. Type one or two valid email addresses in the email recipient fields. The RDX
QuikStation will send any system error messages, such as a fan failure or an
RDX dock failure, to the addresses that you specify. The RDX QuikStation
will also send any password recovery requests to these addresses.

3. Enter a fully-qualified email server domain name. For example,

mailhost.mycompany.com. You can also enter a valid IPv4 address. For
example, 192.168.1.101.

4. If your email server uses SSL/TSL, select the checkbox to enable it.

5. Click (Changs).

SETTING SMTP AUTHENTICATION
1. Click the Authentication tab from the Notification Settings dialog window.

2. Type the SMTP user name and password for your email server.

3. Select the authentication method from the pulldown menu - either “plain”
or “CRAM-MD?5.”

4. Click (Changs).
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CUSTOMIZING EMAIL SUBJECT AND “FROM” ADDRESS
1. Click the Customization tab from the Notification Settings dialog window.

2. Type your desired “From” email address using standard email format, such
as “myQuikStation@mycompany.com.” The “From” email text does not
need to be a valid email address.

3. Ifdesired, type a custom subject text. This text will be used in all emails that
are generated by your RDX QuikStation.

4. Click (Changs),

SETTING RDX QUIKSTATION OPTIONS

The Options dialog window is divided into four tabs: System, Removable
Disk, Automation, and Diagnostics.

Refer to the table below for information about each tab.

Table 4-3 RDX QuikStation option settings

Tab Option Description

System Automatic Allows you to turn off the option to automatically check
Firmware Updates | for firmware updates when you log into the Remote
Management Console.

LCD Language Allows you customize the language that is displayed in the
RDX QuikStation’s LCD panels. The language options are
English, French, German, or Spanish.

Removable Disk | Unsafe Eject Allows you to enable the “Unsafe Eject” mode for RDX
cartridges that have an established host connection (see
page 56).

Automation Auto-insert Allows you to control how the RDX QuikStation handles
(import/export tape library import/export slot functionality (see page 57).
functionality)

Diagnostics Log Level Allows you to change the log level from Normal to Detail
or Extend. Tandberg Data recommends you only change
the log level if you are instructed to do so by Tandberg
Data Technical Support.

Note: If you change the log level, the system will default
to “normal” once the Management Console browser
session is closed.

Remote Access Allows you to control remote access to the RDX
QuikStation via SSH (Secure Shell). The default setting
disables SSH remote access.

To access the Options dialog window:
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» From the Remote Management Console main menu,

select System Settings > Options.

| e System Settings ~ | g’{ Syatem Mairtenance = | ) Refresh ESign

[ DateTime

L Metwork

Ly Motification

_'gl Uzer Management

m  Convert Device Type

& Options

The Options dialog window opens with the System tab selected.

Options

System Remaowable Disk || Automation Diagnoskics

Firmware Update Check Option

Check firrmware update autamatically

LCD Language

Change LCD panel language setting.

== English b

Ok

Cancel
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SETTING REMOVABLE DIsK OPTIONS
Note: The removable disk option only applies to disk configurations.

You can enable the “Unsafe Eject” mode for RDX cartridges that have an
established host connection.

By default, when an RDX dock is configured as a logical disk drive that is
connected to a host computer, you cannot manually eject the cartridge using
the RDX dock eject button or from using the eject function in the Remote
Management Console. This is because the connected host computer's
operating system has reserved the cartridge.

Enabling the unsafe eject option allows you to override the default and
manually eject an RDX cartridge. This option is not recommended because
you could potentially lose data on the RDX cartridge if you use unsafe eject.
We recommend that you eject the cartridge from your backup software
application or from the host computer's eject function.

To enable Unsafe Eject:

1. Click the Removable Disk tab from the Options dialog window.

Options ®

System Removable Disk | Automation Diagnostics

Unsafe Eject Button Option

By default, when an ROX dock is configured as a logical disk drive that is
connected to a host computer, you cannot manually eject the cartridge
using the ROD¥ dock eject button, This is because the connected host
compuUter's operating systern has reserved the cartridge.

Enabling the unsafe eject option allows you to override the default and
manually eject an RDX cartridge. This option is not recommended because
you could potentially lose data on the RO cartridge if you use unsafe eject,
wWe recommend that you eject the cartridge from your backup software
application or frorm the host computer's eject function,

Mote: This option applies to all eight eject buttons.

[ Enable Unsafe Eject

OK Cancel

2. Select the “Enable Unsafe Eject” checkbox.

3. Click (oK)
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SETTING THE AUTO-INSERT OPTION

The auto-insert option controls how the RDX QuikStation handles tape library
import/export slot functionality.

The following table describes RDX QuikStation behavior when this option is
turned off and when it’s turned on.

Table 4-4 Auto-insert (I/E port behavior) option settings

Auto-insert
option setting

Behavior

OFF

When a single RDX cartridge is inserted into any dock, it will be
mounted into the virtual IE port, awaiting an import command
from your backup software. When multiple cartridges are
inserted, the first cartridge that is detected by the library will be
mounted to the virtual [E port. The remaining inserted cartridges
will not display in the Remote Management Console until you
import them one at a time via your backup software application
(see Figure 4-1 and Figure 4-2).

Note: Refer to your backup software documentation for tape
library import/export commands and recommended use.

ON
(Default)

When one or more RDX cartridges are inserted, the RDX
QuikStation automatically moves them into an available logical
slot (see Figure 4-3 and Figure 4-4).

The auto-insert option eliminates the need to use your backup
software to import each inserted cartridge. If the slot
corresponding to the physical dock is available, that slot will be
used by the RDX QuikStation.

However, you can still perform an export from the backup
application to eject the media from a slot and physical dock.
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To change the auto-insert option:

1. Click the Automation tab from the Options dialog window.

Options ®

System Removable Disk. || Automation Diagnostics

Auto-Insert option {IE)

() OFF: Library has full Import/Expart slot functionality, If this option is selected,
wou must import or move each cartridge to a logical slot by impaorting each
cartridge manually via your backup software application, YWhen a single cartridge
is inserted, it will be mounted into the virtual IE slot., YWhen multiple cartridges
are inserted, each cartridge must be imported one at a time.

(%) OM: Library only has Expart slot functionality, When one or more cartridges
are inserted, the library autornatically mounts them into an avalable logical slot.
This option eliminates the need to manually import each inserted cartridge via
your backup software application. However, an export from the backup
application can stil be used to eject the media from a slot and physical dock,

OK Cancel

2. Select your desired setting. Click (OK).

Note: The default is the “On” setting. See Table 4-4.

m Convert Device Type mee Media | A
4@ i5CSI Devices [=] Properties
4B storagelibrary T40
Tape Drivel e ke
Tape DriveZ Element Address M3
Tape Drive3 Media Label EO1391L3
Tape Drived Media Usage 0.E2ME0GE [0.4%)

B8 1E Fort (Dockos)
4 ﬁTape Slots
slot1
Slotz
slot3
Slotd
Slots
slote
slot?
Slota

Figure 4-1 A logical view of a tape library with the auto-insert option turned OFF.
Note that only the IE Port displays as populated until you import the
other cartridges one at a time with your backup software.
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= Physical Device

4@ Q59890
= Dpck01 (7A007AL3)
. 0ock0z (127BRILI)
. Dock03 (GONOKALS)
= Dyck04 (FAD0EALS)
. Dock0S (B25CSWLI)
D)ook (E01391L3)
= Dock07 (766906L3)
. Dock0s (585189L3)

l 1= Logical Device

] Dock 06 Properties

Name
Dock Status
Dock LCD Text
Dock FW Rev
Cartridge Status
Cartridge Serial Humber
Cartridge Label
Cartridge Capacity
Cartridge Temp{C)
Write Protected

£ Fect | “Erase | 4" Clone | (24 Test

Walle

Good
BO1391L3
0063

oo
559900601391
BO01391L3
160GE

22C degrees
Mot protected

Figure 4-2 A physical view of a tape library with the auto-insert option turned
OFF. Note that four cartridges are displayed in their physical slots,
where in Figure 4-1, only one cartridge is displayed in the IE port.

[ = Physical Device

& Convert Device Type

4% i5CS1 Devices
4 @ storagelibrary T40

Tape Drivel

Tape Drive2

Tape Drivel

Tape Drived

IE Port

4 ﬁTape Slots

B8 slot1 (Dockol)
B8 slotz (Docknz)
B8 slots (Dockna)
B8 slot4 (Docko4)
B8 slots (Dockns)
B8 slote (Dockne)
B8 slot7 (Docko?)
B8 slots (Dockos)

I = Logical Device

2] Properties

Mame
Element Address
Media Label
Media Usage

Move hMedia | =

Walue
1
TA007ALS

0/750GE [0%)

Figure 4-3 A logical view of a tape library with the auto-insert option turned ON.
Note that cartridges automatically mount to logical slots that
correspond with their physical dock locations.
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[ = Physical Device

@ gs9890

= Dock0l (7A007AL3)
= Dock0z (127BRILE)
= Dock03 (GONOKALS)
= DockOd (7A00EALS)
= Dock0S (B25CSWLE)
= Dockis (601391L3)
= Dock07 (766906L3)
= Dock0s (5E8169L3)

I = Logical Device

[~] Dock 01 Propetties

Mame
Dock Status
Dock LCD Text
Dock FW Rew
Cartridge Status
Cartridge Serial Humber
Cartridge Label
Cartridge Capacity
Cartridge Temp(C)
Write Protected

£ Fject ;> Erase 4 Clone | (= Test

“alue

oo
FA007ALS
0063

oo
5T5466F0
TAOQOTALS
7a0GE

23C degrees
Mot protected

Figure 4-4 A physical view of a tape library with the auto-insert option turned
ON. Note that the cartridges’ physical locations correspond with their
logical tape slot locations (shown in Figure 4-3).

MANAGING USER GROUPS

Note: You must have administrator privileges to manage user groups.

The RDX QuikStation allows you to set up three types of groups:
administrator, manager, and user.

This section contains the following topics:

» Group permissions overview (page 61)

» Adding users to a group (page 61)

» Removing users from a group (page 62)

» Editing user information (page 63)
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GROUP PERMISSIONS OVERVIEW

The following table describes the functionality each group can access in the
Remote Management Console.

Table 4-5 RDX QuikStation Croup Permissions

User

Manager

Administrator

Users have permission to do the
following:

» change their log-in password.

» view physical and logical
device information.

» refresh/update device
information manually.

Managers have permission to do
the following:

» view group information.

» view iSCSI Management
security and connection status.

» set options for automatic web
page refresh and diagnostic log
level.

» change their log-in password.

» view physical and logical device
information.

» refresh/update device
information manually.

Administrators have access to all
functionality.

This includes permission to:

b set system and network
configuration.

b set iSCSI security.

b add, remove, and edit groups.
» format/erase RDX cartridges.

» clone data on RDX cartridges.

b convert logical device type.

b update firmware.

b perform system diagnostic tests.

b access all other system
maintenance tasks.

ADDING USERS TO A GROUP

To add users to a group:

1. From the Remote Management Console main menu,
select System Settings > User.

| w2 System Settings = | fi' System Mairtenance -

&Y Refresh

[ paterime

B L Metwork

Ly Motification

S07ADOEA

.._'g U=zer Managemert

B = Convert Device Tvpe

JA Options

E, Sign

The User Management dialog window opens.
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User Management *
0 acd || I
Lze Group Description
acdmin Adminiztrator huitt-in administrator account
user Uzer huitt-in user account

Close

2. Click (Ad9).

3. Type a user name and password in the applicable fields. The following
conditions apply:

» User names are not case sensitive and can only contain letters, numbers,
and the “_” character. There is no limit on the number of characters.

» Passwords are case sensitive and must be 6 to 30 characters long.
Passwords can contain any combination of letters, numbers, and the
following special characters: -,/ (@ #5% ™ &* .

4. Select the group you want to assign the user to from the pulldown menu.
For a description of the permissions available to each group, see page 61.

5. Type a description to identify the user, if desired.

6. Click (Add).

REMOVING USERS FROM A GROUP
To remove users from a group:

1. From the User Management dialog window (go to System Settings > User),
select the user that you want to remove. Click (Remove).

User Management ®

&) Add || Remove || [ Edit Password

Uszer Group Description
aclmin Administratar huitt-in adrministrator account
user Uzer huitt-in user account

Close

2. Type your RDX QuikStation administrator password. Click (OK).

3. Click to confirm.
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EDITING USER INFORMATION
You can edit a user name, the group assignment, description, and password.

Note: For the built-in administrator account, you can only edit the password.

Editing the user name, group, or description

1. From the User Management dialog window (go to System Settings > User),
double-click in the field you want to edit.

The field becomes editable, as shown below.

User Managemenk ®

&) add | @ Remove | |2 Edit Password

Uzer Group Description
admin Acministrator buit-in sdministrator account
R4 User| {E’) » | built-in user accourt

Clozse

2. Make your desired changes. Click Enter.

“on

Note: User names can only contain letters, numbers, and the “_” character.

There is no limit on the number of characters.

Editing a password

1. From the User Management dialog window (go to System Settings > User),
select the user.

2. Click (EditPaswword).
3. Type a new password. Type the password again to verify. Click (OK).

Notes: For users assigned to administrator and manager groups, you must first
enter your RDX QuikStation administrator password before editing the
password.

Passwords are case sensitive and must be 6 to 30 characters long.
Passwords can contain any combination of letters, numbers, and the
following special characters: -,|@#$% ™ &* .
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RECOVERING THE BUILT-IN ADMINISTRATOR PASSWORD

If you have forgotten the built-in administrator password, you can reset the
password via email or via USB.

Note: The built-in administrator user name is Admin (cannot be modified) and
the default password is Admin! (case sensitive).

If you have forgotten the user name and password for any other account,
contact the RDX QuikStation administrator, or sign in as the built-in
administrator account to edit the password (see page 63).

RESETTING THE PASSWORD VIA EMAIL

1. From the RDX QuikStation Sign-in dialog window, click the (2) in the
upper-right corner.

Sign In to the RDX QuikStation

Forgot wour password?

LUser Mame: User Mame

Password:

2. Select the Administrator radio button. Click (Continue).

The Administrator Password Reset dialog window opens.

Administrator Password Reset *

Mote: This process only applies to the built-in “admin®™ account.
Choose one of bwo options below:

1. Reset Administrator Password via email

Click the Request Key button to send a password reset key to the
email address specified in the Rermmote Management Console.

Reguest Key

Rezet Password
2. Reset Administrator password via USB

Insert a USE memary stick loaded with the password reset file into the
USE slot on the front of the RDX QuikStation, When the USE symbal
LED on the front of the {product} stops blinking, click the Reset
Passwiord button below, Refer to the product manual for information
about the password reset file,

Rezet Password

3. Select (RequestKey).
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The RDX QuikStation sends an email message to the address that was
specified in the Remote Management Console (see page 53). The request
key will remain valid for one hour.

Password Reset Key Request

Your password reset key has been sent to the registered email address.Check your emai for the
password reset key,

Use the key to reset the administrator password,

For security reasons, the password reset key is only valid for one hour past the time that the key was
requested, Closing this browser session will invalidate the key as well,

4. Click(0K)and leave the Administrator Password Reset dialog window open.

Note: If you close the browser session, the request key that was sent via
email becomes invalid.

5. Copy the request key from the email message and paste it into the Reset
Key field.

Administrator Password Reset #®

Reset kKey:
e Password:

erify New Password:

Cancel

6. Type a new password. Type the password again to verify. Click (Reset).
Note: Passwords are case sensitive and must be 6 to 30 characters long.

Passwords can contain any combination of letters, numbers, and the
following special characters: -, | @#$% ™ &* .
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RESETTING THE PASSWORD VIA USB

If an email notification address is not specified in the Remote Management
Console, you can reset the built-in administrator password via USB by creating
a password.reset file.

Important The Tandberg Data-supplied USB flash drive includes the file
network.conf. Make sure that this file name is changed to
another name, for example network.conf.used, before you
insert the flash drive into the RDX QuikStation.

Renaming the file prevents any inadvertent network
configuration changes to your RDX QuikStation.

To create the password.reset file and reset the password via USB:

1.

Insert the USB flash drive that was included in your RDX QuikStation
accessory kit box into your computer. If you cannot find the flash drive, you
can use any USB flash drive that is formatted with a VFAT file system.

Navigate to the flash drive and create a blank text file on the drive. (In
Windows, right-click in the directory window, and select New >Text
Document, as shown below.)

B KINGSTON (E:) (=1t
File Edit View Favorites Tools Help ,’
e Back + () l'ﬁ» P ! Search H__:“ Folders '

Address |‘ai =1 v| @o
Folders X Mame Size | Type Date Modified

(B Desk A [E network.conf.used View e 10/25/2010 12:30 PM
SRS

C Arrange Icons By 4
ﬁ Refresh
€
'
a I\ Undo Copy Chrl+2
S
© eor
Properties @ Shorkeut

1 Flash ActionScript File

a Briefrase

B Microsoft Word Document

f:l Adobe FrameMaker Document

Microsoft PowerPoint Presentation
— 'm Adobe Photoshop Image 12

E Paint Shop Pro 7 Image

afPEE R E R E W

A o FULALA LA LS 0SS & &8

Y
=
<

I —
@ Microsoft isio Drawing

3. Rename the text file to password.reset. (In Windows, click to confirm

the file name change.)
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Folders X Mame Size | Type Date Modified

@ Diesk # network, conf,used 3KE USED File 1042502010 12:30 PM
= | Elpasswordreset ] OKB Text Document 2J25/2011 2:20 PM
§
E
It
= I

r

i

T If wou change a file name extensian, the file may became unusable.

]

Fa

Are you sure vou want ko change it?

&

[IF]

L

i

()

HEEEEEE BB B

|aa

4. Remove the USB flash drive from your computer and insert it into the RDX
QuikStation’s USB slot located on the center-front panel.

The USB symbol on the center-front panel flashes and the LCD dock panels
display “RstPasswd.”

5. Remove the USB flash drive from the RDX QuikStation when the USB
symbol stops blinking and the LCD dock panels flash “Done.”

6. Connect to the RDX QuikStation Remote Management Console (see
page 20). From the Sign-in dialog window, click the (2) in the upper-right
corner.

Sign In to the RDX QuikStation

Forgot wour password?

User Mame: Lser MHame

Passweord:

7. Select the Administrator radio button. Click (Continue).

The Administrator Password Reset dialog window opens.
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Administrator Password Reset *®

Mote: This process only applies to the built-in “admin™ account.
Choose one of bwo options below:

1. Reset Administrator Password via email

Click the Request Key button to send a password reset key to the
email address specified it the Rermote Managernent Console,

Reguest ey

Feset Password
2. Reset Administrator password via USE

Insert a WSE memoary stick lnaded with the passwiord reset file into the
USE slot on the front of the RDK QuikStation, When the USE syrmbal
LED on the front of the {product} stops blinking, dick the Reset
Password button below, Refer to the product manual for information
about the password reset file,

Reset Password ‘{b

8. Click from the “Reset Administrator Password via USB”
section of the dialog window.

9. Type a new password. Type the password again to verify. Click (Reset). Click
).
Note: Passwords are case sensitive and must be 6 to 30 characters long.

Passwords can contain any combination of letters, numbers, and the
following special characters: -,|@#$% ™ &* .
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LOGICAL DEVICE MANAGEMENT

This chapter describes the Remote Management Console’s Logical Device
interface.

The chapter includes the following sections:

» Logical device type overview .............................. page 70
» Choosing alogical devicetype ................... ... ... ... page 71
P iSCSI devicesoverview. ............. ... ... ... . L. page 72
» Managing disks and tape drive configurations ............... page 74
» Managing tape library and autoloader configurations......... page 76

OCTOBER 2011 RDX QUIKSTATION 69



CHAPTER 5—LOGICAL DEVICE MANAGEMENT

LOGICAL DEVICE TYPE OVERVIEW

The following table compares the logical device types that the RDX
QuikStation can emulate.

Table 5-1 Comparison of logical device types

S LT Available
Logical Device | active iSCSI | Number of | Reported Available | . . .
T tions | iSCSI targets | inquiry string | I/E slot v:r'tual tape | ISCSI security
ype connec g quiry g drives
per target
RDX drives? Eight RDX n/a n/a You can set two types of
: : - iSCSI security: CHAP
Fight Ultrium 3-SCSI | n/a Eight authentication and host
authentication. Up to
Tape drives 10 initiator users or
hosts are allowed for the
One active drive target.
Disk host Two RDX yes n/a You can set two types of
autoloader connection DiskLibrary (see iSCSI security: CHAP
3 is allowed age 57 authentication and host
T24 library for each Three Magnum 224 | P8¢ 57) [ Two authentication. Up o
T40+library | iSCSI target. | Five StorageLoader Four 10 initiator users or
StorageLoader Two StorageLoader One FOStS are allowed for the
ibrary target. You
Tape Two StorageLoader One cannot set security on
autoloader the drive target; the
Hybrid -T24 Seven Magnum 224 | yes for Two S':)“r/ne ;E:T;iiecourmy
Library and and RDX the tape load Y
RDX drives library autoloader.
Sthbrld - Six StorageLoader wa for the One
orageLoader and RDX RDX
LTO and drives
RDX drives

4 The RDX drive is the recommended device type for disk configurations. The removable disk device type is available for legacy users.

70

Note: If you select the RDX Drive configuration, you must also install the RDX
Utility, which is available from a link in the Logical Device Type Settings
dialog window.
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CHOOSING A LOGICAL DEVICE TYPE

There are many choices to look at when deciding which logical device type is
best for your data storage needs. Some questions to consider are:

>

Does your back-up application support removable disk or does it support
tape only?

Is your size of your backup job greater or less than the size of the physical
RDX cartridge? For example, if you have 1 TB RDX cartridges, will your
backup data fit on this one cartridge, or will you need to span the data across
two or more cartridges?

Do you require multiple, simultaneous backup jobs? For example, you may
need to schedule multiple, simultaneous backup jobs to meet your backup
window requirement. Simultaneous backups also allow you to break up
your job to fit within the size of a single RDX cartridge.

What backup application are you using? Does your backup application
support spanning across multiple removable disk targets? (Applications that
do support spanning for removable disk include Retrospect, ArcServe, and
CommVault.)

Does your backup application include a tape library unlimited drive option,
which requires an extra license fee? With tape backups, if you require
multiple, simultaneous backup jobs, you typically need to purchase a tape
library option. If your backup application does not include a tape library
option, you can choose the RDX drive logical device configuration, which
does not require an extra license fee to perform multiple, simultaneous

backups.
Table 5-2 Choosing a logical device type
Backup Backup Unlimited|tape Choose this logical
application Backup job Need multiple, application drive option? device type:
[;‘:‘ ort greater than size simultaneous | supportspanning (re uirel; extl:a
pport, of RDX cartridge? backups? for removable 4
removable disk? diskz license fee)
Yes No Either Yes or No No No Eight RDX Drives
Yes Yes? Yes No
No No Either Yes or No No No Eight LTO-3 Tape Drives
No Yes No No Yes StoragelLoader LTO
No Yes Yes No Yes T24 StorageLibrary with
two LT0-3 tape drives
No Yes Yes No Yes T40+ StorageLibary with
four LTO-3 tape drives
2 If yes, your backup application must support spanning for removable disk targets.
OCTOBER 2011 RDX QUIKSTATION
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ISCSI DEVICE OVERVIEW

72

You can view general information about a logical device’s iSCSI targets from
the iSCSI Devices view in the Remote Management Console.

To navigate to the iSCSI Devices view:

» From the Logical Device interface, select iSCSI Devices from the tree view in

the left pane.

[ = Phyysical Device

@ Convert Device Type

4@ iSCSI Devices
Disk Drivel {Docl )]
Disk DriveZ2 {Dock0Oz)
Disk Drive3 (Dock03)
Disk Drived {Dockod)
Disk DriveS {Daock0s)
Disk Drived {DockOd)
Disk Drive? (Dock0?)
Disk Drived (Dock0od)

l i= Logical Device

=] ISCSI Devices

Product Mame
RO
RO
RO
RO
RO
RO
RO
RO

Figure 5-1 iSCSI Devices view

= A

Serial Mumber ISCE] Name

PDOOOOOOO0O7 ign.2010-01 .com tandbergdsta: storage rod2-2
POO00O059005 ign.2010-01 com tandbergdata: storage rdxl -1
POOOCY 752304 ign.2010-01 com tandbergdata: storage rdx3-3
POO01E503602 ign. 2010-01 com tandbergdata: storage rdx 7 -7
POO026552303 ign.2010-01 com tandbergdata: storage rdx6-6
PDOOSF327305 ign.2010-01 .com tandbergdsta: storage rodxd-4
POO0S0598506 ign.2010-01 com tandbergdata: storage rdx3-3
PLO0SE530001 ign 2010-01 com tandbergdata: storage rdx5-5

By default, the iSCSI Devices window displays the product name, serial
number and iSCSI name for the logical device’s iSCSI targets. Figure 5-1
shows the iSCSI targets for an Eight-RDX drive configuration.
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CUSTOMIZING THE ISCSI DEVICES VIEW

You can sort the columns in ascending or descending order and select which

columns are visible.

To customize the iSCSI Devices view:

b Select the ¥ arrow, which appears when you move your mouse over the
product or serial number column head.

[ = Phyysical Device

m Convert Device Type

48 iSCSI Devices
Disk Drivel {Dock01)
Disk Drivez {Dock0z)
Disk Drive3 (Dock03)
Disl Drived (Dock0d)
Disk DriveS {DockdS)
Disk Drived {Dock0e)
Disk Drive? (Dock07)
Disk Drived (Dock0s)

I i= Logical Device

[2] iSCSI Devices

Product Mame
RO
RO
RO
RO
RDE
RO
RDE
RO

™ Setial Number +
"El Sort Ascending

%J, Sort Descending

[EH Columns

-

= A

ISCS] Name
ign. 201 0-01 .com tandbergdsts: storage rdx8-5
ign. 201 0-01 .com tandbergdsta storage rdx3-3
ign.2010-01 .com tandbergdata storage rdxd4-4
Praduct Mame

bergdats: storage rdx6-6

PDO0M GS03602
PDOODM 7525904
PDOOD00SS005
PDOOOO000007

Setial Mumber
ISCE Mame

bergdata: storage rd<7-7

hergaata: storage rdx3-3
1 bergaats: storage rdx1-1
igqn.2010-01 .com tandbergdata storage rdx2-2

Figure 5-2 Customizing the iSCSI Devices view
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MANAGING DISK AND TAPE DRIVE CONFIGURATIONS

If you have your RDX QuikStation configured as either eight RDX drives or as
eight virtual LTO-3 tape drives, you can do the following tasks from the
Logical Device interface:

» View logical device properties (page 74)

» View active iSCSI connections (page 75)

b Set iSCSI security for each target (page 34)
» Convert the logical device type (page 48)

Note: From the System Settings menu, you can set a removable disk option to
allow unsafe eject of RDX cartridges. See page 56 for more information.

VIEWING LOGICAL PROPERTIES FOR RDX OR VIRTUAL TAPE DRIVES

The following properties are displayed for RDX and virtual LTO-3 tape drive
targets.

Table 5-3 Logical properties for RDX and LTO-3 tape drive targets

Property Name Description

Vendor The vendor name for the device. For RDX drives, the Vendor field always
displays “TANDBERG.” For virtual tape drives, the Vendor field displays “HP”.

Product The product name for the device. The Product field displays “RDX” for RDX
drives and “Ultrium-3 SCSI” for tape drive configurations.

Revision The firmware revision level for the logical device.

Serial number The serial number for the logical device.

iSCSI name The iSCSI name that identifies the RDX or tape drive target. The iSCSI name
is used to connect the initiators (host computers) to the targets.

Target ID/LUN The iSCSI target/logical unit number that identifies the RDX drive or tape
drive.

Status Displays the operating status for the device. The status displays either “good”,

“offline”, or an error state.

Media label The default media label is derived from the last eight digits of the RDX
(visible if the dock hasan | cartridge serial number, or the last six digits and “L3” for a tape.
RDX cartridge inserted)

Media state The media state displays either “loaded” or “unloaded” depending on how
the drive is set in your backup application.

Media usage Note: Media usage for RDX drives is unavailable. This property is only
reported for tape drive configurations.

Displays the percentage of capacity that has been used for the RDX cartridge
(or virtual tape cartridge).
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VIEWING ACTIVE ISCSI CONNECTIONS FOR RDX OR TAPE DRIVES

1. From the Logical Device interface, select an RDX or tape drive target from
the tree view in the left pane.

Note:2.The Connection tab only displays when you have selected an iSCSI
device target from the left pane.

[ & Physical Device i= Logical Device
= Convert Device Type P
4 Q_,iSCSI Dlevices [Z] Properties v”) Conneckion {b Security
Disk Drivel (DockOl)
Disk Drive2 (Dock02) Maimie Walug Wiew currently cannected hosts ta the RD)
Disk Drives (Dock0a) vendor TANDBERDG Cnly one active connection per logical dev
Disk Drived (DockOd) Product RDX
Disk Drives (Dock05) Revision o0E3
Disk Drivet (Dock0s) Serial Humber PDON000S3008
Disk Drive7 (DockO7) B )
. . 15CS51 Hame ign. 201 0-01 .com tandbergdata: storage rdx1 -1.002:59008
Disk Drives (Dock0d)
Target ID/LUH 110
Status oo
< >

3. Click the Connection tab.

If there is a host connected to the target, the host’s initiator node name will
be displayed in the Connection dialog window, as shown in the following
example.

[ phsicaiorce [ = Logicatvevice |

& Convert Device Type M

a %igcgl Devices [ Properties ‘j’ Connection Security

Disk Drivel {Dockol)
Disk Drive2 (Docknz) Connected Host 1R /
Disk Drived (Dock03) tanchergatal

Disk Drived (Daock0d)
Disk DriveS {Dock0ds)
Disk Drives (Dock0a)
Disk Drive? {Dock07?)
Disk Drives (Dock0s)

Note: You can also set iSCSI security for each iSCSI target. See “Setting iSCSI
Security in the Remote Management Console” on page 34 for more
information.
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MANAGING TAPE LIBRARY AND AUTOLOADER CONFIGURATIONS

If you have your RDX QuikStation configured as a virtual tape library or as a
tape or disk autoloader, you can do the following tasks from the Logical
Device interface:

» View logical properties (see page 76)

» View active iSCSI connections (page 77)

b Set iSCSI security for each target (page 34)

» Convert the logical device type (page 48)

» Logically move media to another slot (page 78)
» Set the Unique Inquiry String (page 80)

» Set the autoloader option to continuously rotate cartridges
(only applicable to disk and tape autoloaders)

Note: From the System Settings menu, you can set an option to allow auto-insert
(import/export functionality) of media cartridges. See page 57 for more
information.

VIEWING LOGICAL PROPERTIES FOR TAPE LIBRARIES/AUTOLOADERS

The following properties are displayed for virtual tape libraries and
autoloaders.

Table 5-4 Logical properties for virtual tape libraries and autoloaders

Property Name

Description

For the library/autoloader and its tape drive(s)

Element address

The element address associated with the virtual location of the
library/autoloader and drives.

Vendor

The vendor name for the virtual library/autoloader and drives.
For example, the vendor name for a StorageLoader tape library is “Tandberg
Data,” and the vendor name for the tape drive is “HP.”

Product

The product name for the virtual library/autoloader and drives.

For example, the StoragelLoader tape library product name is
“StorageLoader”. For the LTO-3 virtual tape drives, the product name is
“Ultrium 3-SCSL.”

Revision

The firmware revision level for the logical device.

Serial number

The serial number for the logical device.

iSCSI name

The iSCSI name that identifies the library/autoloader device and its drive
targets. The iSCSI name is used to connect the initiators (host computers) to
the targets.
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Table 5-4 Logical properties for virtual tape libraries and autoloaders

Property Name

Description

Target ID/LUN

The iSCSI target/logical unit number that identifies the library/autoloader
and drives.

Status

Displays the operating status for the device. The status displays either
“good”, “offline”, or an error state.

For I/E port and tape slots

Element Address

The element address associated with the virtual location of the tape
library/autoloader slots. The element address correlates to the RDX dock
number.

Media label
(visible if the dock has an
RDX cartridge inserted)

The default media label is derived from the last six digits of the RDX cartridge
serial number and “L3”, which refers to an LTO-3 tape cartridge.

(visible if the dock has an
RDX cartridge inserted)

Media state The media state displays either “loaded” or “unloaded” depending on how
the drive is set in your backup application.
Media usage Note: Media usage for RDX drives is unavailable. This property is only

reported for tape library, tape autoloader, and disk autoloader
configurations.

Displays the percentage of capacity that has been used for the RDX cartridge
(or virtual tape cartridge).

VIEWING ACTIVE ISCSI CONNECTIONS FOR TAPE
LIBRARIES/AUTOLOADERS

1. From the Logical Device interface, select the library/autoloader or drive
target from the tree view in the left pane.

Note: The Connection tab only displays when you have selected an iSCSI

device target from the left pane.

[ =] Physical Device I = Logical Device

x Advanced Optionz

m Convert Device Type [=3]

=] Properties Securiby

4@ iSCS1 Devices
4 B StorageLibrary T40
B8 Tape Drivel (Dockol)

,3’) Zonneckion @

VYiew currently connected hosts o the RDW Qu

Walue . : . S
Only one active connection per logical device i

Mame

Tape Drivez Element Address =F4

Tape Drivesd Yendor TANDBERG
Tape Drived Product StorageLoader
IE Port Revision oHa

‘ﬁTape Slots
Slatl
B8 slotz (Docknz)
B8 slota (Dockna)
BE slotd (Dockod)
B8 slots (Dockns)
B slote (Dockoe)
B8 slot7 (Dockn?)
B slots (Dockoa)

Serial Humber 90059E6AL110

i5C5l Hame ign. 201 0-01 com tandbergdata: storage t40-1 002530058
Target IDALUH 110

Status Good
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2. Click the Connection tab.

If there is a host connected to the target, the host’s initiator node name will
be displayed in the Connection dialog window, as shown in the following
example.

[ PhysicaDevee [ = Logical Device .

m Convert Device Type =] x Advanced Options

4@ i5CSI Devices =] Propetties ¥ Connection Security

4 B storagelibrary T40

BE Tape Drivel (Dockol)
Tape Drivez tandbergdatal

Connected Host G

Tape Drivel
Tape Drived
IE Port
4 %Tape Slots

Slotl
BE slotz (Docknz)
B slot3 (Dockod)
B slota (Dockna)
B8 slots (Dockns)
B8 slote (Docknsa)
B slot7 (Docko?)
B8 slotd (Dockna)

Note: » You can also set iSCSI security from the iSCSI Management dialog window.
See “Setting iSCSI Security in the Remote Management Console” on
page 34 for more information.

MOVING A MEDIA CARTRIDGE

With RDX QuikStation virtual library and tape autoloader configurations, you
can logically move media to an open slot, to the IE port, or to the tape drives.

Note: If you move media to the IE port, the cartridge will be ejected from the
dock, and the media will be logically removed from the library.

In most cases, you should use your backup software application to logically
move media within the virtual library or autoloader. This functionality is built
into the RDX QuikStation mainly for testing and diagnostic purposes.

| Important Make sure that you do not have any backup jobs in progress before
you logically move a cartridge.

To logically move media:

1. From the Logical Device interface, select the tape slot, tape drive, or IE Port
from the tree view in the left pane.

2. Select (MoveMedia).
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[ £ phsica vevice [ i Logical pevice |

= Convert Device Type B8 e Media | 5
4 @ isCs1 Devices [£] Properties
4 @ storagelibrary T40
Tape Drivel el e
Tape Drivez Element Address 1
Tape Drive3 Media Label FA00FALI
Tape Drived Media Usage 07 B0GE (V)
IE Port

4 ETape Slots
B8 slot1 {Docko1)
BEsiatz (Dackoz)
B8 slota (Dockoa)
B slot4 (Dockod)
B slots (Dockos)
B8 slote (Dockos)
B siot7 (Docko?)
B slota (Dockoa)

The Move Media dialog window opens.

Move Media *

IATTENTIONUN

This function may conflict with any backup application
connected to the logical ibrary and could result in a failure of
the current backup or restore operation. If a failure is

encountered, perform a re-inventory operation from your
backup application and try the job again.

Source: Slotl >

Destination: b

Cancel

3. Select the Source slot and the Destination slot from the pull-down menus.
The Source pull-down menu only displays the slots that contain an inserted
cartridge, and the Destination pull-down menu only displays empty slots.

4. Click (Wovs),
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SETTING THE UNIQUE INQUIRY OPTION

The Unique Inquiry option is available from the Advanced Options dialog.

You can set the RDX QuikStation to report the tape library/autoloader’s
unique inquiry string, or an RDX QuikStation inquiry string

Table 5-5 Inquiry String settings

Inquiry String setting

Behavior

Original device
inquiry string (Default)

The virtual tape library reports the device’s or

inquiry string. This is the inquiry string that a physical

version of the tape library reports. For exampl
device inquiry string for a Tandberg Data

StoragelLibrary T24 is Magnum 224 (derived from the

library’s former name).

iginal

e, the

RDX QuikStation
inquiry string

The virtual tape library reports “RDX QuikStati

the device inquiry string. This option is mainly used

for diagnostic purposes.

on” as

SETTING THE AUTOLOADER OPTION

Note: The autoloader option does not apply to tape library emulation modes. It
is only available for disk autoloader or tape autoloader configurations.

The following table describes RDX QuikStation behavior when this option is
turned off and when it’s turned on.

In cases where you do not want the cartridge to physically eject from the dock,
you can set the option to have cartridges continuously rotate through the slots.
This option eliminates the need to re-insert the cartridges into the RDX docks.

Table 5-6 Autoloader option settings

Continuously rotate
cartridges in the slots

Behavior

Off (Default)

Physically ejects the cartridge from the RDX
dock when the virtual drive completes a
backup job. Once the cartridge is ejected, the
virtual autoloader loads media from the next
subsequent slot into the drive. It will load
cartridges from the slots sequentially and will
stop when it reaches the last slot, even if new
cartridges have been inserted.

On (checkbox is selected)

Does not physically eject the cartridge from
the RDX dock when the virtual drive
completes a backup job. Instead, the
cartridges continuously rotate sequentially
through the slots.
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PHYSICAL DEVICE MANAGEMENT

This chapter describes the Remote Management Console’s Physical Device
interface.

The physical device view is useful for determining the physical location of
your RDX cartridges, since logical tape library views can differ. You can also
use the physical device view to force-eject RDX cartridges, erase cartridges,
and clone data from one RDX cartridge to another.

The chapter includes the following sections:

» Viewing physical device properties ................ ... ... .. page 84
» Ejecting RDX cartridges ............ ... ... ... ... . oL page 86
» Erasing RDX cartridges............ ... ... ... ... .o L. page 86
» Cloningdata............ ... .. ... . il page 87

Note: For information on performing a dock diagnostic test, see Chapter 7 on
page 95.
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VIEWING PHYSICAL DEVICE PROPERTIES

= Physical Device

V4

45 39890

= Dock0l (7A007AL3)

. Dock02 (127BROL3)

. ock0s (GOMDKALS)
= ock0d (7AD0EALS)

= Dock0S (B25CSWLE)
= Dock0s (60139103)

= Dockd? (Empty)

. ock0s (58518903)

I = Logical Device

] Q=o890 Properties

Mame
System Status
System Temp{C})
Host Hame
Dromain
IP Address
Link Speed
Serial Humber
Version
DOM Version
ADM Version

= —4 Clone

“alue

3ood

32degres

9590

tid tandbergdata .com
10.1.50.211 (Static)
1Ghps

959000000
02.010.00

16

12

The following physical device properties are displayed when you select the
RDX QuikStation’s host name in the left pane of the Physical Device interface.

Table 6-1 RDX QuikStation physical device properties

Property Name

Description

System status

The operating system status for the RDX
QuikStation. The status can either display
“good”, “offline”, or an error state.

System temp (Celsius)

The system temperature for the RDX
QuikStation. For information on the RDX
QuikStation’s operating temperature range, see
page 106.

Host name

The name that identifies the RDX QuikStation.
The default host name is “QS” plus the last four
digits of the RDX QuikStation serial number. You
can change the host name from the Network
Configuration dialog window. See page 50 for
more information.

Domain

The search domain name for the network where
the RDX QuikStation resides. This property field
is populated from the Network Configuration
dialog window. If a search domain is not
configured, this field will be blank. See page 50
for more information.

Link speed

The network connection link speed.

Serial number

The RDX QuikStation product serial number.

Version

The firmware version that is currently running on
the RDX QuikStation.
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Table 6-1 RDX QuikStation physical device properties (continued)

Property Name

Description

DOM version The Disk On Module (DOM) version that is
currently in use.
ADM version The Admiral board (ADM) firmware version that

is currently in use. The Admiral board enables
communication to the center-front LED panel,
dock LCD panels, fans, and system sensors.

The following RDX dock properties are displayed when you select an RDX
dock in the left pane of the Physical Device interface.

Table 6-2 RDX dock properties

Property Name

Description

Dock status

Displays the operating status for the RDX dock.
The status displays either “good”, “offline”, or an
error state. For information on running a dock
diagnostic test, see page 95.

Dock LCD text

The cartridge label text that is displayed on the
LCD dock panel. This field is populated only if
an RDX cartridge is inserted in the dock.

Dock FW rev

The RDX dock firmware version.

With a cartridge inserted in

the dock:

Cartridge status

Displays the operating status for the RDX
cartridge. The status displays either “good” or an
error state.

Cartridge serial number

The product serial number for the RDX
cartridge.

Cartridge label

By default, the text is derived from the RDX
cartridge serial number.

Cartridge capacity

The RDX cartridge’s total capacity (used and
unused).

Cartridge temp (Celsius)

The current temperature of the inserted RDX
cartridge.

Write-protected

Displays information on whether the RDX

cartridge is write-protected or not.
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EJECTING RDX CARTRIDGES

You can eject an RDX cartridge from the Remote Management Console.
However, with removable disk configurations, you cannot eject a cartridge
that is connected to a host computer unless you first enable the Unsafe Eject
option (see page 76).

| Important Make sure that you do not have any backup jobs in progress before
you eject an RDX cartridge from the Remote Management Console.

To eject an RDX cartridge:

1. From the Physical Device interface, select the dock where the cartridge is
located.

L } & Eject| Eraze | F Clone | 2 Test

4 @ s9san [ Dock D1 Properties
W Dock0l (FA007ALS)

Mame Walue
& Dock02 (127BRILI)
= Dock03 (GONOKALZ) Dock Status Good
® Dock0d (FAODEALS) Dock LCD Text TAOOTALS
& Dock0S (B25CSWLI) Dock FW Rev 0063
®= Dock0f (601331L3) Cartridge Status Good
-
Dape0z Empry) Cartridge Serial Humber 5754EEFD
& Dock0s (S88189L3) i
Cartridge Label FOO0TALS
Cartridge Capacity Ta0E
Cartridge Temp{C) 23C degrees
Write Protected Mot protected

2. Click (Eee).

The RDX QuikStation ejects the cartridge. The dock displays “Empty” in
the tree view.

ERASING RDX CARTRIDGES

You can erase data and reformat an RDX cartridge as a single NTFS partition
from the Remote Management Console.

If you configure your RDX QuikStation as a virtual tape library, the RDX
cartridges are automatically formatted to use with the library. This format
partitions 8 MB as an NTFS file system. The rest of the cartridge’s capacity is
formatted to emulate a tape cartridge.

If you configure your RDX QuikStation as eight removable disks, the RDX
cartridges should be formatted as a single NTFS file partition. You can
reformat a cartridge from the Remote Management Console. If the disk is
connected to a host computer, you can also reformat the cartridge from the
host.
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To erase an RDX cartridge:

From the Physical Device interface, select the dock where the cartridge is
located.

= Physical Device

Note:

l = Logical Device

4 Q59890

s DockOl (74007AL3)

= Docko? (127BRILE)

& Dock0d (GOMOKALI)
s Dockod (7A00EALS)

o Dock0S (B25CSWLE)
& Dock0s (A01391L3)

& Dock07 (Ermpty)

& Dock0d (S88189L3)

2. Click (Erse).

3. Click to confirm.

] Dock D1 Properties

Mame
Dock Status
Dock LCD Text
Dock FW Rev
Cartridge Status
Cartricae Serial Humber
Cartricdoge Label
Cartridige Capacity
Cartridge Tempi{C)
Write Protected

w U;’Erai% " Clone | (25 Test

alue

Good
TAOOTALS
0063

Good
STS466F0
TAOOTALS
T50GB

23C degrees
Mot protected

You can copy data from one RDX cartridge to another by using the cloning
feature in the Remote Management Console.

The cloning function copies the source cartridge to a destination cartridge,

sector by sector, so that the destination cartridge will be an exact image of
the source cartridge. Therefore, cloning will be rejected if the destination
cartridge is smaller than the source cartridge.

To clone data:

Insert both the source RDX cartridge and the destination RDX cartridge
into an available dock on the RDX QuikStation.

2. From the Physical Device interface, click (Clone).
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=| Physical Device |

I = Logical Device

4 @ 039890
= DockOl (7AD07ALE)
= Dock0z (127BRILI)
o Dock0d (GOMOKALS)
. DockOd (FADOEALZ)

{] 059890 Properties

Mame
System Status
System Temp{C})

W Cock0S (B2SCSWLS) Host Hame
= Dock06 (601391L3) Bonina
= Dock07 (Empty) IP Address
. DoclkOs (553159030

Link Speed

Serial Humber
Version

DOM Version
ADM Version

The Clone dialog window opens.

Clone *

MATTENTIONIN

The source and destination ROX cartridges are offine
during the cloning process, Depending on the size of
the source cartridge, the cloning process could take
a long time to complete.

Alzo be aware that the current data on the
destination cartridge wil be lost once cloning starts.

Source: w
Destination: >
Cancel

— } 4" Clone |

alle

Food

32degree

9590

td tandbergdata.com
10150211 (Static)
1Ghps

953000000
02.010.00

16

12

3. Select the Source RDX cartridge from the pulldown menu.

4. Select the Destination RDX cartridge from the pulldown menu.

Note: The source and destination cartridges will be offline during the cloning

process.

5. Click (Star).

The RDX QuikStation begins the cloning process. You can monitor the
progress of the cloning job in the bottom-right corner of the Physical Device

interface.
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rﬁo QU l KS AT I 0 N“ ~Securing Y[)-IH' Infﬁlalinn

Welcome, ADMIN 8 System Settings |/~ System Maintenance * | (U Refresh | [ Sionowt | @ Help

TEEZSCEW T71276RY ‘ QLGOMOKA S07AN0OEA

OL7A0074 . 00766906

| Physical Device {= Logical Devie

4@ qs9890 [ Dock 06 Properties
= Dockil (TSB25CSW)
= Docki2 (T7127BRI)
== [ockD3 (QLGONDKA)
. ockOd (907AN0EA) Dock LCD Text -OFFLIME-
B DockOS (OL7ADD7A) Dock PW Rev 0063
@ Dock0s (Offline}
== [ockn7 (00766906)

@ Dockos (Offline)

Mame “alug

Dock Status Offline

"% Cloning Dock0S to DockOS 6% completed i Cancel

cloning job status bar
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SYSTEM MAINTENANCE

This chapter describes the RDX QuikStation system maintenance tasks that a
user with administrator privileges can perform.

The chapter includes the following sections:

4

4

System maintenance overview .............. ... ... . oL page 92
Performing an LCD diagnostictest....................... ... page 93
Performing a dock diagnostictest. ....................... ... page 95
Generating systemlogs.............. ... ... ... oo oL page 96
Restarting and shutting down the RDX QuikStation .......... page 97
Exporting system configurationfiles ..................... ... page 98
Importing system configurationfiles..................... ... page 98
Manually updating firmware .................. ... ... ..., page 99
Using a USB flash drive for system tasks.................... page 101
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SYSTEM MAINTENANCE OVERVIEW

As a user with administrator permissions, the following functions are available
for you to perform from the Management Console’s System Maintenance
menu.

Table 7-1 RDX QuikStation System Maintenance Menu

System Maintenance Description
Menu Name P

LCD Diagnostic Test | Allows you to verify that all eight LCD docks and the LED
center panel are working properly. You must be physically
in front of the RDX QuikStation to monitor the test
sequence. See page 93 for more information.

System Log Allows you to download system log files to a host computer.
These files are encrypted and are meant for Tandberg Data
technical support only.

System Restart Allows you to restart the RDX QuikStation.

Important: Before you restart the system for any reason,
make sure there are no active host connections to the iSCSI
targets.

System Shutdown Allows you to perform a soft shutdown of the RDX
QuikStation. A soft shutdown is the preferred way of
turning off the power to the unit.

If you need to do a hard shutdown, press and hold the
power button on the back of the RDX QuikStation for 10
seconds.

Important: Before you shutdown the system for any
reason, make sure there are no active host connections to
the iSCSI targets.

Import Configuration | Allows you to import RDX QuikStation system
configuration files, such as network information, email
notification setting, time zone, user names and passwords,
logical device type settings, and iSCSI security settings to
another RDX QuikStation.

Export Configuration | Allows you to export RDX QuikStation system configuration
settings, such as network information, email notification,
time zone, user names and passwords, logical device type
settings, and iSCSI security settings.

Tandberg Data recommends that you export your system

configuration files as a backup in case you ever need to
replace your current unit.

Update Firmware Allows you to automatically check for updates and
manually upload a firmware file.

Important: Before you update firmware, make sure there
are no active host connections to the iSCSI targets.
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PERFORMING AN LCD DIAGNOSTIC TEST
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An LCD diagnostic test verifies that the LCD/LED pixels and backlighting are
working correctly. You must be standing in front of the RDX QuikStation to
verify the test sequence.

To run an LCD diagnostic test:

1. From the Remote Management Console main menu,
select System Maintenance > LCD Diagnostic Test.

|y9 System Maintensnce = | L) Refresh | Sign Out Q Help =

# LCD Diagnostic Test{b
|E| System Log

E system Restart

@ System Shutdown

% | Impart Configuration
|+ Expor Configurstion

&) Update Firmware

2. Click (Yes).

The test will begin in five seconds.

3. Stand in front of the RDX QuikStation to verify that the following test
sequence (see page 94) occurs.
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LCD DIAGNOSTIC TEST SEQUENCE

The test begins with dock 1 then moves sequentially through each dock,
ending with dock 8.

/,,/; Dock 1 Dock 2 - Dock 3 Dock 4

Dock 5 Docke  LED Dock 7 Dock 8

The LCD diagnostic test sequence is as follows:
1. Atdock 1, the LCD panel pixels all turn off, then all turn on.
2. The dock’s power LED/eject button alternately flashes amber and green. If

a cartridge is loaded in the dock, the cartridge’s activity LED also alternately
flashes amber and green.

3. The dock’s LCD panel backlight flashes, then turns off.

4. The test moves to the next dock, completing the same sequence described

in steps 1 through 3 for each subsequent dock.

5. When the LCD test for each dock has completed, the error indicator and the

USB indicator flash on the LED center panel.

6. All eight dock LCD panels flash "DONE" when the test is complete.
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PERFORMING A DOCK DIAGNOSTIC TEST

You do not have to be physically in front of the RDX QuikStation to conduct a
dock diagnostic test. However, you do need an RDX cartridge in the dock to
verify that the dock is working properly.

To perform a dock diagnostic test:

1. Select the Physical Device tab in the Remote Management Console.

2. Select the dock that you want to test, then click (DockDiagnosticTest) in the
upper-right corner of the Physical Device interface.

Physical Device Logical Device

¢ = Fiect > Erasi (=5 Dock Diagnosﬁ%&s{
4 1% 059530

Dock 01 Properties

® Dock0l (601391L3)

= [ock0z (505957030 Liane Mge

o Cock0s (283626L3) Dock Status Good

= DockOd4 (Empty) Dock LCD Text 501391L3

& Dock0S (Empty)
Dock PW Rev 0063

& Cock0s (Emply)

™ Dock07 (SO5996L3) Cartridge Status Good

= Dock0s (Empty) Cartridge Serial Huml 553300601331
Cartridge Label B01391L3

Cartridge Capacity 160GH
Cartridge Temp{(C} 24C degrees

Write Protected Mot protected

The test begins. If the dock is working properly, the following dialog
window is displayed.
Test Passed *

The dock and the cartridge are working properly.

3. Click (OK).
Note: If the test encounters a problem, the system displays an error message. For

more information, see Appendix A for a list of error codes, or contact
Tandberg Data technical support.
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GENERATING SYSTEM LOGS
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There are three levels of system logs that you can generate from the RDX
QuikStation: Normal, Detail, and Extend (see page 54).

System logs are encrypted and only intended for use by Tandberg Data
technical support. You do not need to generate a system log unless you are
instructed to do so by Tandberg Data technical support.

To generate a system log;:

1.

2.

From the Remote Management Console main menu,
select System Maintenance > System log.

|j9 System Maintenance ¥ | (L) Refresh | Sign Out Q Help =

| LCD Diagnostic Test
|E| System Log

E system Restart

@ System Shutdouwn
% | Impart Configuration

|+ Export Configuration

&) Update Firmwars

Save the file to your local host.

Note: You can also generate a log dump by inserting a USB flash drive (fomatted

PRODUCT MANUAL

with a VFAT file system) into the RDX QuikStation. The RDX QuikStation
automatically generates a log dump when a USB flash drive is detected.
Make sure that the flash drive does not include any RDX QuikStation
system configuration files (see page 101). Otherwise, the RDX QuikStation
will read those files instead of generating a system log.
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RESTARTING AND SHUTTING DOWN THE RDX QUIKSTATION

! Important Before you restart or shutdown the system for any reason, make
sure there are no active hosts that are currently communicating with
the iSCSI targets.

To restart the RDX QuikStation:

1. From the Remote Management Console main menu,
select System Maintenance > System Restart.

|f‘” System Maintenance | L) Refresh | Signout | @ Help -

| LCD Disgnostic Test
|E| System Log

B System Restart

[@ System Shutdow
w | Import Configuration

| Export Configuration

&) Update Finmweare

2. Click to confirm.

The system reboots. This process takes three minutes. When the reboot is
complete, the Remote Management Console interface is active again. You
do not have to sign in again to access the Console.

To shutdown the RDX QuikStation:

1. From the Remote Management Console main menu,
select System Maintenance > System Shutdown.

| 4 System Mairtenance = || () Refresh | Signout | (@) Help =

| LD Diaonostic Test
|E| SystemLog

E System Restart

@ System Shutdown
% | Import Configuration
|+ Export Configuration

&) Update Firmweare

2. Click to confirm.

Note: If you cannot access the Remote Management Console and need to
shutdown, press and hold the power button on the back of the RDX
QuikStation for 10 seconds.
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EXPORTING SYSTEM CONFIGURATION FILES

As a best practice, Tandberg Data recommends that you export your system
configuration files as a backup in case you ever need to replace your current

unit. The system exports all configuration settings, including network

information, email notification settings, time zone setting, user names and

passwords, logical device type settings, and iSCSI security settings.

To export RDX QuikStation system configuration files:

1. From the Remote Management Console main menu,
select System Maintenance > Export Configuration.

|yi"8ys‘tem Mairtenance * | & Refresh | Sign Out Q Help *

| LCD Diagnostic Test
|E| System Log

E system Restart

@ System Shutdown
w | Impart Configuration
|+ Export Configurstion

&) Update Firmware

The Export Configuration dialog window opens.

Export Configuration ®

Save logical device settings, netwaork settings, notification
settings, and user accounts to your local disk.

Export Cancel

2. Click to generate the configuration file.

3. Click (%) to download the file to your local host.

IMPORTING RDX QUIKSTATION SYSTEM CONFIGURATION FILES

To import system configuration files:

1. From the Remote Management Console main menu,
select System Maintenance > Import Configuration.

|f System hMaintenance = | L0 Refresh | Sign Out Q Help ~

| LCD Diagnostic Test
|E| System Log

E) system Restart

@ System Shutdown
% | Import Configuration
|~ Export Configuration

) Update Finmware
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The Import Configuration dialog window opens.

Import Configuration »

Select the configuration settings that you want to import to the RDX
QuikStation. In some cases, the system restarts after the import completes.

Configuration to impork

Metwork Settings

[ Include identification information (host name, static IP address)

Time Zone{ Time Server Motification Settings
User Account Settings Logical Device Settings
LCD Language

Configuration File: | Select a file. o

Cancel

2. Select the network settings you want to import. By default, all configuration
settings are selected.

3. Click the (1) icon to select the RDX QuikStation configuration file.

4. Click (Tmpor).

The system reboots. This process takes three minutes. When the reboot is
complete, the Remote Management Console interface is active again. You
do not have to sign in again to access the Console.

MANUALLY UPDATING FIRMWARE

When you sign in as an administrator user, the RDX QuikStation detects the
firmware version (see page 54). If your system is not running the most current
version, the RDX QuikStation prompts you to update the firmware. If you
choose to update, the system automatically installs to the new firmware level.

Follow these instructions if you need to manually update the firmware file to
your system.

| Important Before you update firmware, make sure there are no active hosts
that are currently communicating with the iSCSI targets.

To manually update the RDX QuikStation firmware:

1. From the Remote Management Console main menu,
select System Maintenance > Update Firmware.
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|f System Maintenance | ) Refresh | Signout | @) Help -

| LCD Diagnostic Test
|E| System Log

E) system Restart

@ System Shutdown
w | Impart Configuration

| Export Configuration

2 Undsate Firmware

The Update Firmware dialog window opens.

Update Firmware ®

Current Firmmware Level: 01.014

Select an option from below:

(O Check for updates automatically
{51 Update QuikStation firrmware manually

CortinLe Cancel

2. Select the “Update QuikStation firmware manually” radio button.

Update Firmware ¥

If you do not have a firmware file, you may download one from the Tandberg Data Support
web site,

Firrmweare File: whi-01,015, fuy L+

Update Cancel

3. Click the “Tandberg Data Support Web Site” link to access the most current
firmware file.

After you download the file from the web site, make sure you extract the
zipped file before uploading it to the RDX QuikStation. The firmware file
uses the following format: vix-<version>.fw.

4. Click the (z) icon to select the RDX QuikStation configuration file.

5. Click (Update].
6. Click to proceed.

The system reboots. This process takes three minutes. When the reboot is
complete, the Remote Management Console interface is active again. You
do not have to sign in again to access the Console.

Note: You can also update firmware by saving the firmware file to a USB flash
drive (fomatted with a VFAT file system). Rename the firmware file
“vtx.fw” and insert the flash drive into the RDX QuikStation. The RDX
QuikStation automatically detects the firmware and updates the system.
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USING A USB FLASH DRIVE FOR SYSTEM TASKS

The RDX QuikStation ships with a USB flash drive that you can use to perform
many system tasks. If the RDX QuikStation flash drive is unavailable, you can
use any USB flash drive that is formatted with a VFAT file system.

| Important The Tandberg Data-supplied USB flash drive includes the file

network.conf. If you are using the flash drive for a system task
other than network configuration, make sure that this file name is
changed to another name, for example network.conf.used, before
you insert the flash drive into the RDX QuikStation.

Renaming the file prevents any inadvertent network configuration
changes to your RDX QuikStation.

The following table describes the system tasks you can complete with a USB

flash drive.

Table 7-2 Uses for RDX QuikStation USB Flash Drive

System Task

Description

Network
configuration

You can configure network settings for the RDX QuikStation
via the network.conf file, which is included on your RDX
QuiksStation USB flash drive. When the flash drive is inserted
into the RDX QuikStation, the system automatically detects
and imports the network settings from the file. For more
information, see “Configuring Network Information” on
page 18.

Important: The file must be named network.conf in order for
the RDX QuikStation to import network settings.

Firmware updates

You can update firmware by saving the firmware file to a USB
flash drive and inserting the flash drive into the RDX
QuikStation. The RDX QuikStation automatically detects the
firmware and updates the system. For more information, see
“Manually Updating Firmware” on page 99.

Important: Rename the firmware file “vtx.fw” so that the
RDX QuikStation can detect and load the file.

Password
recovery

You can reset the built-in administrator password via USB by
creating a password.reset file. For more information, see
“Recovering the Built-In Administrator Password” on page 64.

System log dump

You can generate a log dump by inserting a USB flash drive
into the RDX QuikStation. The RDX QuikStation
automatically generates a system log when a USB flash drive is
detected. For more information, see “Cenerating System
Logs” on page 96.

Important: If the following files — network.conf,
password.reset, or vitx.fw — are loaded onto the flash drive,
the RDX QuikStation will not generate a log dump, but will
instead read and load the file.
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TROUBLESHOOTING

This appendix provides information on error codes and some basic
troubleshooting questions and solutions.

For more detailed troubleshooting help, visit the Support section of the
Tandberg Data web site (www.tandbergdata.com), or contact Tandberg

technical support.

RDX QUIKSTATION DOCK ERROR CODES

The following error codes will display if there is a fault condition associated

with the RDX dock.

Table A-1 Error codes

Error code

Meaning

Potential Solution

01

POST failed. This is an internal system error
associated with the RDX dock.

Reboot the RDX QuikStation (see page 92).

QuikStation and the RDX dock.

02 Link down. A communication link error Eject and re-insert the RDX cartridge. If the
between the RDX cartridge and RDX dock. | error persists, reboot the system (see
page 92)
03 Internal system error associated with the RDX | Reboot the RDX QuikStation (see page 92).
dock.
04 Eject failed. The RDX cartridge failed to eject | Retry ejecting the cartridge. If the error
from the dock. persists, reboot the system (see page 92). If
the error still persists, eject the cartridge via
the emergency-eject keyhole (see page 4).
05 Firmware image bad. The RDX dock firmware | Contact Tandberg Data technical support.
should be reinstalled.
06 Communication error between the RDX Reboot the RDX QuikStation (see page 92).

OCTOBER 2011
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Table A-1 Error codes (continued)

Error code | Meaning

Potential Solution

unavailable for use.

07 Offline. The RDX dock is offline and Reboot the system (see page 92).

Important: The RDX QuikStation docks go
offline when performing cloning or
diagnostic operations. Make sure your
system is not performing diagnostics before
you reboot the RDX QuikStation.

08 Unknown error. The RDX dock has an Reboot the system (see page 92). If the error
unknown internal system error. persists, contact Tandberg Data technical
support.

BASIC TROUBLESHOOTING INFORMATION

The following table describes some basic troubleshooting information. If you
have a problem that is not addressed in the table below, contact Tandberg Data
technical support.

Table A-2 Basic troubleshooting information

Problem

Potential Solution(s)

Can’t connect to an iSCSI target.

» Check to see if another host is already connected to the target
(see page 75 and page 77). The RDX QuikStation allows only
one active host connection per iSCSI target (see page 24).

» Check if any iSCSI security is enabled for the target (see
page 34).

» If the target uses CHAP authentication, make sure the CHAP
secret specified in the Remote Management Console (see
page 35) matches the CHAP secret specified in your iSCSI
initiator software.

» Refresh the discovered targets in your iSCSI initiator software.

The Remote Management Console
has a “session timeout” error
message.

The Remote Management Console times out after 30 minutes of
inactivity.

Click (OK] to return to the Console’s sign-in page. Type your user
name and password to re-connect to the Remote Management
Console (see page 20).

RDX dock reports as “empty” in the
Remote Management Console when
an RDX cartridge is loaded in the
dock.

The RDX cartridge may not be seated properly in the dock. Push
the cartridge into the dock until you hear it click in place.
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SPECIFICATIONS

This appendix provides the following information about the RDX

QuikStation:

» Physical specifications .. ....... ... . ... . . L page 106
» Power specifications. . .. ........ .. . . i page 106
» Environmental specifications ......... ... ... ... . ... .. .. page 106
b Safety and regulatory agency compliance..................... page 107
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PHYSICAL SPECIFICATIONS

Part Number 8900-RDX
. . 508mm x 438mmx 89mm/
Dimensions (D x W x H)
20" x17.25" x 3.5”
Weight 10.16 kilograms/22.4 pounds
Form Factor 2U Rackmount

Cartridge dependent (online):
Capacity 8 x 1TB RDX cartridges

Unlimited offline capacity

Up to 200 MB?/second across multiple docks
Data Transfer Rate

(uncompressed)
Network Connectivity 2x1 Gigabit Ethernet, bonded for port
failover
USB 2.0 Ports 1 on front panel, 2 on rear panel
Removable Media Drive 8 x RDX bays with individual LCD display
RDX Media Compatibility Backward and forward: 160CB, 320GB,
(Capacity) 500GB, 640GB, 750GB, and 1TB

4 The data transfer rate is up to 200 MB/second when port configuration is configured for adaptive load
balancing (see page 51).

POWER SPECIFICATIONS

AC Input Voltage 100-240 VAC
Rated Input Current 2,0-1,0A

Rated Input Frequency 50/60 Hz

Power Consumption <90 Watts, typical

ENVIRONMENTAL SPECIFICATIONS

Operating Temperature 10° to 40° C (50° to 104° F)
Non-operating Temperature -20°to 60° C (-4° to 140° F)
Operating Humidity 20% to 80%
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SAFETY AND REGULATORY AGENCY COMPLIANCE

Tandberg Data products are designed, tested, and classified for their intended
electromagnetic environment. The RDX QuikStation is a Class A device and
complies with the safety and regulatory agency standards listed below when
installed in accordance with this manual.

Note: For regulatory purposes, the RDX QuikStation is filed as regulatory model
number RMN-A-05-10.

UNDERWRITERS LABORATORY

The RDX QuikStation is listed by Underwriters Laboratories,
u Inc. Representative samples of this product have been
C\® I_ US evaluated by UL and meet the applicable U.S. and Canadian
safety standards.

LISTED UL60950-1:2007, Second Edition
CSA C22.2 No. 60950-1 Second Edition, 2007

GS

EUROPEAN COMMUNITY

This Information Technology Equipment has been tested and

found to comply with the following European directives:
c € (1) EMC Directive 2004/108/EEC, according to:

EN55022: 2006 +A1:2007.CSPR22:2008

Warning: This is a class A product. In a domestic environment,
this product may cause radio interference in which case the
user may be required to take adequate measures.

EN61000-3-2:2006

EN61000-3-3:1995 +A1:2001 +A1:2005
EN55024:1998 +A1: 2001 +A2:2003
EN61000-6-2:2005

(2) Low Voltage Directive 2006/95/EEC

The GS Mark for the RDX QuikStation demonstrates that
it has met the requirements of EN60950-1/A1:2010.
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UNITED STATES: FCC DECLARATION OF CONFORMITY

We declare under our sole responsibility that:

c Product Name: RDX QuikStation, regulatory model RMN-A-05-10
To which this declaration relates, is in conformity with the
following standard(s) or other normative documents:

ANSI C63.4-1992 Methods of Measurement
Federal Communications Commission 47 CFR Part 15, Subpart B, Class AB:2008

This equipment has been tested and found to comply with the limits for a Class AB
digital device, pursuant to Part 15 of the FCC Rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with
this manual, may cause harmful interference to radio communications.

Operation of this equipment in a residential area is likely to cause harmful
interference in which case the user will be required to correct the interference at
his own expense.

CANADIAN VERIFICATION

This Class AB digital apparatus complies with
* ICES-003:2004.
Cet appareil numérique de la classe AB est conforme a la

norme NMB-003 du Canada.

JAPAN
COEBE. I AAMBHFALERTT, CORBERERACHATS
V C I BB EESICRECTIZEFBYET . COBAICEEREFS B EX%
EETHIEOERShBILEFHUET, VCCI- A

Translation: This is a Class A product based on the standard
of the Voluntary Control Council for Interference by Information
Technology Equipment (VCCI). If this equipment is used in a
domestic environment, radio disturbance may arise. When such
trouble occurs, the user may be required to take corrective
actions.
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AUSTRALIA AND NEW ZEALAND

This device has been tested and found to comply with the
limits for a Class A digital device, pursuant to the
Australian/New Zealand standard AS/NZS 3548:1995:

“Information Technological Equipment” set out by the
41 Australian Communications Agency.

N2

-—

WASTE OF ELECTRONIC AND ELECTRICAL EQUIPMENT (WEEE)

This device is in compliance with 2002\96\EC Waste of Electronic and
Electrical Equipment (WEEE).
I

CHINA ROHS

This product is marked in accordance with China's Ministry of
Information Industry (MIl) “Management Methods for Controlling
10 ’ Pollution Cause by Electronic Information Products” Order #39.
The Environmental Protection Use Period (EPUP) is determined to
be 10 years. Packaging materials are also marked according to
Chinese national standard GB 18455 - 2001 “Packaging and
Recycling Symbols”.
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SAFETY GUIDELINES

This appendix provides safety guidelines for the RDX QuikStation:

» General safety precautions............... ... ... ... ..., page 112
b Electrical safety precautions . .. ........ ... ... . . . ... page 113
P ESD precautions. .. ....... ... page 113
» Operating precautions ........... ..., page 114
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GENERAL SAFETY PRECAUTIONS

112
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Keep the area around the RDX QuikStation clean and free of clutter.

Remove any jewelry or metal objects from your body, which are excellent
metal conductors that can create short circuits and harm you if they come in
contact with printed circuit boards or areas where power is present.

Elevated Operating Ambient - If installed in a closed or multi-unit rack
assembly, the operating ambient temperature of the rack environment may
be greater than room ambient. Therefore, consideration should be given to
installing the equipment in an environment compatible with the maximum
ambient temperature (Tma) specified by the manufacturer (35° C or 95° F).

Reduced Air Flow - Installation of the equipment in a rack should be such
that the amount of air flow required for safe operation of the equipment is
not compromised.

Mechanical Loading - Mounting of the equipment in the rack should be
such that a hazardous condition is not achieved due to uneven mechanical
loading.

Circuit Overloading - Consideration should be given to the connection of
the equipment to the supply circuit and the effect that overloading of the
circuits might have on overcurrent protection and supply wiring.
Appropriate consideration of equipment nameplate ratings should be used
when addressing this concern.

Reliable Earthing - Reliable earthing of rackmounted equipment should be
maintained. Particular attention should be given to supply connections
other than direct connections to the branch circuit (e.g. use of power strips).

Never place objects on top of rackmounted equipment.
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ELECTRICAL SAFETY PRECAUTIONS

» Be aware of the locations of the on/off switch on the chassis as well as the
room's emergency power-off switch, disconnection switch or electrical
outlet(s). The on/off switch does not disconnect power to the chassis. If an
electrical accident occurs, quickly remove power to the system by removing
the plug(s) from the outlet(s). Some models may have multiple power cords
which connect to more than one outlet.

» The power cord must include a grounded plug and must be plugged into a
grounded electrical outlet.

» Use only one hand when working with powered-on electrical equipment.
This is to avoid making a complete circuit, which will cause electrical shock.
Use extreme caution when using metal tools, which can easily damage
electrical components or circuit boards they come into contact with.

ESD PRECAUTIONS

Electrostatic discharge (ESD) is generated by two objects with different
electrical charges coming into contact with each other. An electrical discharge
is created to neutralize this difference, which can damage electronic
components and printed circuit boards. The following measures are generally
sufficient to neutralize this difference before contact is made to protect your
equipment from ESD.

» Use a grounded wrist strap designed to prevent static discharge.

» Discharge static electricity from your body by touching a known grounded
surface, such as a computer’s metal chassis.

» Keep all components and printed circuit boards (PCBs) in their antistatic
bags until ready for use.

» For grounding purposes, make sure your computer chassis provides

excellent conductivity between the power supply, the case, the mounting
fasteners and the serverboard.
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OPERATING PRECAUTIONS

" Caution Risk of Explosion when battery is replaced by an incorrect type.

When installing the serverboard (CMOY) battery, there is a danger of explosion if
the onboard battery is installed upside down, which will reverse its polarities (see
figure). The battery must be replaced only with the same or an equivalent type
recommended by the manufacturer. Dispose of used batteries according to the
manufacturer's instructions.

LITHIUM BATTERY

‘ LITHIUM BATTERY

OR

BATTERY HOLDER BATTERY HOLDER
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eject button/power LED indicators 7

ejecting RDX cartridges 86

electrical safety precautions 113

electrostatic discharge (ESD) precautions 113

email notification 53
customizing 54

environmental specifications 106
erasing RDX cartridges 86

error codes 103
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firmware
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updating manually 99

formatting RDX cartridges 86
front panel components 4

G
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import/export tape options 57
importing system configuration files 98

installation
configuring a static IP address via
network.conf file 18
connecting network and power cables 17
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preparing for 10
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log level, changing 54
logical device
overview 70
removable disk and virtual tape drive
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configuring 21
converting 48
logically moving a tape cartridge 78

LTO-3 tape drive
viewing active iSCSI connections 75
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logical device properties 74
physical device properties 84
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Macintosh
connecting iSCSI targets 30
connecting targets with CHAP 42
maintenance tasks 92
manager group
adding to 61
editing 63
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Microsoft iSCSI initiator
connecting with CHAP 37
connecting without CHAP 25

N

network
configuring RDX QuikStation 50
port bonding options 52
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Open-iSCSI for Linux
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connecting with CHAP 40
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password.reset file, creating 66

passwords

recovering for the built-in Admin

account 64

requirements for CHAP 35

requirements for user groups 62

resetting Admin password via USB 66
permissions for groups in Remote Management

Console 61

physical device properties 84
physical specifications 106
port bonding modes 52
power button, location 5
power ratings 106
preparing for installation 10
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removable disk and virtual tape drive 74
virtual library/autoloader 76

R

rackmount instructions 12 to 16

RDX cartridge
cloning data 87
eject button/power LED indicators 7
ejecting 86
enabling unsafe eject 56
erasing/formatting 86
logically moving 78

RDX dock
performing a diagnostic test 95
properties 85

RDX QuikStation
accessory kit contents 11
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connecting to the Remote Management

Console 20
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error codes 103
exporting configuration files 98
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LCD diagnostic test 93
LED indicator panel 7
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